= OO0 O " -

Dr.Jeetendra Pande
Dr. Ajay Prasad

el delelel J lal J
— o™
0 wT—e @00
2 0 OO OC
— —— v
-0 -
\ [ -] =00
- - 0 —
e v g e

D0 0
- O «~ O00



CEMCA

Post-Graduate Diploma in Cyber Security
Digital Forensics

(PGDCS-07)



#H 3% &
N
R
# - "%.
" 1$# Ns# M%# 1& ' # |
(e
(0 /)
4 1$# Ns# WM%# 1% 1
18, (0 W U% %
- %
me# 1$# Ns# Mo%# # |
18 ( - %
I() 123254647'2€2
(0 *y ). -* - 8 77 %0 10
L1y /- % 1 /" woo$ & ) - # -, |
# - % /
(©Xorel
( *- 1(0 97’
<( =~ ,(0 97, /1 0/./ % 0
Il S0 ! - '/*6: $ I /&1
S == 0!l 1= ='=6:=
% - 1% * - # I 1% I %! !
D ¢ =~ (0 1)




"HS %

&

# )& HHO* o+

+ (# $*#$ #
* # # 0, #121
$+"

* 4 # #1 21
$+"

6, & * # $ #

**x # . 8 # ,

* + # &




1.1 LEARNING OBJECTIVES
1.2 INTRODUCTION
' D o##
' $4
44
1.3 EVOLUTION OF COMPUTER FORENSICS
1.4 STAGES OF COMPUTER FORENSICS PROCESS
1.5 BENEFITS OF COMPUTER FORENSICS
1.6 USES OF COMPUTER FORENSICS
1.7 OBJECTIVES OF COMPUTER FORENSICS
1.8 ROLE OF FORENSICS INVESTIGATOR
1.9 FORENSICS READINESS
<6 #; #H#H2 #H=
L o# 2
<-0 # ; # 2 ##
</ # ; #2 ##
1.10 SUMMARY
1.11 CHECK YOUR PROGRESS
1.12 ANSWERS TO CHECK YOUR PROGRESS
1.13 MODEL QUESTIONS
2.1 LEARNING OBJECTIVES
2.2 INTRODUCTION TO COMPUTER CRIME INVESTIGATION
E # 1%, ##
2.3 ASSESS THE SITUATION
LS #H (> (2
2" & H# @ &#
oS, x4 #
o , (H #HH
-3 (> #
2.4 ACQUIRE THE DATA
'/ 0 "H

<'+ #



¥ A 1?2
”
. (o
2.5 ANALYZE THE DATA
'3 ($? &
'37( $? %
'3-( %2 ¢
2.6 REPORT THE INVESTIGATION
'5 + 1, ?
'5'6 2
2.7 SUMMARY
2.8 CHECK YOUR PROGRESS
2.9 ANSWERS TO CHECK YOUR PROGRESS
2.10 MODEL QUESTIONS
3.1 LEARNING OBJECTIVES
3.2 DIGITAL EVIDENCE
'@ B#
SU0# "2
## o, "
SHE #
3.3 FIRST RESPONDER TOOLKIT
-- “HOHH2#  #
3.4 ISSUES FACING COMPUTER FORENSICS
-/ H #
@, #H#
- # " B #
3.5 TYPES OF INVESTIGATION

-3 ##
-3 o, ,
-3- #"$C #" $D
-3/ # "#,

3.6 TECHNIQUES OF DIGITAL FORENSICS
-5 ##H1 " $H#
_ 5 1 @ n $# #



-5' 8
-5-2 "% #
-5/  # ##
-53 ,, %

3.7 SUMMARY

3.8 CHECK YOUR PROGRESS

3.9 ANSWERS TO CHECK YOUR PROGRESS

3.10 MODEL QUESTIONS

4.1 LEARNING OBJECTIVES

4.2 HARD DISK DRIVE
/"6
[

4.3 DETAILS OF INTERNAL STRUCTURE OF HDD
/- @&l@" ;
I-'%,1" ,

[--+## $ # #
/-- #
[--"@# #
/[---0
[--1*# 0 2

4.4 THE BOOTING PROCESS
I @ O ##

1o >
[1-0 > 6 &#7

4.5 FILE SYSTEM
/3 , HSH #

13
/13"
/13 - ' - /
/13 I
/3 3E;
/3 502
/13" $ # HOH #
13" #  H#H$# #



13", #  #S# #

/3"- #H #
13" 4#  H#$#H #
/13'3 # HH #

/3'5 & #H# #
/13'7 #ooOHSH #

/3'9 #H# #
/3'<* #$# F 1 ## #
/13" G; #He# #

4.6 SUMMARY

4.7 CHECK YOUR PROGRESS
4.8 ANSWERS TO CHECK YOUR PROGRESS
4.9 MODEL QUESTIONS
2 #( 4 #
2,
BLOCK Il
1.1 LEARNING OBJECTIVES
1.2 INTRODUCTION
"0, 6 & ##
RY # # & &#
)
8
1.3 RECOVERING DELETED FILES AND PARTITIONS
-($ #"
- ,? 6 &#
--2 ", #
-2 ", #
-32 ", # #
1.4 MORE ABOUT RECOVERING LOST FILES/DATA
I # #& #



1.5 SUMMARY
1.6 CHECK YOUR PROGRESS
1.7 ANSWERS TO CHECK YOUR PROGRESS
1.8 FURTHER READINGS
1.9 MODEL QUESTIONS
2 #( 4 #
04 , $
2.1 LEARNING OBJECTIVES
2.2 INTRODUCTION
2.3 WINDOWS REGISTRY

- 2,#% ##
- $#
2.4 WINDOWS EVENT LOG FILE
"6 & " @,; ;
2o, 6 &# "

- # L r #, #
I# 6 & # ,
"13 # .6 &# 4) (
"IsC , % ,
2.5 WINDOWS PASSWORD STORAGE
3 ¢
'3 2", @ #
'3 '2 #
3
2.6 APPLICATION PASSWORDS CRACKERS
'5 #H& . #
'5 0
'5 " $
'5 -$ 4
'5 /2 0# (
'5 3%%$4 HH&
'5 52 4&( #
'5 7 S #HH& #
‘5 # #H& #

HHEH #



‘5 H &
"5 2
‘5.1 & "$
"5 #H#&
'5'3 ; #H#& #
2.7 SUMMARY
2.8 CHECK YOUR PROGRESS
2.9 ANSWERS TO CHECK YOUR PROGRESS
2.10 FURTHER READINGS
2 #( 4 #
3.1 LEARNING OBJECTIVES
3.2 INTRODUCTION
3.3 NETWORK COMPONENTS AND THEIR FORENSICS IMPORTAGE

I'' F @$ #
3.5 FORENSICS INFORMATION FROM NETWORK
-3 # F " #$#
-3'6 #HH( #HE #
3.6 LOG ANALYSIS
-5 ($?, # #

-5'( %7,
3.7 FORENSICS TOOLS

-7 & ## ##

-7 & ## & ##
3.8 SUMMARY

3.9 CHECK YOUR PROGRESS
3.10 ANSWERS TO CHECK YOUR PROGRESS



3.11 FURTHER READINGS
3.12 MODEL QUESTIONS
2 #( 4 #
4.1 LEARNING OBJECTIVES
4.2 INTRODUCTION
4.3WIRELESS FIDELTY (WI-FI)(802.11)
/- ,9G'  #
4.4 WIRELESS SECURITY
11 ( #
4.5 WIRELESS ATTACKS DETECTION TECHNIQUES
/3 6 ##( # *
/3'6 #t F *
/3-+ 6 ## *
4.6 WIRELESS INTRUSION DETECTION SYSTEMS
/5  1& ##
/5'6 E
/5-0
4.7 SUMMARY
4.8 CHECK YOUR PROGRESS
4.9 ANSWERS TO CHECK YOUR PROGRESS
4.10 FURTHER READING
2 #( 4 #
BLOCK lI
1.1 LEARNING OBJECTIVES
1.2 INTRODUCTION
$4 1
" $4 6 $4 #
1.3 TYPES OF WEB ATTACKS



-3 ", #
-5H@ ) ( #
1.4 WEB ATTACK FORENSICS
| 64#" # ##
1'64( D H#
/- $( $H#
- ( COHH2  H#
[-"* %
/16 4# $# #
1.5 WEB APPLICATION FORENSICS TOOLS
3@, #
3" @,( $?
3-64 , $?
3/1 64( $ # °
3364 ?
1.6 SUMMARY
1.7 CHECK YOUR PROGRESS
1.8 ANSWERS TO CHECK YOUR PROGRESS
1.9 FURTHER READINGS
1.10 MODEL QUESTIONS
2 #( 4 #
2.1 LEARNING OBJECTIVES
2.2 INTRODUCTION

S H #U #
' 6414 #
. # T #
“#f, ( ##  C*D
IR # T #
ey

2.3 EMAIL ATTACKS AND CRIMES



-_/ ,
-3 #

"5 #
-7
9 #, #

2.4 PRIVACY IN EMAILS
s

o ,
2.5 EMAIL FORENSICS
'3, # 9 #
'3 #H#"H,
'3-( %7,
'3/ # TR H
2.6 EMAIL FORENSIC TOOLS
‘5
'5"1 *
2.7 SUMMARY
2.8 CHECK YOUR PROGRESS
2.9 ANSWERS TO CHECK YOUR PROGRESS
2.10 MODEL QUESTIONS
2.11 FURTHER READINGS
2 #( 4 #
3.1 LEARNING OBJECTIVES
3.2 INTRODUCTION
3.3 CHALLENGES IN MOBILE FORENSICS
3.4 MOBILE COMMUNICATION
-1 9G' 6;
-/'0
-/- C D
3.5 EVIDENCES IN A MOBILE DEVICE
-3 #
-3 4# 4
-3-*4 @ #
-3/ 4 #F ##



-33 ##H, #

-35( #
3.6 MOBILE FORENSIC PROCESS
-5 2
-5 (> #
-5- ( $H#

3.7 FORENSIC ACQUISITION TOOLS
7T % & ># #
-7 & ># #
3.8 SUMMARY
3.9 CHECK YOUR PROGRESS
3.10 ANSWERS TO CHECK YOUR PROGRESS
3.11 FURTHER READINGS
3.12 MODEL QUESTIONS
2 #( 4 #
4.1 LEARNING OBJECTIVES
4.2 INTRODUCTION
4.3 REPORT PREPARATION

[- +
[-'($2, # #
[--1 ?

) ’ LA )

/-16 , 2"#, 2,
Il 6 ##
-,
I #$," #
/I'6 C BD =
11-6$ #
4.5 LEGAL ASPECTS OF COMPUTING
/13 #

/3" $

/3-1

13/ $(C (D'GG
13/ ( # "

13/ " $



131-(, #1, #
1311(, # $ @,
133( # ( C'GGID
4.6 SUMMARY
4.7 CHECK YOUR PROGRESS
4.8 ANSWERS TO CHECK YOUR PROGRESS
4.9 FURTHER READINGS
4.10 MODEL QUESTIONS
2 #( 4 #






BLOCK |



UNIT I: INTRODUCTION TO DIGITAL FORENSIC

1.1 LEARNING OBJECTIVES

After going through this unit, you will be able to:
Know the history and evolution of digital forensics
Describe various types of cyber crime
Understand benefits of computer forensics
Know about forensics readiness
Implement forensics readiness plan

1.2 INTRODUCTION

Digital forensic$, the art of recovering and analysing the contents found on digital device
such as desktops, notebooks/netbooks, tablets, smartphones, elittlevka®wn a few years
ago. However, with the growing incidence of cyber crime, andirtbeeased adoption of
digital devices, this branch of forensics has gained sigmfianportance in the recent past,
augmenting what was conventionally limited to the recovery angsisaf biological and
chemical evidence during criminal investigations.

1.2.1 Definition of Computer Forensics

Computer forensiésis the practice of collecting, analysing and reporting onaligiata in a
way that is legally admissible. It can be used in the deteaind prevention of crime and in
any dispute where evidence is stored digitally. It is the usspetialized techniques for
recovery, authentication and analysis of electronic data wlkaseainvolves issues relating to
reconstruction of computer usage, examination of residua| aladeauthentication of data by
technical analysis or explanation of technical features af alad computer usage€Computer
forensics requires specialized expertise that goes beyond noswel cdllection and
preservation techniques available to end-users or system suppmwhnedr Similar to all
forms of forensic science, computer forensics is comprised cdpkcation of the law to
computer science. Computer forensics deals with the preiservatentification, extraction,
and documentation of computer evidence. Like many other forensic esjecamputer
forensics involves the use of sophisticated technological toalsprocedures that must be
followed to guarantee the accuracy of the preservation of evdeEmtthe accuracy of results
concerning computer evidence processing. The use of specializeijteshfor recovery,
authentication, and analysis of computer data, typically @& @waich may have been deleted
or destroyed.

1.2.2 Cyber crime

Computer crime®, or cybercrime, is any crime that involves a computer and a network. The
computer may have been used in the commission of a crime, ayitom the target. Dr.
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Debarati Halder and Dr. K. Jaishankar define Cybercrirse$Gifences that are committed
against individuals or groups of individuals with a criminal motwententionally harm the
reputation of the victim or cause physical or mental harm, or tosthe victim directly or
indirectly, using modern telecommunication networks such as Inté@hett rooms, emails,
notice boards and groups) and mobile phones (SMS/MMS)". Such cnragshreaten a
nation’s security and financial healtessues surrounding these types of crimes have become
high-profile, particularly those surrounding hacking, copyright infimget, child
pornography, and child grooming. There are also problems
of privacy when confidential information is intercepted or aiset, lawfully or otherwise.

Internationally, both governmental and non-state actors engagecybercrimes,
including espionage, financial theft, and other cross-border srinfetivity crossing
international borders and involving the interests of at leastnatien state is sometimes
referred to as cyberwarfare.

Digital forensics is traditionally associated with crimimavestigations and, as you would
expect, most types of investigation centre on some form of cemputne. This sort of crime
can take two forms; computer based crime and computetdgsiicrimé.

1.2.2.1 Computer based crime

This is criminal activity that is conducted purely on computersekample cyber-bullying or
spam. As well as crimes newly defined by the computingtesea includes traditional crime
conducted purely on computers (for example, child pornography).

1.2.2.2 Computer facilitated crime

Crime conducted in the "real world" but facilitated by the o$ecomputers. A classic
example of this sort of crime is fraud: computers are commasgyl to communicate with
other fraudsters, to record/plan activities or to createlfreent documents.

Not all digital forensics investigations focus on criminal htar; sometimes the techniques
are used in corporate (or private) settings to recover lostmiatton or to rebuild the
activities of employees.

1.3 EVOLUTION OF COMPUTER FORENSICS

It is difficult to pinpoint the first “computer forensic” examation or the beginning of the
field for that mattét But most experts agree that the field of computer forefmigan to
evolve more than 30 years ago. The field began in the UnitégsSta large part, when law
enforcement and military investigators started seeing wai®iget technical. Government
personnel charged with protecting important, confidential, andioBrtsecret information
conducted forensic examinations in response to potential securityhbsed@ not only
investigate the particular breach, but to learn how to prefwgnte potential breaches.
Ultimately, the fields of information security, which focuses protecting information and
assets, and computer forensics, which focuses on the respomisee¢h offenses, started to
intertwine.

SH"H#  $# & &( &  *
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Over the next decades, and up to today, the field is evolving. ®@#ernment and private
organizations and corporations have followed suit — employing interiogination security
and computer forensic professionals or contracting such professmnéisns on an as-
needed basis. Significantly, the private legal industry im@re recently seen the need for
computer forensic examinations in civil legal disputes, causimgexplosion in the e-
discovery field.

The history of forensic science dates back thousands of yearsrgfingng was one of its
first applications. The ancient Chinese used fingerprints tatifdlebusiness documents. In
1892, a eugenicist named Sir Francis Galton established #tesyistem for classifying
fingerprints. Sir Edward Henry, commissioner of the Metropoliolice of London,
developed his own system in 1896 based on the direction, flow, pattenother
characteristics in fingerprints. The Henry Classificatiorst&yn became the standard for
criminal fingerprinting techniques worldwide.

In 1835, Scotland Yard's Henry Goddard became the first person to useaplayalysis to
connect a bullet to the murder weapon. Bullet examination becaweeprecise in the 1920s,
when American physician Calvin Goddard created the comparison nupeso help
determine which bullets came from which shell casings. And id97@s, a team of scientists
at the Aerospace Corporation in California developed a method fatidgtgunshot residue
using scanning electron microscopes.

In 1836, a Scottish chemist named James Marsh developed a ahtsiico detect arsenic,
which was used during a murder trial. Nearly a century laterl930, scientist Karl

Landsteiner won the Nobel Prize for classifying human blood into risusgroups. His

work paved the way for the future use of blood in criminal investige. Other tests were
developed in the mid-1900s to analyze saliva, semen and other baldyaffuwell as to make
blood tests more precise.

In 1984, FBI Magnetic Media program, which was later renamedtopQter Analysis and
Response Team (CART), was created and it is believed toebbethinning of computer
forensic.

In 1988, the International Association of Computer InvestigaSpecialists(IACIS), an
international non-profit corporation composed of volunteer computer forersfespionals
dedicated to training and certifying practitioners in the fadléorensic computer science was
formed.

It was followed by formation of International Organization on Compitédence(IOCE)in
1995, which aims to brings together organizations actively engadbd field of digital and
multimedia evidence to foster communication and cooperation aasvigllensure quality and
consistency within the forensic community.

With the rise in cyber crime, the G8 nations realised thprtance of computer forensic, and
in 1997 declared that “Law enforcement personnel must be trainedyaipgped to address
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high-tech crimes”. In 1998, G8 appointed IICE to create internatjpmatiples, guidelines
and procedures relating to digital evidence. In the same ¥&RPOL Forensic Science
Symposium was held. The First FBI Regional Computer Forensioratory established in
2000 at San Diego.

The timeline of computer forensics could be summarised as:

Table 1: Computer Forensics Timeline
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1.4 STAGES OF COMPUTER FORENSICS PROCESS

The overall computer forensics process is sometimes viesveohaprising four stagés

Acquire: Identifying and Preserving

Analyze: Technical Analysis

Evaluate: What the Lawyers Do

Present: Present digital evidence in a manner thatafiyeaxceptable in any legal

proceedings.
1.5 BENEFITS OF COMPUTER FORENSICS
With the ever increasing rate of cyber crimes, from phishndpacking and stealing of
personal information not only confined to a particular country igthbally at large, there
is a need for forensic experts to be available in public and pttiwglmization% To be able
to handle this, it's vital for network administrator and secustaff of networked
organizations to have this course in practice making sure thah#ive the laws pertaining to
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this on their finger tips. This would ensure that should need forettvice avail itself, then
they would come in and rescue the situation.

The survival and integrity of any given network infrastructurargf company or organization
strongly depends on the application of computer forensics. They shoulkebeatthe main
element of computer and network security. It would be a greegfibéor a company if it has
knowledge of all the technical and legal aspects of this. fi&hduld the company’s network
be under attack and the intruder caught in the act, then anstardéng about computer
forensics will be of help in provision of evidence and prosecutidheocase in the court of
law.

New laws aimed at the protection of customer’'s data are contigubamg developed.
Should they lose data, then naturally the liability goes to thgpaoyn Such cases, if they
occur will automatically result in the company or organizatiomdérought to the court of
law for failure to protect personal data, this can turn out tcebgaxpensive. But through the
application of forensic science, huge chunks of money can be savedfiopntheoncerned. A
lot of money is lately being spent on network and computer seciBibjtware for
vulnerability assessment and intrusion detection has passdlllibe dollar mark, this is
according to experts. It simply means that there is a rigcassinvestment in either
employing an expert in computer forensic in the firms, or havinggbdineir staff trained into
this venture so as to help in detection of such cases sihayl@tise.

1.6 USES OF COMPUTER FORENSICS

There are few areas of crime or dispute where computer fosecsimot be appliédLaw
enforcement agencies have been among the earliest and heastigsifumputer forensics
and consequently have often been at the forefront of developmentsigldhe f
Computers may constitute a ‘scene of a crime’, for example veitking or denial of service
attacks or they may hold evidence in the form of emails, intéistiry, documents or other
files relevant to crimes such as murder, kidnap, fraud and diftigkirag.
It is not just the content of emails, documents and other fileshwhizy be of interest to
investigators but also the ‘metadata’ associated with thoss. filh computer forensic
examination may reveal when a document first appeared on a comphéar,it was last
edited, when it was last saved or printed and which user carri¢kdesat actions.
More recently, commercial organisations have used computer iftgeostheir benefit in a
variety of cases such as:

Intellectual Property theft

Industrial espionage

Employment disputes

Fraud investigations

Forgeries

Bankruptcy investigations

Inappropriate email and internet use in the work place

Regulatory compliance



1.7 OBJECTIVES OF COMPUTER FORENSICS

We all will agree to the fact that we are depending moremome on Information &
Communication Technology(ICT) tools and internet for digital sesvioean extent that today
we talk online using chat application, we depend on email to comatangth relatives and
office, we stay in touch with our friends and update status usingl ®gineering platforms
like facebook, etc., we work online by staying connected to ouredffinet using internet,
we shop online, we teach online, we learn online, we submit ouotdithe today. Our
dependency on Computer and Internet have increased so much that ‘ealiae” most of
the time. Therefore, there is an increased need of prugeotir information from being
misused by following Information security guidelines. Howeverthié security of our
computer is compromised, computer forensics comes handy for padénnimvestigation.

The objectives of Computer forensics are to provide guidefores

Following the first responder procedure and access the vactiomhputer after incident.
Designing procedures at a suspected crime scene to ensuthetltigital evidence
obtained is not corrupted.

Data acquisition and duplication.

Recovering deleted files and deleted partitions from digital anedi extract the
evidence and validate them.

Provide guidelines for analyzing digital media to preservdesue, analysing logs and
deriving conclusions, investigate network traffics and logs toretaie events,
investigate wireless and web attacks, tracking emailsreedtigate email crimes.
Producing computer forensic report which provides complete report on camput
forensic investigation process.

Preserving the evidence by following the chain of custody.

Employing the rigorous procedures necessary to have forensic retuits up to
scrutiny in a court of law.

Presenting digital forensics results in a court of law asxgert witness.

1.8 ROLE OF FORENSICS INVESTIGATOR

Following are some of the important duties of a forensic inyatstr:
Confirms or dispels whether a resource/network is compromised.
Determine extent of damage due to intrusion.

Answer the questions: Who, What, When, Where, How and Why.
Gathering data in a forensically sound manner.

Handle and analyze evidence.

Prepare the report.

Present admissible evidence in court.



1.9 FORENSICS READINESS

There are several reasons for this field’s growth; the sigsificant being that computers are
everywheré’. You'd be hard pressed to find a household today without at least one compute
And it is not just computers that computer forensic examigetrsnvolved with. Computer
forensic examiners analyze all types of technical devioesk around you while you walk
down the street — people are on their cell phones, using iPods, Bbd\sext messaging.
Computer forensic examiners analyze all of these electromiced® Cyber forensics is a
rapidly changing field. There are new technologies coming ouy daét are becoming
smaller, but storing more and more data. This leads to why dghenmsics is import. In
computer related crimes, such identity fraud, it is becomasjee to hide data. With the
proper analysis of digital evidence, better security can luke maprotect computer users, but
also catch those who are committing the crimes. Organizatioms hew realised the
importance of being prepared to combat cyber criminals withi fbeensic readiness plan
ready.

1.9.1 What is Forensics Readiness?

Forensic readiness is the ability of an organisation to maiitéspotential to use digital
evidence whilst minimising the costs of an investigdfioim a business context there is the
opportunity to actively collect potential evidence in the form agffiles, emails, back-up
disks, portable computers, network traffic records, and telephooedseamongst others.
This evidence may be collected in advance of a crime or dispatgemay be used to the
benefit of the collecting organisation if it becomes involvedaiformal dispute or legal
process.

1.9.2 Goals of Forensic Readiness
Some of the important goals of forensics readiness are:

» to gather admissible evidence legally and without interfesiitiy business processes;

» to gather evidence targeting the potential crimes and dispatesay adversely
impact an organisation;

» to allow an investigation to proceed at a cost in proportidgheancident;

* to minimise interruption to the business from any investigatiod,;

» to ensure that evidence makes a positive impact on the outé@ng legal action.

1.9.3 Benefits of Forensic Readiness
Forensic readiness can offer an organisation the following ibenef

» evidence can be gathered to act in an organisation's dafequbject to a lawsuit;

» comprehensive evidence gathering can be used as a detetheninsider threat
(throwing away potential evidence is simply helping to cokerttacks of a cyber-
criminal);

* in the event of a major incident, an efficient and rapi@#tigation can be conducted
and actions taken with minimal disruption to the business;
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a systematic approach to evidence storage can significadtice the costs and time
of an internal investigation;

a structured approach to evidence storage can reduce th®tasy court-ordered
disclosure or regulatory or legal need to disclose dataifergsponse to a request
under data protection legislation);

forensic readiness can extend the scope of information setutite wider threat
from cyber crime, such as intellectual property protecframd, extortion etc;

it demonstrates due diligence and good corporate governaneeautipany's
information assets;

it can demonstrate that regulatory requirements have been met

it can improve and facilitate the interface to law enforest if involved;

it can improve the prospects for a successful legal action;

it can provide evidence to resolve a commercial dispute; and

it can support employee sanctions based on digital evidence éimopéxto prove
violation of an acceptable use policy)

1.9.4 Steps for Forensic Readiness Planning
The following ten steps describe the key activities in faceremdiness planning:

PObdpE

2

9.

Define the business scenarios that require digital evidence

Identify available sources and different types of potentialenge;

Determine the evidence collection requirement;

Establish a capability for securely gathering legally adiiis evidence to meet the
requirement;

Establish a policy for secure storage and handling of potentidree;

Ensure monitoring is targeted to detect and deter major irtsiden

Specify circumstances when escalation to a full formal inyastin (which may use
the digital evidence) should be launched;

Train staff in incident awareness, so that all those invalwvetrstand their role in the
digital evidence process and the legal sensitivities of puile

Document an evidence-based case describing the incident angats; and

10.Ensure legal review to facilitate action in responsééaricident.
The remainder of this section gives a brief description df efthe ten steps.

1.

Define the business scenarios that require digital eviden: The first step in
forensic readiness is to define the purpose of an evidence iollecpability. The
rationale is to look at the risk and potential impact on the busfrnassthe various
types of crimes and disputes. What is the threat to the busindswhat parts are
vulnerable? This is, in effect, a risk assessment, andfierped at the business level.
The aim is to understand the business scenarios where digii@ne® may be
required and may benefit the organisation the event that it iseequin general the
areas where digital evidence can be applied include:

* reducing the impact from computer-related crime;

» dealing effectively with court orders to release data;

» demonstrating compliance with regulatory or legal constraints;



» producing evidence to support company disciplinary issues;

» supporting contractual and commercial agreements; and

* proving the impact of a crime or dispute.

In assessing these scenarios, this step provides an indicatiom likely benefits of
being able to use digital evidence. If the identified risks] the potential benefits of
forensic readiness, suggest a good return on investment isvalcle, then an
organisation needs to consider what evidence to gather for ibes/ask scenarios.

Identify available sources and different types of potential edience: The second
step in forensic readiness is for an organisation to know what soofrqastential
evidence are present on, or could be generated by, their systdrtes determine what
currently happens to the potential evidence data. Computer logs igarater from
many sources. The purpose of this step is to scope what evidendeenaayilable
from across the range of systems and applications in use. SomguEsions need to
be asked about possible evidence sources to include.
* Where is data generated?
*  What format is it in?
* How long is it stored for?
* How is it currently controlled, secured and managed?
* Who has access to the data?
e How much is produced?
* Isitarchived? If so where and for how long?
* How much is reviewed?
* What additional evidence sources could be enabled?
* Who is responsible for this data?
* Who is the formal owner of the data?
* How could it be made available to an investigation?
* What business processes does it relate to?
» Does it contain personal information?
Email is an obvious example of a potential rich source of evidirateneeds careful
consideration in terms of storage, archiving & auditing andenetti But this is not the
only means of communication used over the internet, there isrsismt messaging,
web-based email that bypasses corporate email servergpoha and newsgroups,
even voice over the internet. Each of these may need pregemnd archiving. The
range of possible evidence sources includes:

* equipment such as routers, firewalls, servers, clients,pjestaeembedded devices
etc;

» application software such as accounting packages etc for evideri@uadf erp
packages for employee records and activities (e.g. in caderdity theft), system
and management files etc;

* monitoring software such as intrusion detection software, paoki&rs, keyboard
loggers, content checkers, etc;

» general logs such as access logs, printer logs, web thatigcnal network logs,
internet traffic, database transactions, commercial tréinsacetc;



« other sources such as: cctv, door access records, phone logdatabétc; and
* back-ups and archives.

3. Determine the Evidence Collection Requirementlt is now possible to decide
which of the possible evidence sources identified in step Zhefndeal with the
crimes and disputes identified in step 1 and whether further wagather evidence
are required. This is the evidence collection requirementplifEose of this step is to
produce an evidence requirement statement so that those repmsmanaging the
business risk can communicate with those running and monitoring informati
systems through an agreed requirement for evidence. One ofythEekefits of this
step is the bringing together of IT with the needs of corp@aterity. IT audit logs
have been traditionally configured by systems administrators indepdy of
corporate policy and where such a policy exists there is daftesignificant gap
between organisational security objectives and the ‘bottom-up'tiegidactually
implemented. The evidence collection requirement is moderated dnstabenefit
analysis of how much the required evidence will cost to collectvdrat benefit it
provides (see above). The critical question for successful foresadiness is what
can be performed cost effectively. By considering these dssueadvance and
choosing storage options, auditing tools, investigation tools, and agteopri
procedures it is possible for an organisation to reduce the co$tsuodé forensic
investigations.

4. Establish a capability for securely gathering legally admissiblevidence to meet
the requirement: At this point the organisation knows the totality of evidence
available and has decided which of it can be collected to ssltihe company risks
and within a planned budget. With the evidence requirement underttearext step
is to ensure that it is collected from the relevant souwsodsthat it is preserved as an
authentic record. At this stage legal advice is requirazhsure that the evidence can
be gathered legally and the evidence requirement can be riet manner planned.
For example, does it involve monitoring personal emails, theupersonal data, or
‘fishing tripsl ' on employee activities? In some countries, esamn all of these
activities may be illegal. Relevant laws, in the areadgat& protection, privacy and
human rights, will inevitably constrain what can actuallyga¢hered. Some of the
guidelines are:

* monitoring should be targeted at specific problems.

» it should only be gathered for defined purposes and nothing more; and

« staff should be told what monitoring is happening except in exceptional
circumstances.

Physical security of data such as back-up files or on cengaddrvers is important

from the data protection point of view, and also for secure evidgtncage. As well

as preventative measures such as secure rooms and swipecesslitis also prudent

to have records of who has access to the general locatiowhantias access to the

actual machines containing evidence. Any evidence or paperwsokiat®d with a

specific investigation should be given added security by, for ebeamforing in a

safe. Additional security of logs can also be achieved througluseeof WORM

storage media.



5. Establish a policy for secure storage and handling of potermt evidence: The
objective of this step is to secure the evidence for the laeger once it has been
collected and to facilitate its retrieval if requiretcéncerns the long-term or off-line
storage of information that might be required for evidencelaiea date. A policy for
secure storage and handling of potential evidence comprisestyganaeasures to
ensure the authenticity of the data and also procedures to demoritat the
evidence integrity is preserved whenever it is used, moverbmbined with new
evidence. In the parlance of investigators this is known asnody of evidence (in
the UK) and chain of custody (in the US). The continuity of evidexse includes
records of who held, and who had access to, the evidence (foplextom swipe
control door logs). A significant contribution to the legal coltattof evidence is
given by the code of practice on the legal admissibility angjiwenf information
stored electronically, published by the British Standards InstituiThis document
originated from a perceived need for evidence collection irpéperless office. The
problem it addressed is if all paper documents are scannedyepager sources be
thrown away without loss of evidential usability? The curreditien broadens the
scope to all information management systems, Ad hoc opportunistahesawithout
justification, for potentially incriminating activities or commication such as those
where information is transmitted over networks such as emadregsior example. It
points out that methods of storage, hardware reliability, operaimd access control,
and even the programs and source code, may be investigated rirtcodtermine
admissibility. A closely related international standard isndpedeveloped as ISO
15801. The required output of this step is a secure evidence pbkbpuld document
the security measures, the legal advice and the procedursilimregaised to ensure the
evidence requirement is met. Upon this document rests the liketyssibility and
weight of any evidence gathered.

6. Ensure monitoring and auditing is targeted to detect and detr major incidents:

In addition to gathering evidence for later use in court, evidencees®wan be
monitored to detect threatened incidents in a timely mannerisTdigectly analogous

to Intrusion Detection Systems (IDS), extended beyond network attacwide range

of behaviours that may have implications for the organisatiors #ll very well
collecting the evidence. This step is about making sure it casdzkin the process of
detection. By monitoring sources of evidence we can look for thgens that mean
something suspicious may be happening. The critical questionsirstép is when
should an organisation be suspicious? A suspicious event has to éé telatisiness
risk and not couched in technical terms. Thus the onus is on manageslain to
those monitoring the data what they want to prevent and thus the befhafiour that
IDS might be used to detect for example. This should be capturedsiusgicion’
policy that helps the various monitoring and auditing staff understéuad tnggers
should provoke suspicion, who to report the suspicion to, whether heightened
monitoring is required, and whether any additional security meashoesd be taken
as a precaution. Each type of monitoring should produce a proportion sef fal
positives. The sensitivity of triggers can be varied as |lene overall false positive
rate does not become so high that suspicious events cannot be prepenyed.



Varying triggers also guards against the risk from someone wheskmdhat the
threshold on a particular event is and makes sure any evanasigactions he wishes
to hide are beneath it.

. Specify circumstances when escalation to a full formal westigation (which may
use digital evidence) is required:Some suspicious events can be system generated,
such as by the rule-base of an IDS, or the keywords of a caritecker, and some
will be triggered by human watchfulness. Each suspicious évend in step 6 needs
to be reviewed. Either an event will require escalatidansfclearly serious enough, or
it will require enhanced monitoring or other precautionary measares is a false
positive. The purpose of this step is to decide how to react gusipécious event. The
decision as to whether to escalate the situation to manageviledepend on any
indications that a major business impact is likely or thatllaifvestigation may be
required where digital evidence may be needed. The decisitariarshould be
captured in an escalation policy that makes it clear when ecguspevent becomes a
confirmed incident. At this point an investigation should be laundredi policy
should indicate who the points of contact are (potentially availaila 24x7 basis)
and who else needs to be involved. As with steps 3 and 6etierk and IT security
managers and the non-IT managers need to understand each othéos.pdsiat
level of certainty or level of risk is appropriate for estaation? What strength of
case is required to proceed? A preliminary business impaessasent should be
made based on whether any of the following are present:

» evidence of a reportable crime

» evidence of internal fraud, theft, other loss

» estimate of possible damages (a threshold may induce datescaigger)

» potential for embarrassment, reputation loss

* any immediate impact on customers, partners or profitability

* recovery plans have been enacted or are required; and

» the incident is reportable under a compliance regime.

. Train staff, so that all those involved understand their rolen the digital evidence
process and the legal sensitivities of evidencé&: wide range of staff may become
involved in a computer security incident. The aim of this sgepoi ensure that
appropriate training is developed to prepare staff for th@wanoles they may play
before, during and after an incident. It is also necessary toreeriiat staff is
competent to perform any roles related to the handling and presereatevidence.
There will be some issues relevant to all staff if they becomolved in an incident.
The following groups will require more specialised awareneBsrigafor example:

« the investigating team;

e corporate HR department;

» corporate PR department (to manage any public information abaatttent);

* 'owners' of business processes or data;

* line management, profit centre managers;

e corporate security;

* system administrators;

¢ |IT management;



» legal advisers; and

* senior management (potentially up to board level).

At all times those involved should act according to ‘need to knowcimies. They

should be particularly aware whether any staff, such as iehlsbwers’ and

investigators, need to be protected from possible retaliatiokebging their names
and their involvement confidential. Training may also be requivednderstand the
relationships and necessary communications with external organis#tiansnay

become involved.

9. Present an evidence-based case describing the incidentdats impact: The aim of
an investigation is not just to find a culprit or repair any age An investigation has
to provide answers to questions and demonstrate why those answenedédrke. The
guestions go along the lines of who, what, why, when, where and hedib(lty is
provided by evidence and a logical argument. The purpose of épisssto produce a
policy that describes how an evidence-based case should be assefnbéese file
may be required for a number of reasons:

» to provide a basis for interaction with legal advisers amddnforcement;

* to support a report to a regulatory body;

* to support an insurance claim;

» tojustify disciplinary action;

» to provide feedback on how such an incident can be avoided in future;

* to provide a record in case of a similar event in the futwpp@ts the corporate
memory so that even if there are changes in personnel istillilbe possible to
understand what has happened); and

» to provide further evidence if required in the future, for exanfpie® action is
deemed necessary at this point but further developments occur

10.Ensure legal review to facilitate action in response to théncident: At certain
points during the collating of the cyber-crime case file it ind necessary to review
the case from a legal standpoint and get legal advice on dow@b actions. Legal
advisers should be able to advise on the strength of the case gsdtswhether
additional measures should be taken; for example, if the ewddesneveak is it
necessary to catch an internal suspect red handed by monitoringdheity and
seizing their PC? Any progression to a formal action willdneebe justified, cost-
effective and assessed as likely to end in the companyssifailthough the actual
decision of how to proceed will clearly be post-incident, conalder legal
preparation is required in readiness. Legal advisors should bedrand experienced
in the appropriate cyberlaws and evidence admissibility isshiesy need to be
prepared to act on an incident, pursuant to the digital evidenckabdteen gathered
and the case presented in step 9. Legal advice should also rectigitishe legal
issues may span legal jurisdictions e.g. states in the @8ber states in the EU.
Advice from legal advisers will include:

» any liabilities from the incident and how they can be maaiage

» finding and prosecuting/punishing (internal versus external culprits);

* legal and regulatory constraints on what action can be taken;

e reputation protection and PR issues;



« whenl/if to advise partners, customers and investors;
* how to deal with employees;

» resolving commercial disputes; and

* any additional measures required.

1.10 SUMMARY
1. Computer forensicss the practice of collecting, analysing and reporting on digital

data in a way that is legally admissible.

2. Computer forensics requires specialized expertise that goes beyontl data
collection and preservation techniques available to end-users tmmsysipport
personnel.

Computer crime, or cybercrime, is any crime that involvesmaputer and a network.

4. Activity crossing international borders and involving the interest at least one
nation state is sometimes referred to as cyberwarfare.

5. The ancient Chinese used fingerprints to identify business datsime

Sir Francis Galton established the first system foisdlgag fingerprints.

7. International Association of Computer Investigative Spet&lIACIS) is an
international non-profit corporation composed of volunteer computer forensic
professionals dedicated to training and certifying practitiometke field of forensic
computer science.

8. The First FBI Regional Computer Forensic Laboratory establishe2D00 at San
Diego.

9. The survival and integrity of any given network infrastructureamy company or
organization strongly depends on the application of computer forensics

10.Forensic readiness is the ability of an organisation to maxiitgsgotential to use
digital evidence whilst minimising the costs of an investian.

11.Monitoring should be targeted at specific problems.

12.Physical security of data such as back-up files or on cengaddrvers is important
from the data protection point of view, and also for secudeace storage.

13.A policy for secure storage and handling of potential evidence ceaspsecurity
measures to ensure the authenticity of the data and also proceddeasonstrate that
the evidence integrity is preserved whenever it is used, moveahdsined with new
evidence.

14.In addition to gathering evidence for later use in court, evidencee®wan be
monitored to detect threatened incidents in a timely manner.

15.Some suspicious events can be system generated, such agulg-theese of an IDS,
or the keywords of a content checker, and some will be triggbyediuman
watchfulness.

16.The decision as to whether to escalate the situation to mmaeag®iill depend on any
indications that a major business impact is likely or thatllaifvestigation may be
required where digital evidence may be needed.

17.1t is necessary to ensure that staff is competent to perdosnroles related to the
handling and preservation of evidence.

w
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18.The aim of an investigation is not just to find a culprit or repay damage. An
investigation has to provide answers to questions and demonstratboshyanswers
are credible.

19. At certain points during the collating of the cyber-crime ddedt will be necessary
to review the case from a legal standpoint and get ledate on any follow-up
actions.

1.11 CHECK YOUR PROGRESS
1. Fill in the blanks

I. was one of the first applications of forensics.
ii.  FBI Magnetic Media program was later renamed to
iii. is provided by evidence and a logical argument.

iv. At all times those involved should act according to principles.
v. 1ACIS stands for .
vi.  The first step in forensic readiness is to define the viderrce
collection capability.
vii.  Itis not just the content of emails, documents and othenfitésh may be of interest
to investigators but also the associated with those files.
viii.  IDS stands for :
ix.  The decision criteria should be captured in an policy that makes

it clear when a suspicious event becomes a confirmediinci
X. IOCE stands for International
2. State true or false

i.  Cybercrime, is any crime that involves a computer andwaank.

ii.  Computer based crime is criminal activity that is conductedlpun computers, for
example cyber-bullying or spam.

iii.  The goal of forensic readiness is to gather admissible esedigally and without
interfering with business processes.

iv.  FBI Magnetic Media program started in 1994.

v. IOCE aims to bring together organizations actively engagelkeirfield of digital and
multimedia evidence to foster communication and cooperation asawéth ensure
quality and consistency within the forensic community.

vi.  Logs can originate from only one source in a computer.

vii.  The range of possible evidence sources includes equipment stmiteas, firewalls,
servers, clients, portables, embedded devices etc.
viii.  Emalil is an obvious example of a potential rich source of eviditlateneeds careful

consideration in terms of storage, archiving and auditing etniéval.
ix. Staff should not be told what monitoring is happening except in exceptional
circumstances.

1.12 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks

i.  Fingerprinting
ii.  Computer Analysis and Response Team (CART).
iii.  Credibility



Vi.
Vii.

viii.

iX.

X.

need to know

International Association of Computer Investigative Spestali
purpose

metadata

Intrusion Detection Systems.

escalation

International Organization on Computer Evidence.

2. State true or false

iv.
V.
Vi.
Vii.

viii.

iX.

True
True
True
False
True
False
True
True
False

1.13 MODEL QUESTIONS

.0".\‘S”S’":h.m!\’H

What are the four stages of computer forensic process?

What are the uses of computer forensics?

What are the objectives of computer forensics?

What is the role of a forensics investigator?

What is forensics readiness plan?

What are the benefits of forensic readiness?

What are various steps involved in forensic readiness planning?
What is continuity of evidence?



UNIT II: COMPUTER FORENSICS INVESTIGATION
PROCESS

2.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Understand the process of investigating computer crime

Apply initial decision making process

Assess the situation

Notify decision makers and acquire authorisation

Review policies and laws related to forensics investiggtioness

Acquire the data

Analyse the data

Report the investigation
2.2 INTRODUCTION TO COMPUTER CRIME INVESTIGATION
According to Warren G. Kruse Il and Jay G. Heiser, autho@®oaofiputer Forensics: Incident
Response Essentialcomputer forensics is "the preservation, identification, aektin,
documentation, and interpretation of computer media for evidensind/or root cause
analysis." The computer investigation model shown in figure 1 aganihe different
computer forensics elements into a logical fibw

{ Computer Investigation Model h

Aszoss | Acquira +| Analyzo »| Report

= Noerty and acguing = Build invessigation = Analyra rabwork data = Gather and

authorization texalkn « Anahyza host data arganize
« Revicw policics « Callect the data « AnlyTS BT « Wibe the
and aws = Znore and archive media report

* ldeartify team membens
» Conduct asaesament

*Prapang fof avidancs
acquistian

Preserve and Document Evidence

\~—

Figure 1: Computer investigation model

The four investigation phases and accompanying processes in tree dttpuld be applied
when working with digital evidence. The phases can be sumedlaaiz follows:

Assess the situationAnalyze the scope of the investigation and the action to be
taken.

Acquire the data: Gather, protect, and preserve the original evidence.

Analyze the data: Examine and correlate digital evidence with events of istere
that will help you make a case.

Report the investigation: Gather and organize collected information and write the
final report.

http://www.microsoft.com/en-us/download/details.aspx?id=23378



Detailed information about each of the phasesasiged in the proceeding sections of this unit.

2.2.1 Initial Decision-Making Process
Before you begin each of the general investigation phases youdshpply the initial
decision-making process shown in tigure 2

/F Initial Decision-Making Process ™
Yes
Should law enforcement « End Internal investigation
be involved? = Contact law enforcement

agency (see Appendix)

+ Provida assistance
No

Continue intemal
K investigation J

-

Figure 2: Initial decision making process

You should determine whether or not to involve law enforcement watlagkistance of legal
advisors. If you determine that law enforcement is neediesh you need to continue the
internal investigation unless law enforcement officials advismi otherwise. Law
enforcement might not be available to assist in the investigat the incident, so you must
continue to manage the incident and investigation for latemssion to law enforcement.

Depending on the type of incident being investigated, the primaryeoorghould be to
prevent further damage to the organization by those person(s) wred dhesincident. The
investigation is important, but is secondary to protecting the arg@om unless there are
national security issues.

2.3 ASSESS THE SITUATION

This section describes how to conduct a thorough assessment itdidtiers how to establish
scope, and the required resources for an internal investigaism.the five-step process
shown in theFigure 3

Assess the situation Motify decision
makers and acguire
authorization

Acquire the data

Review applicable
palicies and laws

Analyze the data
Identify
investigation team
portthe members.
Investigation
Conduct thorough
assessment

Prepare for
evidence

\ acquisition J

Figure 3: Assesment phase of the computer inveitigenodel

2.3.1 Notify Decision Makers and Acquire Authorizaton



To conduct a computer investigation, you first need to obtain pruporization unless
existing policies and procedures provide incident response authoriZBiien.you need to
conduct a thorough assessment of the situation and define a coursdonf Bse the
following best practices:

If no written incident response policies and procedures existy ndgicision
makers and obtain written authorization from an authorized decision raker
conduct the computer investigation.
Document all actions you undertake that are related to this igaeti. Ensure
there is a complete and accurate documented summary of the amdrdecisions
that occurred during the incident and the incident response. This eptation
may ultimately be used in court to determine the course @bnathat was
followed during the investigation.
Depending on the scope of the incident and absent any national secuiéy &
life safety issues, the first priority is to protect the argation from further harm.
After the organization is secure, restoration of servicgEsndeded) and the
investigation of the incident are the next priorities.
Decisions you make may be questioned as much as the evidenaas8eomputer evidence
is complex, different investigations (such as those conducted bgosing party) may make
different decisions and reach different conclusions.

2.3.2 Review Policies and Laws
At the start of a computer investigation it is important to wstdad the laws that might apply

to the investigation as well as any internal organization pselitiat might exist. Note the
following important considerations and best practices:

Determine if you have legal authority to conduct an investigatiwes your
organization have policies and procedures that address the prigddy df
employees, contractors, or other persons using your network@yDxueh policies
and procedures specify the circumstances in which monitoring isealfowany
organizations state in their policies and procedures that ihaie expectation of
privacy in the use of the organization's equipment, e-mail, W&hicss,
telephone, or mail, and that the company reserves the rightcasdiion of
employment to monitor and search these resources. Such policies aadupesc
should be reviewed by the organization's legal advisors, and all eaploy
contractors, and visitors should be notified of their existenggufare uncertain
about your authority, contact your management, your legal advisorsif or
necessary) your local authorities.
Consult with your legal advisors to avoid potential issues fromapgrhandling
of the investigation. These issues may include:

o Compromising customers' personal data.

o0 Violating any state or federal law, such as federal pyivates.

o Incurring criminal or civil liability for improper interceptioof electronic

communications. Consider warning banners.



o Viewing sensitive or privileged information. Sensitive dakeattmay
compromise the confidentiality of customer information must onlgnhde
available as part of investigation-related documentatiorit idlirectly
pertains to the investigation.

Ensure the following customer privacy and confidentiality isswesaddressed:

o All data should be transferred securely, stored on local comsptet
network servers), and should not be easily accessible.

o All data (including documentation) should be maintained for the period
specified by legal advisors or local policy after the compiategstigation
is closed. If the data is part of a potential criminal casesult with the
law enforcement agency investigating the case. If the isaa civil case,
consult with your organization's legal advisors.

Maintain digital copies of evidence, printouts of evidence, andctie@n of
custody for all evidence, in case of legal action. Preservaif the chain of
custody is accomplished by having verifiable documentationitlgatates who
handled the evidence, when they handled it, and the locations, aladetimes of
where the evidence was stored. Secure storage of evidemeeessary, or custody
cannot be verified.
2.3.3 ldentify Investigation Team Members
Determining who should respond to an incident is important to conductisgce@essful
internal computer investigation. ldeally, team membership shoukestadblished before the
team is needed for an actual investigation. It is importaat investigation teams be
structured appropriately and have appropriate skills. Your orgaomzatiuld establish team
membership as part of a disaster recovery planning processh# following best practices
as guidance for forming an investigation team:

Identify a person who understands how to conduct an investigation.niteme
that the credibility and skills of the person performing the stigation are often
scrutinized if a situation results in legal proceedings ¢ourt of law.

Identify team members and clarify the responsibilitiesaaheteam member.
Assign one team member as the technical lead for the igatsh. The technical
lead usually has strong technical skills and is experienced omputer
investigations. In investigations that involve suspected partiesare technically
skilled, you might need to select investigation team membleosare more skilled
than the suspected parties.

Keep the investigation team as small as possible to ensundearti#lity and to
protect your organization against unwanted information leaks.

Engage a trusted external investigation team if your orgamizabes not have
personnel with the necessary skills.

Ensure that every team member has the necessary clearahaeathorization to
conduct their assigned tasks. This consideration is espeaiafigriant if any
third-party personnel, such as consultants, are involved imvkstigation.



Important The volatile nature of digital evidence makes it crittcatonduct investigations
in a timely manner. Be sure to secure availability ofeelht members for the duration of any
investigation.

2.3.4 Conduct a Thorough Assessment
A thorough, clearly documented assessment of the situation ige@doi prioritize your

actions and justify the resources for the internal investigalibis. assessment should define
the current and potential business impact of the incident, idexifdgted infrastructure, and
obtain as thorough an understanding as possible of the situation. Tmsatibn will help
you define an appropriate course of action.

Use the following best practices to conduct a thorough assetssmen

Use all available information to describe the situation, pibgential severity,
potentially affected parties, and (if available) the sugueparty or parties.
Identify the impact and sensitivity of the investigation on yoganization. For
example, assess whether it involves customer data, finathetiails, health care
records, or company confidential information. Remember to ewaltsapotential
impact on public relations. This assessment will likely be beyoadxpertise of
IT, and should be done in conjunction with management andddgasors.
Analyze the business impact of the incident throughout the inaéstig List the
number of hours required to recover from the incident, hours of downtaseoic
damaged equipment, loss of revenue, and value of trade seStetls. an
assessment should be realistic and not inflated. The acttalaf the incident will
be determined at a later date.
Analyze affected intangible resources, such as future impacteputation,
customer relationships, and employee morale. Do not inflate theitgeof the
incident. This analysis is for informational purposes only to help rstated the
scope of the incident. The actual impact will be determineal later date. This
assessment will likely be beyond the expertise of IT, and shauldobe in
conjunction with management and legal advisors.

Use the following best practices to identify, analyze, and deatirthe infrastructure and

computers that are affected by the situation. Much of this go&aould have already been

followed as part of a risk assessment process to presaster recovery plan.

Identify the network(s) that are involved, the number of coerguaffected, and

the type of computers affected.

Obtain the network topology documentation, which should include a detailed
network diagram that provides infrastructure information aboutsgrnetwork
hardware, firewalls, Internet connections, and other compaoitetise network.

Identify external storage devices and any remote computers lioatdsbe
included. External storage devices could include thumb drivesomeand flash
cards, optical discs, and magnetic disks.

Capture the network traffic over a period of time if livealgsis is required. This
type of analysis is only needed if you believe there is ongaispicious traffic on



the network, and is typically only performed after auditing and tagbave been
exhausted as sources of evidence.

Important  Network sniffing (capturing network traffic) can be a breach of
privacy, depending on the scope of the capture. You should thereforenpbe v
cautious about deploying network capture tools on your network.

Use tools to examine the state of software applications andtmgesystems on
computers that are likely affected. Useful tools for thek taclude the Windows
application logs, system logs, and Windows Sysinternals PsTools.
Examine affected file and application servers.
Important Some of the information gathered during this assessment (such as
running processes and data in memory) is captured by your tools timreal¥ ou
must ensure that any records or logs generated are secarelytst prevent losing
this volatile data.
In addition, the following best practices can help you obtain gplmimmunderstanding of the
situation.

Build a timeline and map everything to it. A timeline is e$piéy important for
global incidents. Document any discrepancies between the htaree of hosts,
such as desktop computers, and the system date and time.
Identify and interview anyone who might be involved in the incidenth as
system administrators and users. In some situations, soplepaight be external
to the organization. Interviewing users and affected personnelmfigides good
results and insights into the situation. Interviews should be cadiuby
experienced interviewers.
Document all interview outcomes. You will need to use theterlto fully
understand the situation.
Retrieve information (logs) from internal and external facing ogtwdevices,
such as firewalls and routers, which might be used in the®sdtack path.
Some information, such as IP address and domain name ownersifipnipublic
by its nature. For example, you can use théhois tool available at
https://www.whois.nétand https://www.arin.net/index.htnib identify an owner
of an IP address.
2.3.5 Prepare for Evidence Acquisition
To prepare for the Acquire the Data phase, you should ensureg/ahabave properly
determined the actions and outcome of the Assess the Situatise phdetailed document
containing all information you consider relevant provides a stagpint for the next phase
and for the final report preparation. In addition, understandfttfae incident becomes more
than just an internal investigation and requires court proceedings, possible that all
processes used in gathering evidence might be used by an independegpdrtiito try and
achieve the same results.

Such a document should provide detailed information about the situatiomaunde the
following:



An initial estimate of the impact of the situation on dnganization's business.

A detailed network topology diagram that highlights affected compytterss

and provides details about how those systems might be affected.

Summaries of interviews with users and system admirosstat

Outcomes of any legal and third-party interactions.

Reports and logs generated by tools used during the assessment phase

- A proposed course of action.

Important Creating consistent, accurate, and detailed documentation throughout the
computer investigation process will help with the ongoing ingagson. This documentation
is often critical to the project's success and should neseovierlooked. As you create
documentation, always be aware that it constitutes eviddratentight be used in court
proceedings. Before you begin the next phase, ensure that you havedhbtagsponsible
decision maker's signoff on the documentation that you createsydha assessment phase.

2.4 ACQUIRE THE DATA

This section discusses how to acquire the data that is necésséne investigation. Some
computer investigation data is fragile, highly volatile, aad be easily modified or damaged.
Therefore, you need to ensure that the data is collected arebvescorrectly prior to
analysis. Use the three-step process shown in the folldigimge.

Assess the situation Build computer
investigation toalkit

|__ Acquire the data Collect the data

L

] ,
Analyze the data Store and archive '

Report the
investigation

Figure 4: Acquisition phase of the computer ingzgion model

2.4.1 Build Computer Investigation Toolkit
Your organization will need a collection of hardware and softiais to acquire data during

an investigation. Such a toolkit might contain a laptop computer agftopriate software
tools, operating systems and patches, application media,-proitected backup devices,
blank media, basic networking equipment, and cables. Ideadi, atoolkit will be created in
advance, and team members will be familiar with the toolerbethey have to conduct an
investigation.



2.4.1.1 Preparing Your Organization for a Computer Investigatbn
To prepare your organization for an internal computer investigatmn,should assemble a

readily available computer investigation toolkit that includeffiware and devices you can
use to acquire evidence. Such a toolkit might contain a laptop compititeappropriate
software tools, different operating systems and patchescappti media, backup devices,
blank media, basic networking equipment, and cables. Preparingotilist can be an
ongoing task as you find the need for various tools and resources, daepepdin the
investigations you need to conduct.

Use the following guidelines when building and using a computertigaéisn toolkit:

Decide which tools you plan to use before you start the investigathe toolkit
will typically include dedicated computer forensics softwareh as Sysinternals,
Encase, The Forensic Toolkit (FTK) , or ProDiscover.
Ensure that you archive and preserve the tools. You might nesckapbcopy of
the computer investigation tools and software that you use in thstigation to
prove how you collected and analyzed data.
List each operating system that you will likely examingd ansure you have the
necessary tools for examining each of them.
Include a tool to collect and analyze metadata.
Include a tool for creating bit-to-bit and logical copies.
Include tools to collect and examine volatile data, suchesystem state.
Include a tool to generate checksums and digital signatures oarfdesther data,
such as the File Checksum Integrity Validator (FCIV) tool.
- If you need to collect physical evidence, include a digamera in the toolkit.
In addition, ensure that your toolkit meets the following cateri

Data acquisition tools are shown to be accurate. Proving agcisagenerally
easier if you use well-known computer forensics software.
The tools do not modify the access time of files.
The examiner's storage device is forensically sterilechvhieans the disk drive
does not contain any data, before it is used. You can determine waettugage
device is forensically sterile by running a checksum on thieelelf the checksum
returns all zeros, it does not contain any data.
The examiner's hardware and tools are used only for the compugsstigation
process and not other tasks.
2.4.2 Collect the Data
Data collection of digital evidence can be performed eitheallipor over a network.
Acquiring the data locally has the advantage of greateralamter the computer(s) and data
involved. However, it is not always feasible (for exampl&ew computers are in locked
rooms or other locations, or when high availability serversrar@ved). Other factors, such
as the secrecy of the investigation, the nature of the eadéat must be gathered, and the
timeframe for the investigation will ultimately determiménether the evidence is collected
locally or over the network.



Important When using tools to collect data, it is important to first deteemvhether or not
a rootkit has been installed. Rootkits are software componentskigatomplete control of a
computer and conceal their existence from standard diagnosticBecksuse rootkits operate
at a very low hardware level, they can intercept and mayi$yem calls. You cannot find a
rootkit by searching for its executable, because the rootkiovesnitself from the list of
returned search results. Port scans do not reveal that thetlporteotkit uses are open,
because the rootkit prevents the scanner from detecting the openhaoetore, it is difficult
to ensure that no rootkits exist.

When acquiring data over a network, you need to consider the typeadbdat collected and
the amount of effort to use. Consider what data you need to obtaiwdhél support the
prosecution of the offending parties. For example, it might bessary to acquire data from
several computers through different network connections, or it roglsufficient to copy a
logical volume from just one computer.

The recommended data acquisition process is as follows:

1. Create accurate documentation that will later allow you tatifyeand authenticate

3.

the evidence you collect. Ensure that you note any items of @bteérest and log
any activities that might be of importance later in the ingatbn. Key to a

successful investigation is proper documentation, including intimmauch as the
following:

Who performed the action and why they did it. What were thwmating to
accomplish?

How they performed the action, including the tools they used and thedprese
they followed.

When they performed the action (date and time) and thédiges

Determine which investigation methods to use. Typically, a coatioin of offline and
online investigations is used.

In offline investigations, additional analysis is performed dnit-avise copy of the
original evidence. (A bit-wise copy is a complete copy of la#l tata from the
targeted source, including information such as the boot sector,iguarénd

unallocated disk space.) You should use the offline investigateihod whenever
possible because it mitigates the risk of damaging the origitddrece. However,
this method is only suitable for situations in which an image cardaged, so it
cannot be used to gather some volatile data.

In an online investigation, analysis is performed on the origivelkevidence. You
should be especially careful when performing online analysis tef liecause of
the risk of altering evidence that might be required to praesa.

Identify and document potential sources of data, including thaxfivig:

Servers. Server information includes server role, logs (ascévent logs), files,
and applications.



Logs from internal and external facing network devices, suéineagalls, routers,
proxy servers, network access servers (NAS), and intrusi@ctubet systems
(IDS) that may be used in the possible attack path.

Internal hardware components, such as network adapters (whicdenmedia

access control (MAC) address information) and PCMCIA cardso Alote

external port types, such as Firewire, USB, and PCMCIA.

Storage devices that need to be acquired (internal and exténcaling hard

disks, network storage devices, and removable media. Don't foaeable

mobile devices such as PocketPC, Smartphone devices, and ME& @ach as

Zune™,

4. When you must capture volatile data, carefully consider ther andvhich you collect
the data. Volatile evidence can be easily destroyed. Informatich as running
processes, data loaded into memory, routing tables, and tempitgargan be lost
forever when the computer is shut down.

5. Use the following methods to collect data from storage madéh record storage
media configuration information:

o If you need to remove any internal storage devices, turn offaimpuater first.
However, before you turn off the computer you should verify thatadditie
data has been captured whenever possible.

o Determine whether to remove the storage device from thgesusomputer
and use your own system to acquire the data. It may not be pdssiblaove
the storage device because of hardware considerations and atitnlitips.
Typically, you would not disconnect storage devices such as Riglices,
storage devices with a hardware dependency (for example, legapment),
or devices in network storage systems such as storegeetworks (SANSs).

o Create a bit-wise copy of the evidence in a backup destinarsuring that
the original data is write-protected. Subsequent data anadysisld be
performed on this copy and not on the original evidence. Step-by-step
guidance for imaging is beyond the scope of this guide but is an inpegtalf
evidence collection.

Important Use industry accepted tools when acquiring a bit-wise copy.Xaon@e,
EnCase FTK.

o Document internal storage devices and ensure that you includenation
about their configurations. For example, note the manufacturemeaal,
jumper settings, and the size of the device. In addition, tiwetype of
interface and the condition of the drive.

6. Verify the data you collect. Create checksums and diggabstures when possible to
help establish that the copied data is identical to thénatign certain circumstances
(for example, when a bad sector exists on the storage mediayibe impossible to
create a perfect copy. Ensure that you have obtained thedmspossible with the
available tools and resources. You can use the MicrosoftQfikcksum Integrity
Verifier (FCIV) tool available at  http://www.microsoft.com/en-



us/download/details.aspx?id=11588 compute an MD5 or SHAL cryptographic hash
of the content of a file.
2.4.3 Store and Archive
When evidence is collected and ready for analysis, it is i@pbtb store and archive the
evidence in a way that ensures its safety and integrity. should follow any storage and
archival procedures that exist within your organization.

Best practices for data storage and archival include tlwniol:

Physically secure and store the evidence in a tamperpaifda.
Ensure that no unauthorized personnel has access to the evidendbe metwork or
otherwise. Document who has physical and network accelss toformation.
Protect storage equipment from magnetic fields. Use statittol storage solutions to
protect storage equipment from static electricity.
Make at least two copies of the evidence you collected, andstereopy in a secure
offsite location.
Ensure that the evidence is physically secured (for exampfgabiyg the evidence in
a safe) as well as digitally secured (for example, Isrgagg a password to the
storage media).
Clearly document the chain of custody of the evidence. Creatteck-in / check-out
list that includes information such as the name of theopeggamining the evidence,
the exact date and time they check out the evidence, and tttedaka and time they
return it.
2.5 ANALYZE THE DATA
This section discusses different approaches and well-acceptedryntast practices for
analyzing the evidence that is gathered during the Acquire tiee base of an internal
investigation. Use the three-step process shown in the folldigung.

Assess the situation

| 3
Acquire the data Analyze network
data
Analyze the data Analyze host data
ﬁw the | Analyze storage
investigatian -

Figure 5: Analysis phase of the computer invesiigamodel

Important Online analysis of data, which examines a computer directhevithis running,
is often necessary. Online analysis is typically perforipechuse of time constraints on an



investigation or to capture volatile data. You should be edpecareful when performing
online analysis to ensure that you minimize the risk to otfiderce.

2.5.1 Analyze Network Data
In many investigations it is not necessary to analyze netwaek bhstead, the investigations

focus on and examine images of the data. When network anadysequired, use the
following procedure:

1. Examine network service logs for any events of interest. Typidalere will be
large amounts of data, so you should focus on specific criterevémts of interest
such as username, date and time, or the resource beingeatces

2. Examine firewall, proxy server, intrusion detection syste®S}J| and remote
access service logs. Many of these logs contain informatmm fmonitored
incoming and outgoing connections and include identifying information, ssich a
IP address, time of the event, and authentication information.might want to
examine the log data in a tool that is suited for data anafsif, as Microsoft
SQL Server 2005.

3. View any packet sniffer or network monitor logs for data thathtiwelp you
determine the activities that took place over the network. Intiaddidetermine
whether connections you examine are encrypted—because you will abtebto
read the contents of an encrypted session. However, you catesti# the time of
the connection and whether a suspected party established a sasiarspecific
server.

2.5.2 Analyze Host Data

Host data includes information about such components as the operatiegn syad
applications. Use the following procedure to analyze the copy ¢fdtedata you obtained in
the Acquire the Data phase.

1. Identify what you are looking foiThere will likely be a large amount of host data,
and only a portion of that data might be relevant to the incidém@refore, you
should try to create search criteria for events of inteFestexample, you might
use the Microsoft Windows® Sysinternals Strings tool to sedneHiles located
in the \Windows\Prefetch folder. This folder contains infororatsuch as when
and where applications were launched.

2. Examine the operating system data, including clock drift in&ion, and any data
loaded into the host computer's memory to see if you can detewhgtber any
malicious applications or processes are running or scheduled tooruexdmple,
you can use the Windows Sysinternals AutoRuns tool to show you what psogram
are configured to run during the boot process or login.

3. Examine the running applications, processes, and network connections. For
example, you can look for running processes that might have an apprapame
but are running from non-standard locations.

2.5.3 Analyze Storage Media
The storage media you collected during the Acquire the Data phihs®mtain many files.
You need to analyze these files to determine their relevantteetincident, which can be a



daunting task because storage media such as hard disks and Em@ipften contain
hundreds of thousands of files.

Identify files that are likely to be relevant, which youn¢hen analyze more closely. Use the
following procedure to extract and analyze data from the staraglia you collected:

1. Whenever possible, perform offline analysis on a bit-wise apthe original
evidence.
2. Determine whether data encryption was used, such as the Emgrifpe System

(EFS) in Microsoft Windows. Several registry keys can beméxad to determine
whether EFS was ever used on the computer. If you suspeardatgtion was
used, then you need to determine whether or not you can actuallgrecwolvread
the encrypted data. Your ability to do so will depend upon differectimistances,
such as the version of Windows, whether or not it is a domaiagotomputer,
and how EFS was deployed. For more information about EFS see rthgtng
File System" on Microsoft TechNet. External EFS recovery stomle also
available, such as Advanced EFS Data Recovery by Elcamsof

3. If necessary, uncompress any compressed files and archiltbeugh most
forensic software can read compressed files from a disgagmepu might need to
uncompress archive files to examine all files on the mediay@analyzing.

4, Create a diagram of the directory structure. It mightubeful to graphically
represent the structure of the directories and files @n storage media to
effectively analyze the files.

5. Identify files of interest. If you know which files were efted by the security
incident, you can focus the investigation on these files fils¢ hash sets created
by the National Software Reference Library can be usedrgpare well-known
files (such as operating system and application files) totigenals. Those files
that match can normally be eliminated from the investigati@u can also use
informational sites such as filespecs.com, Wotsit's ForRaicessLibrary.com,
and Microsoft DLL Help to help you categorize and collect infaromaabout
existing file formats as well as to identify files.

6. Examine the registry, the database that contains Windows conitigura
information, for information about the computer boot process, iastall
applications (including those loaded during startup), and login infasmatich as
username and logon domain. For registry background information andedetail
descriptions of registry content, see the Windows Server 2003 Res#uir
Registry Reference. Various tools are available for amajyzhe registry,
including RegEdit, which ships with the Windows operating systenmduWs
Sysinternals RegMon for Windows, and Registry Viewer by Agidata.

7. Search the contents of all gathered files to help idefilég that may be of
interest. Various intelligent searches can be performed tsihg described in the
"Tools" section in Appendix: Resources of this guide. For exargple,can use
the Windows Sysinternals Streams tool to reveal whether thierargy NTFS
alternate data streams used on files or folders. NTFS dHedasa streams can



hide information within a file by causing it to appear to contaim bgtes of data
when viewed through Windows Explorer although the file actually comtadden
data.

8. Study the metadata of files of interest, using tools such assEnmy Guidance
Software, The Forensic Toolkit (FTK) by AccessData, or Psodier by
Technology Pathways. File attributes such as timestampshcaw the creation,
last access, and last written times, which can often Ipfuhevhen investigating
an incident.

9. Use file viewers to view the content of the identifiedsjleshich allow you to scan
and preview certain files without the original application ttraated them. This
approach protects files from accidental damage, and is oftem cost effective
than using the native application. Note that file vieweesspecific to each type of
file; if a viewer is not available, use the native appimato examine the file.

After you analyze all of the available information, you mayabée to reach a conclusion.
However, it is important to be very cautious at this stagesasdre that you do not blame the
wrong party for any damages. However, if you are certayoof findings, you will be ready
to begin the Report the Investigation phase.

2.6 REPORT THE INVESTIGATION

This section discusses how to organize the information that ybargatd the documentation
that you create throughout a computer investigation, as well agchamite a final report.
Use the two-step process shown in the following figure.

Assess the situation

Acquire the data
Analyze the data |
ITl«Gather and
organize
information
Report the DW
investigation rite the report

Figure 6: Reporting phase of the computer invesibgamodel

2.6.1 Gather and Organize Information
During the initial phases of a computer investigation you createndentation about the

specific activities in each phase. From within this documematou need to identify the
specific information that is relevant to your investigation ancamiag it into appropriate
categories. Use the following procedure to gather and orgdr@zeduired documentation for
the final report.

1. Gather all documentation and notes from the Assess, Acquire,raigzA phases.
Include any appropriate background information.



Identify parts of the documentation that are relevarttédrivestigation.

Identify facts to support the conclusions you will make in the report

Create a list of all evidence to be submitted with the tepor

List any conclusions you wish to make in your report.

Organize and classify the information you gather to ensure tlaanand concise
report is the result.

2.6.2 Write the Report

After you organize the information into appropriate categories,cgpuuse it to write the
final report. It is critical to the outcome of the invgation that the report is clear, concise,
and written for the appropriate audience.

o0k

The following list identifies recommended report sections andrimdtion that should be
included in these sections.

Purpose of Report Clearly explain the objective of the report, the target ena,
and why the report was prepared.

Author of Report: List all authors and co-authors of the report, including their
positions, responsibilities during the investigation, and codteteils.

Incident Summary: Introduce the incident and explain its impact. The summary
should be written so that a non-technical person such as a judge wojud/be able

to understand what occurred and how it occurred.

Evidence Provide descriptions of the evidence that was acquired duhieg
investigation. When describing evidence state how it was adguideen, and who
acquired it.

Details: Provide a detailed description of what evidence was arhbuzeé the analysis
methods that were used. Explain the findings of the analysisthieigirocedures that
were followed during the investigation and any analysis techniduasmere used.
Include proof of your findings, such as utility reports and log eatdestify each
conclusion that is drawn from the analysis. Label supporting daasmeumber each
page, and refer to them by label name when they are destus the analysis. For
example, "Firewall log from server, supporting document D."oAlprovide
information about those individuals who conducted or were involved with the
investigation. If applicable, provide a list of witnesses.

Conclusion: Summarize the outcome of the investigation. The conclusion sheuld
specific to the outcome of the investigation. Cite specifitleance to prove the
conclusion, but do not provide excessive detail about how the eviderscebtained
(such information should be in the "Details" section). Include joatibn for your
conclusion, along with supporting evidence and documentation. The conclusi
should be as clear and unambiguous as possible. In many casdshdt stdted near
the beginning of the report, because it represents the aceanédrimation.

Supporting documents Include any background information referred to throughout
the report, such as network diagrams, documents that dedtibecomputer
investigation procedures used, and overviews of technologies thatwvaheed in the
investigation. It is important that supporting documents provide enoughmiafion



for the report reader to understand the incident as completelpoasible. As
mentioned earlier, label each supporting document with letters anden@ach page
of the document. Provide a complete list of supporting documents.

o If it is likely that the report will be presented to aiedraudience, consider
creating a glossary of terms used in the report. A glpssarespecially
valuable if the law enforcement agency is not knowledgeable &bchutical
issues or when a judge or jury needs to review the documents.

2.7 SUMMARY

1. Computer forensics is "the preservation, identification, extractiocumentation, and
interpretation of computer media for evidentiary and/or root canelgsas.

2. Depending on the type of incident being investigated, the prim@argecn should be
to prevent further damage to the organization by those person(s) whed dhes
incident.

3. To conduct a computer investigation, you first need to obtain proper zaticon
unless existing policies and procedures provide incident responseizaitbor

4. At the start of a computer investigation it is important to unidedsthe laws that
might apply to the investigation as well as any internal orgdiniz policies that might
exist.

5. Preservation of the chain of custody is accomplished by havirrfialte
documentation that indicates who handled the evidence, when they hianalfetithe
locations, dates, and times of where the evidence was stored

6. Determining who should respond to an incident is important to conducting a
successful internal computer investigation.

7. The volatile nature of digital evidence makes it criticatonduct investigations in a
timely manner.

8. Creating consistent, accurate, and detailed documentation throufleoabmputer
investigation process will help with the ongoing investigation.

9. Your organization will need a collection of hardware and softwaoés to acquire
data during an investigation. Such a toolkit might contain a laptop cempiih
appropriate software tools, operating systems and patchegasippl media, write-
protected backup devices, blank media, basic networking equipamehtables.

10. Data collection of digital evidence can be performed eitteally or over a network.

11.When using tools to collect data, it is important to first deiteemvhether or not a
rootkit has been installed.

12.When evidence is collected and ready for analysis, it is impoxtastore and archive
the evidence in a way that ensures its safety and integrit

13.In many investigations it is not necessary to analyze netwathk. Instead, the
investigations focus on and examine images of the data.

14.The storage media you collected during the Acquire the Dat& pViksontain many
files.

15. After you organize the information into appropriate categories, gawse it to write
the final report. It is critical to the outcome of the inigeion that the report is clear,
concise, and written for the appropriate audience.



2.8 CHECK YOUR PROGRESS

EO

XV.

Fill in the blanks

Assign one team member as the for the investigation
/),
During the initial phases of a computer investigation you create about

the specific activities in each phase.
If no written incident response policies and procedures existfy nddicision

makers and obtain written authorization from_an decision maker to
conduct the computer investigation.

After the organization is secure, and the of the incident
are the next priorities.

Consult with your to avoid potential issues from improper handling of
the investigation.

Preservation of the is accomplished by having verifiable

documentation that indicates who handled the evidence, when they handted! i
the locations, dates, and times of where the evidencetorasl s

Analyze the of the incident throughout the investigation.
Capture the over a period of time if live analysig)isre=l

can be a breach of privacy, depending on the scope of theecaptur
A is especially important for global incidents

users and affected personnel often provides good results and insights
into the situation.
As you create documentation, always be aware that it adestit that
might be used in court proceedings

re software components that take complete control of a computer
and conceal their existence from standard diagnostic tools.
Include a tool to collect and analyze

State True or False

Vi,

The storage media you collected during the Acquire the Data phhsmntain
many files.

Inflate the severity of the incident.

Whenever possible, perform online analysis on a bit-wise copyeotiginal
evidence.

Maintain digital copies of evidence, printouts of evidence, andctie@n of
custody for all evidence, in case of legal action.

Engage a trusted external investigation team if your orgamizabes not have
personnel with the necessary skills.

Retrieve information (logs) from internal and external facing osgtwdevices,
such as firewalls and routers, might be used in the possiatk gath.

2.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks

Technical lead
Encrypting File System
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Documentation
Authorized
restoration of services , investigation
Legal advisors
Chain of custody
Business impact
Network traffic
Network snif
Timeline
Evidence
Rootkits
Metadata

State true or false
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MODEL QUESTIONS

What is computer forensics? Define.

What is network sniffing? List some popular tools used for pask#ing.

What are the different phases of investigation process? Bxpii#h the help of a
diagram.

Why initial decision making process is important?

What are the different steps involved in the assessment sittiation?

What are the important guidelines for forming an investigagagf?

What are the components of a computer investigation toolkit?

Explain the data acquisition process in detail.

List all the important sections that should be included inrthestigation report.



UNIT Ill: DIGITAL EVIDENCE AND FIRST
RESPONDER PROCEDURE

3.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Know about the digital evidence and best evidence rule
Understand Locard’s principle

Identify various types of digital evidences

Learn digital evidence investigation procedure

Prepare first responder toolkit

Create forensics tool testbed

Document the forensics tool testbed and summary of the fore¢aslss
Test the tools

Recognise common mistakes of First Responder

Identify various technical, administrative and legal issafesomputer forensics
Explain various types of investigations

Classify techniques of digital forensics

Understand volatile data

Discover the importance of volatile data

List order of volatility of digital evidences

3.2 DIGITAL EVIDENCE

Digital evidencé?® orelectronic evidences any probative information stored or transmitted
in digital form that a party to a court case may usdalt Before accepting digital evidence a
court will determine if the evidence is relevant, whethes iauthentic, if it is hearsay and
whether a copy is acceptable or the original is required. Sontbeeopopular electronic
devices whaich are potential digital evidence are: HOD/DVD media, backup tapes, USB
drive, biometric scanner, digital camera, smart phone, sraadt PDA, etc.

The digital evidence are used to establish a crediable linkebatthe attacker, victim, and
the crime scene. Some of the information stored in the vietsystem can be a potention
digital evidence are IP address, system log-in & remotenlatgtails, browsing history, log

files, emails, images, etc.

3.2.1 Locard’s Principle
"Wherever a criminal steps, whatever he touches, whatevégalies, even unconsciously,

will serve as a silent witness against him. Not only mgdiprints or his footprints, but his
hair, the fibers from his clothes, the glass he breakstothlemark he leaves, the paint he
scratches, the blood or semen he deposits or collects. Aksd imd more, bear mute witness
against him. This is evidence that does not forget. It icootused by the excitement of the
moment. It is not absent because human witnesses are. Ittislf&vidence. Physical

$# $#( &0



evidence cannot be wrong, it cannot perjure itself, it cannetHmly absent. Only human
failure to find it, study and understand it, can diminisivatsie."

Digital evidence is usually not in a format that is direcdgndable by human. Therefore it
requires some additional steps to convert it into a human readablénféne form of writing.
Digital evidences must follow the requirements of the Bsstence Rule.

3.2.2 Best Evidence Rul&
The best evidence rule, which had been established to detatt@mtion of evidence, either

intentionally or unintentionally, states that the court prefieesoriginal evidence at the trial
rather than a copy, but will accept a duplicate under these iwomsdit

» The original was lost or destroyed by fire, flood, or other aft&od. This has
included such things as careless employees or cleaning staff.
» The original was destroyed in the normal course of business.
* The original is in possession of a third party who is beyond the caubipoena
power.
This rule has been relaxed to allow duplicates unless thexeg&nuine question as to the
original’'s authenticity, or admission of the duplicate would, writée circumstances, be
unfair.

3.2.3 Characteristics of Digital Evidence
Following are essential chaterchteristics of a digital enxade

* Admissibility: It must be in confirmity with common law and legislative sul&here
must be relationship between the evidence and the fact beingdpiigital evidence
is often ruled inadmissible by courts because it was obtairtbdwtiauthorization. In
most jurisdictions a warrant is required to seize and invéstigigital devices. In a
digital investigation this can present problems where, fomel@ evidence of other
crimes are identified while investigating another.

* Reliability: The evidence must be from indisputed origin.

» Completeness The evidence should prove the culprit 's actions and help to eeach
conclusion.

» Convincing to Judges:The evidence must me convincing and understandable by the
judges.

» Authentication: The evidence must be real and related to the incidentilangely
concerned themselves with the reliability of such digitatlewce. The investigator
must be able to prove to the authenticity of the digital exiddoy explaining:

o the reliability of the computer equipment.

the manner in which the basic data was initially entered.

the measures taken to ensure the accuracy of the dataraslente

the method of storing the data and the precautions takenvienpiits loss.

the reliability of the computer programs used to procesdédtee and

the measures taken to verify the accuracy of the program.

O O 0O O o
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Stages in Digital Evidence Investigation Press®

Figure 7: Stages in digital evidence investigatprocess

Assesmentlt is a key point of an investigation where the potentially salegources
of information are identified. Without this stage the chanceréserve and collect
relevant material can be lost. This stage could also infohar @tctivities including
gathering information about possible passwords and attempts tutgtthe sources
to individuals as ownership of a device or a document can be a poiohtehton
later on. In this phase the investigator make assesmehe dfituation anc consider
many factor for making an assesment like whether the igedisth is to be
perforemed internally or an external agency is to be involved; Mghet search
warrent is required. Also, some pre-search investigation reed tperformed like
gathering information about the infrastructure and assetseofampany; gathering
information about the employees who are directly or indirectly irngblvith the case;
gathering information about the security incident team and kigirskills, etc. Also
the investigator need to prepare and check the forensic iratestigoolkit to conduct
the investigation. He also needs to brief the investigatdagnt about the search
strategy; guidelines to be followed while investigation formagintaing the logs of the
events, chain of evidence and chain of custody. Chain of evidsritbe process of
documenting each and every step carried out during the investigatioess to prove
the authenticity of the digital evidence in the court.

Acquisition: It is a process of gathering the data from wherever ilees The most
common collection approach is to create an image of a targeedekich can then be
examined without altering the original exhibit. In a wider seiisis could also apply
to aspects such as requesting and receiving communication€ltatd.storage is an
increasing concern and whilst the forensic recovery of fikesed remotely is
possible, the subsequent analysis may require detailed knowledige application
used. Complications can also arise from the data being haldifferent jurisdiction.
The goal of the investigator in this phase is to acquire thaerege in a forensically
sound manner so that it is acepted by court of law. It is goodigadot record the
physical attributes of every digital media like serial nemimake, model, IP address
and MAC address in case of network devices like NIC cardarttlabel them clearly
so that they can easily be identified in later course of adti®halso a sound practice
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to gather information regaring the user login, password, etc.tfierasers and system
administrators. Remember to use forencially clean stod®ece to store the
evidence. For making copy of the digital evicende, use la@&sstrcopy option, which
acquire bit-by-bit image of the original evidence and can be coesides equalivent
to original for the purpose of investigaion. Don't forget to cateut@ecksum or hash
value of the on original copy and duplicate copy. The same valubecksum and
hash value will gurentee both the copies are technically samthdopurpose of
investigation. It is important to note that logs from the sspairewalls, routers, and
stand alone devices should also be recorded. Precautions regatioglectricty and
magnetic fields should be taken while acquiring the digital ecielas it may alter
data present in the digital devices. Therefore anti-stsgs are used to store the
digital evidence. The investigator must thoroughly examine theatgin and if
deemed essestial, a futher search warrent amy be requisedrth third party data
carriers like ISP. After acqusation, the chain of custodychvkie record of history
of the custody of the evidence is prepared and recorded.

Preservation: Preserving the digital evidence is as important as acquitiagnd
proper case must be taken to preserve the evidence so thdabdaddrsdigital storage
devices can be used to investigate the case. It is advisahlke the photograph of the
computer, cabling and the devices that are attached to thm’'sicomputer, which
are as important as victim’s computer. Also label theeskizables along with the
media. It is important to note that only forensically cleanasterdevices should be
used to store the logs and other important digital information fiteenvictim’s
system. Avoid dust, scratch, and exposure to magnetic or eldetd by using
antistatic bags. Care must also be taken to save thel @gidi@nce from exposure to
wireless radiations by storing them in wireless holdbags. Qust avoid the use of
USB drive or fireware drive as they change the state ofyiseem. Intentional or
accidental modification of data during the acquisition and presenvstage should be
avoided and in case, it occurs, record the changes made insteensWake the
storage devices write-protect in order to accidentallyvont the data. After bringing
the digital media to the forensics lab, proper chain of custody gleuinaintain and
these evidences should be stored in a physically safe locationaeagdss control
facility. Also enough duplicate copies of the media should beertadarry out the
investigation. NEVER USE ORIGINAL MEDIA FOR CARRING OUT
INVESTIGATION

Examination and Analysis: The purpose of examination and analysis process is to
make sense of the diverse digital data collected. A rangeotf and techniques are
used for this in an effort to ensure that as much data as passabkglable for review.
A lot of this data is of no relevance to the investigation batay take considerable
effort to get a good understanding of the relevance of mateidatcapresent it in an
intelligible form. This data is examined and analysed tovdrgeaningful conclusions
for the case. The first and the foremost thing to be kept in iitie examination
should be done be a trained person as mishandling of digital devagesomupt the
data. Examination requires the data to be extracted to gtieedefor analysis. While
examining, the goal of the investigator is to find out ifdjléolders, emails, partitions



are deleted and use recovery tools to restore them. Also, ifhiesades of data wiping
software is present in the system so that special strategigd be use to recover data.
If the files and documents are password protected then check winetimassword for
the same are available, else use password cracking sofonenack the password and
gain access to the files. The second important task after mxiomi is analysis. It is
the process of putting the different pieces of evidence togetladiow conclusions to
be drawn and ideas tested. Some units have dedicated anayiiqart available
which is a useful resource but many investigators don not have radoess to
analysts so it can be helpful for the investigator to be &blconduct their own
analysis. The primary information is gathered based on the imterconducted with
the witnesses at the crime site which is then used to filaenkeywords to search the
relevant document, files, etc. for investigation. The phofdgrapaper documents
seized during the raid, etc are useful for analysis. Thestigator look for document
properties, file signatures, browser history, chat history,lsnminter spools, cache
files, registry files, timeframe, ownership informati@t¢. to find clues and missing
link. Hash values are compared to find weather a duplicate dgiptautopies of the
file exist. If required, use decrypting software to decrypfitbs if they are encrypted.
The most important point in the analysis process is to keep the laly thie steps
carried out during the examination & analysis phase includingetails of keywords
used, the list of search results returned using thesedkdgywsearching methodology
used while carrying out investigation, etc.

Documentation and Reporting: The examination and analysis can be conductechighdy
technical level but the information will ultimateheed presenting to other individuals, either
elsewhere in the investigation or the legal proced®m are not so familiar with the detailed
processes used and are more concerned with thelness of the information provided.
Therefore documentation and reporting is a cryséat of the digital evidence investigation
process. During this phase detailed report is pedfavhich includes all the information
related to the case like details of OS, softwaeesions, patched installed in the machine and
detailed note about the action taken during therfsic investigations along with the keywords
seaches, logs, cache, etc . It also document aimy that iscontrary to the rules or to that
which is normal or established. It also consistthefdetails of data analysing and the findings
of the investigator.

3.3 FIRST RESPONDER TOOLKIT

The first responder is the person who first accesses thiengictomputer. He must be
prepared well to collect the evidences for the crime sceaamanner that is accepted by the
court. Therefore, availability of trusted digital forensics kdols necessary for the first
responder. Some of the important steps in preparing first regpotatdkit are:

1. Create forensics tool testbed.
2. Document the forensics tool testbed.
3. Document the summery of the forensics tools.
4. Test the tools.
The above four steps are described in details in the follosénton.



1. Create forensic tool testbed-The testbed should be created from the trusted source
and functionality of the testbed should be checked in advance befiogethusm in the
field. Some of the guidelines are:

a. ldentify the appropriate OS type your organization is using, basedich the
testbed is created. An organization may have verity of OSogeglin its
network. For eg. it may have Linux based servers and Windows antiddad
PC/Laptop. In that case, one has to create multiple testbeeiscioiOS type.

b. Disinfect the testbed from the availability of any data on thachine.
Preferably use a new/fresh machine. In case, a new neahimot available
use wiping tools to wipe out any data from the machine.

Install OS and all the necessary software to condudbtkasics investigation.

d. Ensure that the OS and all the programmes installed in thedeste updated
to latest version. If any patch is required for the sudaksperation of the the
system, the same should also be installed.

e. Compute Hash to ensure the integrity of the file system.

2. Document the forensics tool testbedt includes the following

a. Name, type and version of OS

b. Details of the types of various applications/software ilestain the testbed
along with the details of the upgrades and patches.

c. Details of various types of hardware installed in the telstbe

d. Details pertaining to hash and checksum of the testbed.

3. Document the summery of the forensics tools:For every tool that is acquired for
the testbed, the following information is documented for egf®yence and record.

a. Details about the source from where the software was broughbask it's a
freeware, mention the site/source from where the tool was daded.

b. Detailed description about the purpose, working and compatibility offothie
with OS and other software.

c. Details of tool dependencies and the system effects whialdmc¢he details
about the required system access levels by the user to runamdoible details
of shared libraries.

4. Test the tools:Now the tools selected and installed are tested in the testiokds
performance and output is examined.

3.3.1 Some Common Mistakes First Responder should@d
* Do not shut-off or reboot the machine. This wilage all the valuable data present in the

volatile devices.

» Do not assume that any parts of the victim/susp&icomputer are reliable. Take precautions
and follow procedures otherwise may accidently gerg malware which will
effect/change/delete volatile data.

3.4 ISSUES FACING COMPUTER FORENSICS

The issues facing computer forensics examiners can be broken idownhree broad
categories: technical, legal and administrafive
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3.4.1 Technical issues
a. Encryption — Encrypted data can be impossible to view without the corregtdk

password. Examiners should consider that the key or password nsayrée elsewhere on
the computer or on another computer which the suspect has had acttessuld also reside
in the volatile memory of a computer (known as RAM) which is dguast on computer
shut-down; another reason to consider using live acquisition technaguestlined above.

b. Increasing storage space Storage media hold ever greater amounts of data, whictefor th
examiner means that their analysis computers need to have sufficdeessing power and
available storage capacity to efficiently deal with seagl@nd analysing large amounts of
data.

c. New technologiess Computing is a continually evolving field, with new hardware,
software and operating systems emerging constantly. No siogiputer forensic examiner
can be an expert on all areas, though they may frequently be expeanalyse something
which they haven't previously encountered. In order to deal withsthiation, the examiner
should be prepared and able to test and experiment with the behavieew ¢échnologies.
Networking and sharing knowledge with other computer forensic examineesyisiseful in
this respect as it’s likely someone else has already esnoss the same issue.

d. Anti-forensics— Anti-forensics is the practice of attempting to thwart complatemsic
analysis. This may include encryption, the over-writing of datanake it unrecoverable, the
modification of files’ metadata and file obfuscation (disguiditeg). As with encryption, the
evidence that such methods have been used may be stored elsewtierecomputer or on
another computer which the suspect has had access to. In oueegeegtt is very rare to see
anti-forensics tools used correctly and frequently enough to totdibcure either their
presence or the presence of the evidence that they weréousiee.

3.4.2 Legal issues
Legal issues may confuse or distract from a computer examiimetings. An example here

would be the ‘Trojan Defence’. A Trojan is a piece of compaotete disguised as something
benign but which carries a hidden and malicious purpose. A lawyebenakle to argue that
actions on a computer were not carried out by a user but were #edonyaa Trojan without
the user’'s knowledge; such a Trojan Defence has been sudyesséd even when no trace
of a Trojan or other malicious code was found on the suspect’'s camjputich cases, a
competent opposing lawyer, supplied with evidence from a competemputer forensic
analyst, should be able to dismiss such an argument. A good exawlinegave identified
and addressed possible arguments from the “opposition” while caoyintpe analysis and
in writing their report.

3.4.3 Administrative issues
a. Accepted standards- There are a plethora of standards and guidelines in computer

forensics, few of which appear to be universally accepiée@. reasons for this include:
standard-setting bodies being tied to particular legislatioasdatds being aimed either at
law enforcement or commercial forensics but not at both; the sutticsuch standards not
being accepted by their peers; or high joining fees for profedstmodies dissuading

practitioners from participating.



b. Fit to practice — In many jurisdictions there is no qualifying body to check thepedemce

and integrity of computer forensics professionals. In such casgene may present
themselves as a computer forensic expert, which may resulcomputer forensic
examinations of questionable quality and a negative viewegbttbfession as a whole.

3.5 TYPES OF INVESTIGATION

There are four main types of investigation performed by digitarisics specialists The
first three are broadly similar in the activities they imgglbut differ in terms of the legal
restrictions and guidelines imposed as well as the typegitélbevidence and form of report.

3.5.1 Criminal forensics
The largest form of digital forensics and falling under the reifriaw enforcement (or private

contractors working for them). Criminal forensics is usuallyt pd a wider investigation
conducted by law enforcement and other specialists with repairig imtended to facilitate
that investigation and, ultimately, to be entered as exgédence before the court. Focus is
on forensically sound data extraction and producing report/evidencepledenms that a lay
man will understand.

3.5.2 Intelligence gathering
This type of investigation is often associated with crime, lputrelation to providing

intelligence to help track, stop or identify criminal activinless the evidence is later to be
used in court forensic soundness is less of a concern in thisdiomvestigation, instead
speed can be a common requirement.

3.5.3 Electronic discovery (eDiscovery)
Similar to "criminal forensics" but in relation to civiMa Although functionally identical to

its criminal counter part, eDiscovery has specific legaitdtions and restrictions, usually in
relation to the scope of any investigation. Privacy laws gk@mple, the right of employees
not to have personal conversation intercepted) and human rights legigdéien affect
electronic discovery.

3.5.4 Intrusion investigation
The final form of investigation is different from the previousthrintrusion investigation is

instigated as a response to a network intrusion, for example ar ltigdkg to steal corporate
secrets. The investigation focuses on identifying the gyt for such attacks, the scope of
access and mitigating the hackers activities. Intrusion imagin often occurs "live" (i.e. in
real time) and leans heavily on the discipline of networ&rfsics.

3.6 TECHNIQUES OF DIGITAL FORENSICS

A number of techniques are used during computer forensics investigamd much has been
written on the many techniques used by law enforcement ficydar'.

3.6.1 Cross-drive analysis
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A forensic technique that correlates information found on multipkel drives. The process,
still being researched, can be used to identify social netwamkisto perform anomaly
detection.

3.6.2 Live analysis
The examination of computers from within the operating systang waistom forensics or

existing sysadmintools to extract evidence. The practice is useful when dealitly
Encrypting File Systems, for example, where the encryptios kegy be collected and, in
some instances, the logical hard drive volume may be imagedv( as a live acquisition)
before the computer is shut down.

3.6.2.1 Volatile data
Volatile data is a data that is lost if the power is dwdtt off. Computer requires some

memory space where it could store most frequently used datanéatiately results of an
operation, etc. which could be access by the CPU of a computstert rate. Some of the
examples of fast memory are CPU registers, Cache nyemBandom Access
Memory(RAM), etc. The access time to these memory devig low but they are volatile in
nature. RAM contains wealth of information like system reigistrpasswords, browsing
history, information about open processes and ports, uses prbfilee system i.e. who
logged into the computer, what are the hardware attachibd system, remote login details,
IP address, etc. which could be very useful for the foremsi@stigator.

As discussed earlier, there are many volatile memory ymésent in system like CPU
registers, Cache memory, RAM, etc. with different ordevaltility. Order of volatility
specifies the how sensitive the memory is towards the loskwtaf Higher is the order of
volatility, higher are the chances of data being lost/changmtified. Therefore, the
forensics investigator must follow the order of volatility tapture data from different
memory devices. The order of volatility of various digitairage devices or digital evidences
is shown inFigure 8 The higher is the level of memory in the pyramid, high¢hésorder of
volatility.



Figure 8: Order of volatility of digital evidences

3.6.3 Recovery of Deleted files
A common technique used in computer forensics ésrétovery of deleted files. Modern

forensic software have their own tools for recovgrior carving out deleted data. Most
operating systems and file systems do not alwayseerphysical file data, allowing

investigators to reconstruct it from the physiceskdsectors. File carving involves searching
for known file headers within the disk image andomstructing deleted materials.

3.6.4 Stochastic forensics
A method which uses stochastic properties of thepmder system to investigate activities

lacking digital artifacts. Its chief use is to irstigate data theft.

3.6.5 Steganography
One of the techniques used to hide data is viastagaphy, the process of hiding data inside

of a picture or digital image. An example wouldtbéide pornographic images of children or
other information that a given criminal does noniw have discovered. Computer forensics
professionals can fight this by looking at the haslthe file and comparing it to the original
image (if available.) While the image appears dyabte same, the hash changes as the data
changes. In Forensic examination, Steganalysisesl tio get the details of Steganographic
contents.

3.7 SUMMARY

1. Digital evidence or electronic evidence is any ptoke information stored or
transmitted in digital form that a party to a cotatse may use at trial.

2. The digital evidences are used to establish a abéslilink between the attacker,
victim, and the crime scene.



3. Digital evidence is usually not in a format that is dieattadable my human.
Therefore it requires some additional steps to convert it ihtsmzan readable form in
the form of writing.

4. There must be relationship between the evidence and theefag proved.
5. The evidence must be from indisputed origin.
6. The evidence must be real and related to the incident.

7. Assessment is a key point of an investigation where the pdkgngékevant sources of
information are identified.

8. Chain of evidence is the process of documenting each and eegrycaried out
during the investigation process to prove the authenticity of tiimdevidence in the
court.

9. For making copy of the digital evicende, use bit-stream copy gptthith acquire
bit-by-bit image of the original evidence and can be considesedqaalivent to
original for the purpose of investigaion.

10.It is advisable to take the photograph of the computer, cabling an@viwes that are
attached to the victim’s computer, which are as impodaamictim’s computer.

11.0nly forensically clean storage devices should be used to $terkodgs and other
important digital information from the victim’s system.

12.The examination of the digital evidence should be done by aetigrerson as
mishandling of digital devices may corrupt the data.

13.The Investigator look for document properties, file signaturesyder history, chat
history, emails, printer spools, cache files, registrysfilimeframe, ownership
information, etc. to find clues.

14.Do not shut-off or reboot the machine. This will erase all theaide data present in
the volatile devices.

15. A common technique used in computer forensics is the recovesiated files.

3.8 CHECK YOUR PROGRESS
1. Fill in the blanks

Digital evidences must follow the requirements of the
are used to search the relevant files and documents fdmgltahe

evidence.

is the practice of attempting to thwart computer forerdysia.

0o A is a piece of computer code disguised as something benign but
which carries a hidden and malicious purpose.

0 investigation is instigated as a response to a netwoikimntrus




0
0
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2. State True or False

Vi.
Vii.
viii.
iX.

is a forensic technique that correlates information found guienult

hard drives.

analysis is useful when dealing with Encrypting File Systems.
data is a data that is lost of the power is swittfhed o

is the process of hiding data inside of a picture or uhgits.

Digital evidence is often ruled inadmissible by courts bseat was obtained without
authorization.

The evidence must me convincing and it is not necessary thahoitld be
understandable by the judges.

Any storeage device can be used for storing the digital evédenc

USB memory is a preferred way to store the logs and other infiormitom the
victim’s computer.

Hash value of two duplicate file is same.

Original media can be used to carry out digital investigaprocess.

By default, every part of the victim’s computer is considenectliable.

Encrypted data can be impossible to view without the corrgobkpassword.

Cache memory is an example of volatile memory.

3.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks

0
0
0
0
0

E

Best Evidence Rule.
Keywords
Antiforensics

Trojan

Intrusion
Cross-drive analysis
Live

Volatile
Steganography

2. True or False

©oOoNoOh~WDNE

True
False
False
False
True
False
True
True
True



3. 10 MODEL QUESTIONS

What is digital evidence? What is its role in the in\gegion process? Give examples
of some common digital evidences.

2. State Locard’s Principle.

3. What is best evidence rule? Under what circumstances thieatepiopy of the
digital evidence is admissible for lawful purposes?

4. What are the essential characteristics of digital evielenc

5. How the authenticity of the digital evidence can be proved?
6. Explain the digital evidence investigation process in detail
7. What is chain of evidence and chain of custody? Explain.

8. What is first responder’s toolkit? What are the stepgifeparing first responder’s
toolkit.

9. What are the various technical, legal and administratsteessfaced by computer
forensics?

10.What are the main types of investigation performed by difgpitahsics specialists?
11.What are the different techniques of digital forensics?

12.What is volatile data? What is order of volatility of dajievidences? Explain.



UNIT IV: UNDERSTANDING STORAGE MEDIA AND
FILE SYSTEM

4.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
- Know about Hard Disk Drive(HDD)
Understand the working of HDD
Identify various types of interfaces
Recognise internal structure of HDD
List different type of formatting
Understand booting process
Discover the boot sequence of Windows, Mac and Linux OS
Explain different type of file systems

4.2 HARD DISK DRIVE

A hard disk drive (HDD¥, hard disk, hard drive or fixed disk is a data storage deviak use
for storing and retrieving digital information using one or mogalr{"hard") rapidly rotating
disks (platters) coated with magnetic material. The pltee paired with magnetic heads
arranged on a moving actuator arm, which read and write data ptattey surfaces. Data is
accessed in a random-access manner, meaning that individual dlatds. can be stored or
retrieved in any order rather than sequentially. HDDs retaied data even when powered
off. The primary characteristics of an HDD are its c#gaand performance. Capacity is
specified in unit prefixes corresponding to powers of 1000: a 1-terddyd) drive has a
capacity of 1,000 gigabytes (GB; where 1 gigabyte = 1 billion hylasically, some of an
HDD's capacity is unavailable to the user because it is useitiebyile system and the
computer operating system, and possibly inbuilt redundancy for errection and recovery.
Performance is specified by the time required to move the headstrack or cylinder
(average access time) plus the time it takes for theedesector to move under the head
(average latency, which is a function of the physical ratali speed in revolutions per
minute), and finally the speed at which the data is tratesinjdata rate).

4.2.1 Working
An HDD records data by magnetizing a thin film of ferromagnetaterial on a disk.

Sequential changes in the direction of magnetization represemy biat bits. The data is
read from the disk by detecting the transitions in magnetizafieer. data is encoded using an
encoding scheme, such as run-length limited encoding, which degésrow the data is
represented by the magnetic transitions.

A typical HDD design consists of a spindle that holds flatutar disks, also called platters,
which hold the recorded data. The platters are made from a ngmetiamaterial, usually
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aluminum alloy, glass, or ceramic, and are coatid & shallow layer of magnetic material
typically 10—-20 nm in depth, with an outer layercafbon for protection.

Spindle  Head

Platter
Actuator Arm

Actuator Axis

Power Connector

Jumper Block
Actuator

IDE Connector

Figure 9: Hard disk drive of a computér

The platters in contemporary HDDs are spun at speadying from 4,200 rpm in energy-
efficient portable devices, to 15,000 rpm for hjggrformance servers. Information is written
to and read from a platter as it rotates past dsvicalled read-and-write heads that are
positioned to operate very close to the magnetitase, with their flying height often in the
range of tens of nanometers. The read-and-writel heaused to detect and modify the
magnetization of the material passing immediatelgar it.

In modern drives there is one head for each magpéditer surface on the spindle, mounted

on a common arm. An actuator arm (or access armjemthe heads on an arc (roughly

radially) across the platters as they spin, allgpMgach head to access almost the entire
surface of the platter as it spins. The arm is rday@ng a voice coil actuator or in some older

designs a stepper motor. Early hard disk drivedevdata at some constant bits per second,
resulting in all tracks having the same amountaifder track but modern drives (since the
1990s) use zone bit recording—increasing the wsjieed from inner to outer zone and

thereby storing more data per track in the outeezo

The two most common form factors for modern HDDs &i5-inch, for desktop computers,
and 2.5-inch, primarily for laptops. HDDs are cocteel to systems by standard interface
cables such as PATA (Parallel ATA), SATA (Serial AT USB or SAS (Serial attached
SCSI) cables. The details of various types of HDferfaces are discussed in the next section.
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4.2.2 Interface

HDDs are accessed over one of a number of bus types, parBAePATA, also called IDE
or EIDE; described before the introduction of SATA as ATA&E8
ATA (SATA), SCSI, Serial Attached SCSI (SAS), and EibChannel. Bridge circuitry is
sometimes used to connect HDDs to buses with which they cannotwuooate natively,
such as IEEE 1394, USB and SCSI.

Modern interfaces connect an HDD to a host bus interface adajkeone data/control
cable. Each drive also has an additional power cable, usualty thréhe power supply unit.
Now let us discuss various types of HDD interfaces in detail

Small Computer System Interface (SCSI) originally named SASI for Shugart
Associates System Interface, was standard on servers, at@ksi Commodore
Amiga, Atari ST and Apple Macintosh computers through the mid-1980svhich time

most models had been transitioned to IDE (and later, SAT@)lyfadisks. The range
limitations of the data cable allows for external SCSI deszic

SCSI (Small Computer System Interface Drive)

, aypoint .blogspot .in

Figure 10: SCSI Interfaéd

Integrated Drive Electronics (IDE): later standardized under the name AT
Attachment (ATA, with the alias P-ATA or PATA (ParallAITA) retroactively added
upon introduction of SATA) moved the HDD controller from the integfaard to the
disk drive. This helped to standardize the host/controller adejf reduce the
programming complexity in the host device driver, and reduced systsin and
complexity. The 40-pin IDE/ATA connection transfers 16 bits of ddta time on the
data cable. The data cable was originally 40-conductor, but latdrerhispeed
requirements for data transfer to and from the HDD led to ara"DIMA" mode, known
as UDMA. Progressively swifter versions of this standardmaliely added the
requirement for an 80-conductor variant of the same cable, whéreftlé conductors
provide grounding necessary for enhanced high-speed signal quality byngeduoss
talk.
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IDE / PATA
{Integrated Drive Electronics Drive
Parallel hdvance Technology Attachment Driwve)

Figure 11: Parallel ATA'

EIDE: was an unofficial update (by Western Digital) to the origildt Istandard, with
the key improvement being the use of direct memory access (O Ajansfer data
between the disk and the computer without the involvement of the &Pithprovement
later adopted by the official ATA standards. By directly tfarring data between
memory and disk, DMA eliminates the need for the CPU to typy per byte, therefore
allowing it to process other tasks while the data tramsfeurs.

Fibre Channel (FC): is a successor to parallel SCSI interface on enterpridesindris a
serial protocol. In disk drives usually the Fibre Channel AraittaLoop(FC-AL)
connection topology is used. FC has much broader usage thadisleirgerfaces, and it
is the cornerstone of storage area networks (SANs). Rea¢hdy protocols for this field,
like iISCSI and ATA over Ethernet have been developed as W@elhfusingly, drives
usually useoppertwisted-pair cables for Fibre Channel, not fibre optics. Hted are
traditionally reserved for larger devices, such as semwedisk array controllers.

Serial Attached SCSI (SAS) The SAS is a new generation serial communication
protocol for devices designed to allow for much higher speed dataférs and is
compatible with SATA. SAS uses a mechanically identical dath power connector to
standard 3.5-inch SATA1/SATA2 HDDs, and many server-orientéds RAID
controllers are also capable of addressing SATA HDDs. SAS sexéal communication
instead of the parallel method found in traditional SCSI devicesstiutuses SCSI
commands.

Serial ATA (SATA): The SATA data cable has one data pair for differentiaktrassion
of data to the device, and one pair for differential rengifiom the device, just like EIA-
422. That requires that data be transmitted serially. A gidhiterential
signalling system is used in RS485, LocalTalk, USB, Fire\dinel differential SCSI.

SATA (Serial Advance Technology Attachment Drive)
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4.3 DETAILS OF INTERNAL STRUCTURE OF HDD

Before trying to understand formatting, you first needitmlerstand how a hard drive works.
Let's start with the detailed description of phydiéormatting (or low-level formatting) and
logical formatting (or high-level formatting). BEvehough hard drives can be very small, they
still contain millions of bits and therefore neadkie organized so that information can be
located. This is the purpose of the file system.

4.3.1 Low-Level Formatting
The purpose of low-level formatting is to dividettisk surface into basic elements:

tracks

sectors

cylinders
Remember that a hard drive consists of severalleirglatters rotating around an axis and
covered on either side by a magnetic oxide whigfgesit is polarised, can be used to store
data.

Figure 13: Platters in a HDD

The tracks are the concentric areas written on bios of a platter.

track O
tigck 1

Figure 14: Tracks in a platter of HDD

Finally, these tracks are divided into pieces adlfectors. There are millions of tracks and
each has around 60 to 120 sectors.

2

Figure 15: Tracks and sectors in a HDD
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A cylinder refers to all the data located on the same tradkfterent platters (i.e. vertically
on top of each other) as this forms a "cylindertiafa in space.

Figure 16: Cylinder in a HDD

Physical formatting therefore consists in orgargzihe surface of each platter into entities
called trackers and sectors, by polarising the disdas using the write heads. Tracks are
numbered starting from 0, then the heads polawseentrically the surface of the platters.
When the head goes from one track to the nextaitds a gap. Each track is itself organized
into sectors (numbered starting from 1) and sepdraygaps Each of these sectors starts
with an area reserved for system information calguefixand ends with an area called
asuffix The purpose of low-level formatting is thereftweprepare the disk surface to receive
data and to mark "defective sectors" using testbopeed by the manufacturer. When you
buy a hard drive, it has already undergone lowllémematting. SO YOU DO NOT NEED
TO PERFORM LOW-LEVEL FORMATTING!

During the formatting, check tests (algorithms wiloy the validity of sectors to be tested
using checksums) are performed and each time arssatonsidered defective, the (invalid)
checksum is written in the prefix. It can no lonberused thereafter and is said to be "marked
defective". When the disk reads the data, it sendalue that depends on the content of the
sent packet, and which is initially stored with tteda. The system calculates this value based
on the data received, and then it compares it thighone that is stored with the data. If these
two values are different, the data are no longéd\and there is probably a problem with the
disk surface. The cyclic redundancy check (CRChaised on the same principle to check the
integrity of a file. Analysis utilities such asandiskorchkdskoperate differently:
they write data on sectors considered to be vald, then read them and compare them. If
they are the same, the utility goes on to the msextor, otherwise it marks the sector as
defective.

4.3.2 High-level formatting
Logical formatting occurs after the low-level forttiag. It creates a file system on the disks

that will allow an operating system (DOS, Windows Rinux, OS/2, Windows NT, etc.) to
use the disk space to store and access files. @mesystems use different file systems, so
the type of logical formatting will depend on thpepating system you install. So, if you
format your disk with a single file system, thisturally limits the number and type of



operating systems that you can install (in fact, you can onigllirmperating systems that use
the same file system). Fortunately, there is a solution te gnoblem which is to
create partitions. Each of the partitions can effectihalye its own file system, and you can
therefore install different types of operating systems.

What is a partition?

Partitioning is the process of writing the sectors that will make upptrétion table (which
contains information on the partition: size in sectors, positioh véspect to the primary
partition, types of partitions present, operating systemslied} etc.). When a partition is
created, it is given @olume namevhich allows it to be easily identified.

The partitioning of a hard drive occurs after the drive hasnlphysically formatted but
before it is logically formatted. It involves creating aseon the disk where data will not be
mixed. It can be used, for example, to install different opegatystems that do not use the
same file system. There will therefore be at leastasy partitions as there are operating
systems using different file systems. If you are using qu&t operating system, a single
partition the full size of the disk is sufficient, unless you waatte several partitions so as to
have, for example, several drives on which data are kpptate.

There are three types of partitiopsimary partitions , extended partitionsandlogical
drives. A disk may contain up to four primary partitions (only one of wie&h be active), or
three primary partitions and one extended partition. In the eatiepdrtition, the user can
create logical drives (i.e. "simulate" several smaieed hard drives).

Let's look at an example where the disk contains one primaryigraréind one extended
partition made up of three logical drives (later we waitk at multiple primary partitions):
Primary partition Extended partition

(& D: E: [

\ogl’ca| drives
Figure 17: Partitining of HDD

For DOS systems (DOS, Windows 9x), only the primary partisdmootable, and is therefore
the only one on which the operating system can be started.

4.3.3 Glossary of some important terms

4.3.3.1 Slack space
The unused space at the end of a file in a file systenuslestfixed size clusters (so if the file

is smaller than the fixed block size then the unused space i$y defi). Often contains
deleted information from previous uses of the bftick
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4.3.3.2 Lost Cluster
A lost cluster is a series of clusters on the hard disk dhae dre not associated with a

particular file. Data is there but it's unknown as to what thilet data belongs to. Error
checking tool looks for those and tries to repair them. Usuallyam repair them, but
sometimes it can't. If we're in a situation where we capdir lost clusters that usually means
we've got some serious disk errors and we're going to be lpsing datz.

4.3.3.3 Bad Sector
A bad sector is a sector on a computer's disk drive or flashamy that is either inaccessible

or unwriteable due to permanent damage, such as physical damé#uge disk surface or
failed flash memory transistdfs

4.3.3.4 Master Boot Record
Theboot sectof’ (called theMaster Boot Recordor MBR) is the first sector of a hard drive

(cylinder 0, head 0, sector 1), it contains the main partiibletand the code, called theot
loader, which, when loaded into memory, will allow the system to bam.
After it is loaded into memory, this programme will detegrenfrom which system partition to
boot, and will start the programme (called bo®tstrap) which will start up the operating
system present on that partition. This disk sector also osnddliinformation concerning the
hard drive (manufacturer, serial number, number of bytes pesrsecimber of sectors per
cluster, number of sectors, etc.). This sector is thexdftg most important one on the hard
drive and is also used by the BIOS setup to recognize the haed llrigther words, without
it your hard drive is useless, which makes it a favouritgetdor viruses.

4.4 THE BOOTING PROCESS

The boot proceddof a modern system involves multiple phases. The following component
are involved in the boot process. They are each executed iortiar:

Power Supply Unit
BIOS and CMOS
POST tests
Reading the Partition Table
The Bootloader
The Kernel
OS Kernel

1. Power Supply Unit: When the power button is pressed, an electric circuit is closed
which causes the power supply unit to perform a self test. In fld#ire boot process
to continue, this self test has to complete successfullyhelfppwer supply cannot
confirm the self test, there will usually be no output at Elbst modern x86
computers, especially those using the ATX standard, will hawertain connectors to
the motherboard: a 4-pin connector to power the CPU, and a 24-pin conmector t
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power other motherboard components. If the self test passessultgethe PSU will

send a signal to the CPU on the 4-pin connector to indicat# #hetuld power on.

. BIOS and CMOS: At its core, the Basic Input/Output SysteBi@S is an integrated

circuit located on the computer’s motherboard that can be progrmitiefirmware.

This firmware facilitates the boot process so that an dpgraystem can load.

Let's examine each of these in more detail:

a. Firmwareis the software that is programmed into Electrically Hokesa
Programmable Read-Only Memory (EEPROM). In this case, fitlmeware
facilitates booting an operating system and configuring basaware settings.

b. An integrated circuit(IC) is what you would likely think of as a stereotypical
“computer chip” - a thin wafer that is packaged and has nreizs sticking out
from it that can be mounted onto a printed circuit board.

Your BIOS is the lowest level interface you'll get to thedweare in your computer.

The BIOS also performs the Power-On Self Test, or PG@&1ce the CPU has

powered up, the first call made is to the BIOS. The §irsp then taken by the BIOS is

to ensure that the minimum required hardware exists:

CPU

Memory

Video card
Once the existence of the hardware has been confirmedsit e configuredThe
BIOS has its own memory storage known as the CMOS (Complimevietal Oxide
Semiconductor). The CMOS contains all of the settings the Bk#8s to save, such
as the memory speed, CPU frequency multiplier, and the locatidrconfiguration of
the hard drives and other devices.

The BIOS first takes the memory frequency and attemptsttthaeon the memory
controller. Next the BIOS multiply the memory frequency by tHeUCrequency

multiplier. This is the speed at which the CPU is set to 3emetimes it is possible to
“overclock” a CPU, by telling it to run at a higher multipliban it was designed to,
effectively making it run faster. There can be benefitsl a@isks to doing this,

including the potential for damaging your CPU.

. POST tests:Once the memory and CPU frequencies have been set, the B§@®S be
the Power-On Self Test (POST). The POST will perform babkiecks on many
system components, including:

Check that the memory is working

Check that hard drives and other devices are all responding

Check that the keyboard and mouse are connected (this check can bsually

disabled)

Initialise any additional BIOSes which may be installed.(RAID cards)
. Reading the Partition Table: The next major function of the BIOS is to determine
which device to use to start an operating system. A typi¢@SBcan read boot
information from the devices below, and will boot from the firsticke that provides a
successful response. The order of devices to scan canibelseBIOS:



Floppy disks

CD-ROMs

USB flash drives

Hard drives

A network
We'll cover the first four options here. For booting over the ndtwplease refer to
http://networkboot.org/fundamentals/

There are two separate partition table formats: Master Reobrd (MBR) and the
GUID Partition Table (GPT). We'll illustrate how both storgadabout what's on the
drive, and how they’re used to boot the operating system.

a. Master Boot Record (the old way):Once the BIOS have identified which drive it
should attempt to boot from, it looks at the first sector on tha¢ dfiiese sectors
should contain the Master Boot Record.

The MBR has two component parts:

The boot loader information block (448 bytes)

The patrtition table (64 bytes)
The boot loader information block is where the first progranctmeputer can run
is stored. The partition table stores information about how the drilegically
laid out.

The MBR has been heavily limited in its design, as ita@yg occupy the first 512
bytes of space on the drive (which is the size of one physicairsethis limits
the tasks the boot loader program is able to do. The executibe bbbt loader
literally starts from the first byte. As the complexal systems grew, it became
necessary to add “chain boot loading”. This allows the MBR to &oadnother
program from elsewhere on the drive into memory. The new progsatinen
executed and continues the boot process.

If you're familiar with Windows, you may have seen drives ligldeas “C:” and
“D:” - these represent different logical “partitions” dmetdrive. These represent
partitions defined in that 64-byte partition table.

b. GPT - The GUID Partition Table (the new way): The design of the IBM-
Compatible BIOS is an old design and has limitations in todadsld of
hardware. To address this, the United Extensible Firmwarddoee(UEFI) was
created, along with GPT, a new partition format.

There are a few advantages to the GPT format, spdlsifica

A Globally-Unique ID that references a partition, rathemtlaapartition
number. The MBR only has 64 bytes to store partition informatiand-
each partition definition is 16 bytes. This design allows foimitéd
partitions.



The ability to boot from storage devices that are greater2hHEBs, due to
a larger address space to identify sectors on the disk. Thedutisy had
no way to address disks greater than 2 TB.
A backup copy of the table that can be used in the eventhghadrimary
copy is corrupted. This copy is stored at the ‘end’ of the disk.
There is some compatibility maintained to allow standard R&tsare using old BIOS
to boot from a drive that has a GPT on it.

5. The Bootloader: The purpose of a bootloader is to load the initial kernel and
supporting modules into memory.

6. Kernel: The kernel is the main component of any operating system.érhellacts as
the lowest-level intermediary between the hardware on your compuigrthe
applications running on your computer. The kernel abstracts awayreschrce
management tasks as memory and processor allocation. The &edrather software
can access peripherals such as disk drives by way of deweesdi_et us examine
the booting process of some popular Operating Systems.

4.4.1 Linux Boot Process

The following are the 6 high level stages of a typical Linux Ippotes¥.

Basic Input/Output System
BlOS executes MER
- =
( Master Boot Record
M B R executes GRUB
P
Grand Unified Bootloader
GRUB executes Kernel
- P
( Kernel
Kernel executes /shin/init
P
. Init
Init executes runlevel programs
- P
Runlevel programs are
Runlevel executed from /etc/re.dirc*.d/
P

Figure 18: Linux boot process
Setpl: BIOS

BIOS stands for Basic Input/Output System

Performs some system integrity checks

Searches, loads, and executes the boot loader program.

It looks for boot loader in floppy, cd-rom, or hard drive. You can padssy (typically
F12 of F2, but it depends on your system) during the BIOS startupatme the boot
sequence.
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Once the boot loader program is detected and loaded into the men@g/g®es the
control to it.
So, in simple terms BIOS loads and executes the MBR bootrloade

Step 2: MBR

MBR stands for Master Boot Record.

It is located in the 1st sector of the bootable disk. TWyiddev/hda, or /dev/sda

MBR is less than 512 bytes in size. This has three componeptsrBry boot loader
info in 1st 446 bytes 2) partition table info in next 64 bytes 3) vahdation check in
last 2 bytes.

It contains information about GRUB (or LILO in old systems).

So, in simple terms MBR loads and executes the GRUB badel.

Step3: GRUB

GRUB stands for Grand Unified Bootloader.

If you have multiple kernel images installed on your systemcgouchoose which one
to be executed.

GRUB displays a splash screen, waits for few seconds, if you éot€r anything, it
loads the default kernel image as specified in the grubgromtion file.

GRUB has the knowledge of the filesystem (the older Linux loade®O Ldidn’t
understand filesystem).

Grub configuration file is /boot/grub/grub.conf (/etc/grub.conflislato this).

GRUB just loads and executes Kernel and initrd images.

Step 4: Kernel
Mounts the root file system as specified in the “root=giiab.conf
Kernel executes the /sbin/init program
Since init was the 1st program to be executed by Linux Kernbis the process id
(PID) of 1. Do a ‘ps -ef | grep init’ and check the pid.
initrd stands for Initial RAM Disk.
initrd is used by kernel as temporary root file system untiiddes booted and the real
root file system is mounted. It also contains necessaryrdro@mpiled inside, which
helps it to access the hard drive partitions, and other laaedw

Step 5: Init
Looks at thdetc/inittabfile to decide the Linux run level.
Following are the available run levels
0 — halt
1 - Single user mode
2 — Multiuser, without NFS
3 — Full multiuser mode
4 — unused
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6 — reboot
Init identifies the default initlevel fronfetc/inittaband uses that to load all appropriate
program.

Execute grep initdefault /etc/inittabbn your system to identify the default run level
If you want to get into trouble, you can set the default run levél or 6. Since you
know what 0 and 6 means, probably you might not do that.

Typically you would set the default run level to either 3.or 5

Step 6: Runlevel programs

When the Linux system is booting up, you might see various servttsggstarted.
For example, it might say “starting sendmail .... OK”. Thosethe runlevel programs,
executed from the run level directory as defined by your nl.le
Depending on your default init level setting, the system wiltateethe programs from
one of the following directories.

Run level O — /etc/rc.d/rc0.d/

Run level 1 — /etc/rc.d/rc1.d/

Run level 2 — /etc/rc.d/rc2.d/

Run level 3 — /etc/rc.d/rc3.d/

Run level 4 — /etc/rc.d/rc4.d/

Run level 5 — /etc/rc.d/rc5.d/

Run level 6 — /etc/rc.d/rc6.d/
Please note that there are also symbolic links availablehésetdirectory under /etc
directly. So, /etc/rc0.d is linked to /etc/rc.d/rc0.d.
Under the /etc/rc.d/rc*.d/ directories, you would see programstad with S and K.
Programs starts with S are used during startup. S fouta
Programs starts with K are used during shutdown. K for Kill.
There are numbers right next to S and K in the program names. digeode sequence
number in which the programs should be started or killed.
For example, S12syslog is to start the syslog deamon, whiclhénagdquence number
of 12. S80sendmail is to start the sendmail daemon, whicthbéagtuence number of
80. So, syslog program will be started before sendmail.

4.4.2 Mac OS Boot Sequence
The boot process starts with the activation of BootROM, the acintosh ROM, which

performs a Power On Self Test to test hardware essams#ghrtup”. On the passing of this

test, the startup chime is played and control of the computeassed to OpenFirmware.
OpenFirmware initializes the Random Access Memory, Memognadement Unit and

hardware necessary for the ROM's operation. The OpenFirmhemechecks settings, stored
in NVRAM, and builds a list of all devices on a device tbgegathering their stored FCode
information.
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On the completion of this task, BootX takes over the startup gsammnfiguring the keyboard
and display, claiming and reserving memory for various purposes haukiog to see if
various key combinations are being pressed.After this proasdden completed BootX
displays the grey Apple logo, spins the spinning wait cursor, aswkeds to load the kernel
and some kernel extensions and start the kernel.

The detailed description of the above is as follows:

BootROM: As the name suggest, BootROM is a ROM (Read only Menvamgh
contains boot programmes viz. POST and Open Firmware.

o POST: Power-On Self Test is the initial process whicltkliee functionality
of the basic hardware attached to the computer including . RAM

o Open Firmware: The remaining hardware is initialized by Opgenvrare. It
also checks all the hardware associated with the systednsualds the initial
device tree.

BootX: The BootX initialize the kernel and the drivers required to boetstystem
from the cached set of device drivers. In case it is noteptest is loaded for
/System/Library/Extensions for the same.

Kernel: One the Kernel is loaded, it initialises the 1/O kit whis used to control
Input/Output devices. After this, the kernel initiates tnenchd process.

Launchd: it is process used for bootstrapping and is responsible for staxery
system process. It also manages system initialization asthrts
the loginwindow process. During system initialization the sydéemchd process
automatically starts /System/Library/LaunchDaemons, /LyfkaunchDaemons,
/Library/Startupltems, and /etc/rc.local. The launch alspages daemons, a program
who manages service request.

Startup Scripts and Startup Item: As soon as /etc/rc.local is executed, it initialises
the basic system by performing file-system consistency check iattiating
SystemStarter process, a process used for launching sitetap. For system
configuration related information it refers to /etc/hostapnf

The loginwindow Processthis process displays the login screen that allows the user
to authenticate, and then sets up and manages the graphicatites#a environment
based on the account preferences.

User Enviroment Setup: After the user’'s credentials are authenticated, the user
environment setup is performed based on the user’s preference.



4.4.3 Boot Sequence in Windows 7

1.

— R |
|__ |

Figure 19: Window 7 boot sequence

In the first step, when the system is powered-erBémsic Input Output Syste(BIOS)
and RAM is loaded and BIOS performs the hardwasgystics based by initiating
Power-On Self Test(POST).

In the second step, the BIOS locates MBR(Mastert Baxord), which is located at
the first sector of the first hard drive, to fitlte active drive, bootable partition and
reads boot sector.

The boot sector loadsootmgt which looks for the active partition on the driaad
load Boot Configuration Data(BCD{lata store. The information stored in BCD to find
and load the selected operating system.

When the Windows 7 OS is selectedptmgrexecutes a program calladnload.exe
which takes the charge of the further process aflillg windows. The following
screen will appear in the monitor:

Starting Windows

Figure 20: Windows login screen



5. The winload.exe starts ntoskrnl.exe which initiates all theessary files needed to
load and run Windows 7 OS.

6. The OS is loaded andinlogonis executed to provide the login interface. After
authentication, the system settings are loaded based onséme credential and
preferences.

4.5 FILE SYSTEM

Even though hard drives can be very small, they still contdlioms of bits and therefore

need to be organized so that information can be lotat&tis is the purpose of the file
system. Remember that a hard drive is made up of sememalar platters rotating around an
axis. The tracks (concentric areas written to on eitiee of the platter) are divided into
pieces called sectors (each 512 bytes in size). Logicabfting of a disk allows a file system
to be created on the disk, which in turn will allow an operatiyggesn (DOS, Windows

9%, UNIX, etc) to use the disk space to store and use files.file system is based on
management of clusters, the smallest disk unit that thetipg system is able to manage.

A cluster consists of one or more sectors, so the largelubercsize, the fewer entities the
operating system will have to manage. On the other hand, smopexating system only

knows how to manage whole allocation units (i.e. a file occupresode number of clusters),

the more sectors per cluster, the more wasted spacewvitilebe. This is why the choice of

file system is important.

Files systems and the operating systerm reality, the choice of file system depends first of
all on the operating system that you are using. In generalntite recent the operating
system, the greater the number of files it will suppart.uhider DOS and on the first versions
of Windows 95, FAT16 is required. Starting with Windows 95 OSR2, yae fize choice
between FAT16 and FAT32 file systems. If the partition sizgresiter than 2GB, then FAT
file systems are excluded and you need to use the FAT32 systenoddy the size of the
partition). Below this limit, FAT16 is recommended for partitiavith a capacity of less than
500Mb, otherwise it is preferable to use FAT32.

In the case of Windows NT (up until version 4) you have the chatwden the FAT16
system and NTFS, FAT32 is not supported. In general, the Ny&8m is recommended as
it provides higher security and better performance than the $yafem. Microsoft actually
recommends using a small FAT-type partition (of between 25G@0&IB) for the operating
system, so as to be able to boot from a bootable DOS floppy dislsénof a catastrophe, and
to use a second partition for storing your data.

Under Windows NT5, there are more choices as it accepts FAHAB32 and NTFS
partitions. Once again, the more recent file system (N3FB recommended, as it offers
many more features than the FAT systems. For the sarsensegiven above, you can still
choose to have a FAT-type partition




Table 2: Operating system and choice of file system

Operation system File system types supported
Dos FAT16
Windows 95 FAT16
Windows 95 OSR2 | FAT16, FAT32
Windows 98 FAT16, FAT32
Windows NT4 FAT, NTFS (version 4)
Windows 2000/XP FAT, FAT16, FAT32, NTFS (versions 4 and 5)
Linux Ext2, Ext3, ReiserFS, Linux Swap(, FAT16, FAT32, NE)F
MacOS HFS (Hierarchical File System), MFS (Macintosh File Sy$tem
0Ss/2 HPFS (High Performance File System)
SGI IRIX XFS
FreeBSD, OpenBSD | UFS (Unix File System)
Sun Solaris UFS (Unix File System)
IBM AIX JFS (Journaled File System)

Coexistence of several file system§/hen several operating systems coexist on the same
machine, the problem of choosing a file system is at itseva@ince the file system is tightly
coupled to the operating system, when there are several agesgstems you must choose a
file system for each, bearing in mind that it is possibéa ttata from one operating system
may be accessed from another. One solution would be to use FAToparfior all the
systems, making sure that the partitions are no larger th&B.2The most appropriate
solution would be to use for each OS a partition whose file systémst suited to it, and to
use a a dedicated FAT16 partition for data to be sharecelifferent operating systems.

4.5.1 Some Common File systems
File systems are your interface to store yourdaModern file systems offer a hierarchical

view of your data, though historical file systems have bke¢n f

4.5.1.1 FAT
FAT stands for File Allocation Table, it is a relatively file system, files are limited to 4GB

in size and file names are case insensitive. It has thefibef being widely portable, being
available on many platforms. For this reason storage devieasftan pre-formatted as FAT,
just so less technical users don't assume the device is brokestandt.lts portability makes
it useful for USB flash drives and the partition you use for /doatould be a poor choice for
your root file system.

4.5.1.2 NTFS
This is Microsoft's primary file system. Its data structuden't limit the maximum file size to

4GB. As a commenter pointed out, NTFS is case sensitive, btiirnagh the Windows API,

Hit



which maintains case insensitivity for compatibility with oldeftware that assumed

insensitivity, since it was dealing with FAT.

On Windows it is case preserving, so if you create a fllec&Foo", you can read it as "foo",

but when you list the contents of the directory, it is showtFas", rather than "FOO", as

FAT traditionally does. This makes it a better choice foragfe media, as Linux is also able
to read it. It is still inadvisable to use NTFS as your fidetsystem on Linux, since it's

primary use is reading disks that are also used by Windowhkimea¢ rather than being an
installation’s root file system.

4.5.1.3 ext2, ext3 and ext4
The ext file systems are Linux's primary file systems aaduaually the default option when

installing Linux distributions. Despite having a similar nathey are different beasts. ext2 is
rather primitive, only really useful with old bootloadezgt3 is more advanced, though active
development has moved on to ex@#t4 supports journalling, uses extents for its storage and
supports extended attributes, where additional metadata cassigmed to a file. There are
third-party tools to read ext file systems from Windows, but N$&§ort in Linux is better
than ext support in Windows.

4.5.1.4 XFS
XFS is a development from Silicon Graphics. It exceeds exdtsires, including the ability

to take snapshots of the logical state of the file systamd was the source of extended
attributes. It is available on IRIX and Linux, so portabilitya its strong point, hence would
not be useful on a USB flash drive, but it is an excellboioe for your root file system.

4.5.1.5ZFS
ZFS is a product of Sun Microsystems, later bought by Ordicie.a very advanced file

system, offering all the features mentioned above plus mdns. i3 a copy-on-write file
system, unlike the above, which were either journalling, oremmthe blocks directly. Being
copy-on-write allows for deduplication, since if multiple filaave the same data, the file
system can point both files to the same data, since ifh#éaged in one file, the other one
won't have its data changed. Live file system checking islgessith the scrub command, so
downtime is not needed to perform maintenance. It can use mydhpscal devices as its
storage pool. Its license is incompatible with the Linux keselkernel support is provided
by a third-party module, which makes it possible that a kernel updatd leave your file
system unreadable, since the ZFS kernel module is un-readablend.@adexternal kernel
module is slower than it being built in, so this impacts boot speeshif2 its complexity,
ZFS is also available on the Solaris and BSD unices.

4.5.1.6 BTRFS
Work on BTRFS was initiated by Oracle to be a competitor t8,4his is no longer the

motivating factor, since Oracle acquired Sun, but BTRFSkelyl to become the default
Linux file system in the future. It is nearly as featuredal ZFS, only missing the online
deduplication, which the BTRFS developers expect to completeaugle of Linux kernel
releases. Its design allows for a transition betweenrekbtfs with the btrfs-convert tool, by
saving the ext metadata elsewhere and re-mapping ext's datés texbénts. It still offers the
original file system's data as a read-only disk imagedaatbe mounted. Reverting back to
ext is done by reinstating the ext metadata. Unfortunately, sit shaeputation of being



unstable, corrupting your data and becoming unusable. This is a reagalof file system
maturity though, and BTRFS is my preferred root file system.

4.5.2 Types of file systems

File system types can be classified into disk/tape filstesys, network file systems and
special-purpose file systeFﬁs

4.5.2.1 Disk file systems
A disk file systenakes advantages of the ability of disk storage media to ragydmadress

data in a short amount of time. Additional considerations inclieespeed of accessing data
following that initially requested and the anticipation that fibkowing data may also be
requested. This permits multiple users (or processes) atwessmious data on the disk
without regard to the sequential location of the data. Examples
include FAT (FAT12, FAT16, FAT32), exFAT, NTFS,HFS and HFBPFS, UFS, ext2, ext
3, ext4, XFS, btrfs, ISO 9660, Files-11,Veritas File SystéMFS, ZFS, ReiserFS and UDF.
Some disk file systems are journaling file systems or versidiile systems.

Optical discs:ISO 9660 and Universal Disk Format (UDF) are two common fcarifzdt
target Compact Discs, DVDs and Blu-ray discs. Mount Raisiean extension to UDF
supported since 2.6 series of the Linux kernel and since Windows testafacilitates
rewriting to DVDs.

4.5.2.2 Flash file systems
A flash file systengonsiders the special abilities, performance and restrictibfisish

memory devices. Frequently a disk file system can use & flasmory device as the
underlying storage media but it is much better to use a fitersyspecifically designed for a
flash device.

4.5.2.3 Tape file systems
A tape file systens a file system and tape format designed to store filemma in a self-

describing form. Magnetic tapes are sequential storage meitia significantly longer
random data access times than disks, posing challenges to edworcrand efficient
management of a general-purpose file system.

In a disk file system there is typically a master fileectory, and a map of used and free data
regions. Any file additions, changes, or removals require updafiegdirectory and the
used/free maps. Random access to data regions is measurdliseconids so this system
works well for disks. Tape requires linear motion to wind and unwindnpally very long
reels of media. This tape motion may take several seconsisveral minutes to move the
read/write head from one end of the tape to the other. Consbguentaster file directory
and usage map can be extremely slow and inefficient with. t&/riting typically involves
reading the block usage map to find free blocks for writing, updatiagusage map and
directory to add the data, and then advancing the tape to heitdata in the correct spot.
Each additional file write requires updating the map and direataaywriting the data, which
may take several seconds to occur for each file.

$# $#) &



Tape file systems instead typically allow for the file dioeg to be spread across the tape
intermixed with the data, referred to sieeaming so that time-consuming and repeated tape
motions are not required to write new data. However, a sigetedf this design is that
reading the file directory of a tape usually requires scanningnkiee tape to read all the
scattered directory entries. Most data archiving softwarewoeks with tape storage will
store a local copy of the tape catalogue on a disk file sysethat adding files to a tape can
be done quickly without having to rescan the tape media. The kyoaldatalogue copy is
usually discarded if not used for a specified period of timme/hé&ch point the tape must be re-
scanned if it is to be used in the future.

IBM has developed a file system for tape called the LinegreTFile System. The IBM
implementation of this file system has been released agptresource IBM Linear Tape File
System — Single Drive Edition (LTFS-SDE) product. The LinegpeTkile System uses a
separate partition on the tape to record the index meta-tatepy avoiding the problems
associated with scattering directory entries acrossHtiee ¢ape.

Tape formatting

Writing data to a tape is often a significantly time-consungraress that may take several
hours. Similarly, completely erasing or formatting a tape also take several hours. With
many data tape technologies it is not necessary to formaapeebefore over-writing new
data to the tape. This is due to the inherently destructive nafuoxerwriting data on
sequential media. Because of the time it can take to foamape, typically tapes are pre-
formatted so that the tape user does not need to spend time pre@afingew tape for use.
All that is usually necessary is to write an identifyingdia label to the tape before use, and
even this can be automatically written by software wdneew tape is used for the first time.

4.5.2.4 Database file systems
Another concept for file management is the idea of a datdizes®s file system. Instead of, or

in addition to, hierarchical structured management, fitegdentified by their characteristics,
like type of file, topic, author, or similar rich metadata

IBM DB2 for i (formerly known as DB2/400 and DB2 for i5/0S) idatabase file system as
part of the object based IBM i operating system (formkrlgwn as OS/400 and i5/0S),
incorporating a single level store and running on IBM Power Sysigonmerly known as
AS/400 and iSeries), designed by Frank G. Soltis IBM's formeif shientist for IBM i.
Around 1978 to 1988 Frank G. Soltis and his team at IBM Rochester hasessiutly
designed and applied technologies like the database file sydtene wthers like Microsoft
later failed to accomplish.These technologies are informally known as 'Fortress
Rochester' and were in few basic aspects extended from eaiiyjrdne technologies but in
many ways more advanced from a technological perspective.

Some other projects that aren't "pure" database file sgstemthat use some aspects of a
database file system:

Many Web content management systems use a relational D8Mtte and retrieve
files. For example, XHTML files are stored as XML or téeids, while image files are



stored as blob fields; SQL SELECT (with optional XPath) statémretrieve the files,
and allow the use of a sophisticated logic and more rich ifoom associations than
"usual file systems". Many CMSs also have the option of stanigmetadata within the
database, with the standard filesystem used to store trencoifiles.

Very large file systems, embodied by applications like Apdadadoop and Google File
System, use sondatabase file systeooncepts.

4.5.2.5 Transactional file systems
Some programs need to update multiple files "all at once". Fommga a software

installation may write program binaries, libraries, and igométion files. If the software
installation fails, the program may be unusable. If the liasitan is upgrading a key system
utility, such as the command shell, the entire systembadgft in an unusable state.

Transaction processing introduces the isolation guarantee, whtels #hat operations within
a transaction are hidden from other threads on the systenthentilansaction commits, and
that interfering operations on the system will be properlylsathwith the transaction.
Transactions also provide the atomicity guarantee, ensuring thaatiope inside of a
transaction are either all committed or the transactiorbeasborted and the system discards
all of its partial results. This means that if there 3ash or power failure, after recovery, the
stored state will be consistent. Either the software lvélicompletely installed or the failed
installation will be completely rolled back, but an unusableigartstall will not be left on
the system.

Windows, beginning with Vista, added transaction support to NTFS,a irfeature
called Transactional NTFS, but its use is now discouraeete are a number of research
prototypes of transactional file systems for UNIX systemmluding the Valor file
system, Amino, LFS, and a transactional ext3 file systemthe TxOS kernel, as well as
transactional file systems targeting embedded syswrob,as TFFS.

Ensuring consistency across multiple file system operationdfisutti if not impossible,
without file system transactions. File locking can be usedcas@uirrency control mechanism
for individual files, but it typically does not protect the dimegtstructure or file metadata.
For instance, file locking cannot prevent TOCTTOU race conditiznsymbolic links. File
locking also cannot automatically roll back a failed operatioth si$ a software upgrade; this
requires atomicity.

Journaling file systems are one technique used to introduce tiandawel consistency to
file system structures. Journal transactions are not expopedgiams as part of the OS API,
they are only used internally to ensure consistency at thelgrdy of a single system call.

Data backup systems typically do not provide support for direct bamkdpata stored in a
transactional manner, which makes recovery of reliable and tamsdata sets difficult.
Most backup software simply notes what files have changed scenaan time, regardless of
the transactional state shared across multiple filesarotlerall dataset. As a workaround,
some database systems simply produce an archived staterfilning all data up to that
point, and the backup software only backs that up and does not interaty diigt the
active transactional databases at all. Recovery requeerate recreation of the database
from the state file, after the file has been restorethéyackup software.



4.5.2.6 Network file systems
A network file systens a file system that acts as a client for a renfileaccess protocol,

providing access to files on a server. Programs using leisafaces can transparently create,
manage and access hierarchical directories and filesnoteenetwork-connected computers.
Examples of network file systems include clients for the Mg, SMB protocols, and file-
system-like clients for FTP and WebDAV.

4.5.2.7 Shared disk file systems
A shared disk file systeim one in which a number of machines (usually servers) a# ha

access to the same external disk subsystem (usually a SA&jild system arbitrates access
to that subsystem, preventing write collisions. Examples incBi®2 from Red
Hat, GPFS from IBM, SFS from DataPlow, CXFS from SGI 8tatNext from Quantum
Corporation.

4.5.2.8 Special file systems

A special file systermpresents non-file elements of an operating system as fikbega@an be
acted on using file system APIs. This is most commonly dokmix-like operating systems,
but devices are given file names in some non-Unix-like operajisigms as well.

Device file systems

A device file systemepresents /O devices and pseudo-devices as files, delezk files.
Examples in Unix-like systems include devfs and, in Linux 2.@esys, udev. In non-Unix-
like systems, such as TOPS-10 and other operating systdomeng#d by it, where the full
filename or pathname of a file can include a device prdéxices other than those containing
file systems are referred to by a device prefix specifytimg device, without anything
following it.

Other special file systems
In the Linux kernelconfigfsandsysfsprovide files that can be used to query the
kernel for information and configure entities in the kernel.
procfsmaps processes and, on Linux, other operating system strudhioes
filespace.

4.5.2.9 Minimal file system / audio-cassette storage
The late 1970s saw the development of the microcomputer. Disk atad tlige devices were

too expensive for hobbyists. An inexpensive basic data storage systeunevised that used
common audio cassette tape. When the system needed talatdafehe user was notified to
press "RECORD" on the cassette recorder, then press "RETORthe keyboard to notify
the system that the cassette recorder was recordingy3$teeswrote a sound to provide time
synchronization, then modulated sounds that encoded a prefix, theaddtacksum and a
suffix. When the system needed to read data, the user waiedtto press "PLAY" on the
cassette recorder. The system wdidt#nto the sounds on the tape waiting until a burst of
sound could be recognized as the synchronization. The system wouldinteepret
subsequent sounds as data. When the data read was complsisstehe would notify the
user to press "STOP" on the cassette recorder. It wastipejmbut it worked (a lot of the



time). Data was stored sequentially, usually in an unnamed tfoattiaough some systems
(such as the Commodore PET series of computers) did allowmeblddibe named. Multiple
sets of data could be written and located by fast-forwardintaffeeand observing at the tape
counter to find the approximate start of the next data regioheotape. The user might have
to listen to the sounds to find the right spot to begin playing thé deta region. Some
implementations even included audible sounds interspersed witatie

4.5.2.10 Flat file systems
In a flat file system, there are no subdirectories. Whapf} disk media was first available

this type of file system was adequate due to the relatiselgll amount of data space
available. CP/M machines featured a flat file system,revfiles could be assigned to one of
16 user areasand generic file operations narrowed to work on one instead of dedatdt
work on all of them. These user areas were no more than spidialtes associated with the
files, that is, it was not necessary to define speqtiota for each of these areas and files
could be added to groups for as long as there was still fremgstspace on the disk. The
early Apple Macintosh also featured a flat file system, Maeintosh File System. It was
unusual in that the file management program (Macintosh Findeatect the illusion of a
partially hierarchical filing system on top of EMFS. Thisusture required every file to have
a unique name, even if it appeared to be in a separate foltide $imple, flat file systems
become awkward as the number of files grows and makes itutliffa organize data into
related groups of files.

A recent addition to the flat file system family is Amas S3, a remote storage service,
which is intentionally simplistic to allow users the ability ¢ustomize how their data is

stored. The only constructs are buckets (imagine a disk driveliohited size) and objects

(similar, but not identical to the standard concept of a.f#avanced file management is

allowed by being able to use nearly any character (includirig the object's name, and the
ability to select subsets of the bucket's content basedkotidal prefixes

4.6 SUMMARY
1. A hard disk drive (HDD), hard disk, hard drive or fixed disk is & ddiorage device

used for storing and retrieving digital information using one or migid rapidly
rotating disks (platters) coated with magnetic material.

2. Data is accessed in a random-access manner, meaning thatualdblocks of data

can be stored or retrieved in any order rather than sequent@Ips retain stored

data even when powered off.

The primary characteristics of an HDD are its capaaity performance.

An HDD records data by magnetizing a thin film of ferromagnatterial on a disk.

5. A typical HDD design consists of a spindle that holds flatutarcdisks, also called
platters, which hold the recorded data.

6. The two most common form factors for modern HDDs are 3.5-inchdésktop
computers, and 2.5-inch, primarily for laptops.

7. HDDs are connected to systems by standard interface cablesasuWPATA (Parallel
ATA), SATA (Serial ATA), USB or SAS (Serial attach&LSI) cables.

8. The purpose of low-level formatting is to divide the disk surfate basic elements
viz. tracks, sectors and cylinders.

W



9. Operating systems use different file systems, so the afgegical formatting will
depend on the operating system you install.

10.The partitioning of a hard drive occurs after the drive has phgsically
formatted but before it is logically formatted.

11.There are three types of partitions: primary partitions, extepaetitions and logical
drives.

12. Partitioning is the process of writing the sectors thdtmake up the partition table.

13.The unused space at the end of a file in a file systatruties fixed size.

14. A lost cluster is a series of clusters on the hard disk dnaeare not associated with a
particular file.

15.A bad sectoris a sector on a computer's disk drive or flasimamy that is either
inaccessible or unwriteable due to permanent damage, such &aptgmage to the
disk surface or failed flash memory transistors.

16.The boot sector is the first sector of a hard drive (cylindene@dd O, sector 1), it
contains the main partition table and the code, called the boderloahich, when
loaded into memory, will allow the system to boot up.

17.Firmware is the software that is programmed into Electyi¢galasable Programmable
Read-Only Memory (EEPROM).

18.The purpose of a bootloader is to load the initial kernel and supportidgles into
memory.

19.The kernel is the main component of any operating system. Thelkats as the
lowest-level intermediary between the hardware on your compatel the
applications running on your computer.

4.7 CHECK YOUR PROGRESS
1. Fill in the blanks

I.  The primary characteristics of an HDD are its and
ii. An HDD records data by magnetizing a thin film_of maiemia
disk.
ii.  SCSI stands for .
iv. A refers to all the data located on the same frddfeoent platters.
V. is the process of writing the sectors that will make upattidon
table.
vi.  BIOS stands for .
Vii. is the software that is programmed into ElectricallsaBlia

Programmable Read-Only Memory.
vii.  CMOS stands for

ix.  The purpose of a is to load the initial kernel and supporting modules
into memory.
X. is a development from Silicon Graphics.
xi.  IBM has developed a file system for tape called the .
xii. A is a file system that acts as a client foote rém

access protocol, providing access to files on a server.



2. State True or False

i.

il
iii.
iv.
V.
Vi.
Vii.

viii.

Xi.
Xii.
Xiii.

XiV.

The data is read from the disk by detecting the transitionsaignetization. True

The platters are made from a non-magnetic material, usalalyinum alloy, glass, or
ceramic.

The 40-pin IDE/ATA connection transfers 32 bits of data ana tin the data cable.
EIDE was an unofficial update (by Western Digital) te triginal IDE standard.
EIDE have DMA transfer functionality.

Physical level formatting is also known as high level fdtimg.

The tracks are the concentric areas written on both sideplatter.

The partitioning of a hard drive occurs after the drive has phgsically
formatted but before it is logically formatted.

The partition table stores information about how the drive isédly laid out.

The file system is based on management of clusters.

The choice of file system does not depends on the operatinghsysteyou are using.
NTFS system provides higher security and better performhacethe FAT system.
Several operating systems coexist on the same machine.

The BIOS does not have its own memory storage.

4.8 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks

iv.
V.
Vi.
Vii.

viii.

iX.
X.
Xi.
Xii.

capacity , performance.
ferromagnetic

Small Computer System Interface.
cylinder

Partitioning

Basic Input/Output System.
Firmware .

Complimentary Metal Oxide Semiconductor.
bootloader

XFS

Linear Tape File System.

network file system

2. State True or False

True
True



Vi.
Vii.

viii.

Xi.
Xii.
Xiii.

XiV.

False
True
True
False
True

True
True
True
False
True
True

False

4.9 MODEL QUESTIONS

I

7.
8.
9.

What is Hard Disk Drive? What are its main charasties?
Explain the working of HDD.
Explain various interfaces of HDD in detalil.
Differentiate between high level formatting and low |efeematting.
What is cyclic redundancy check (CRC)?
Define the terms:

a. Slack space

b. Lost cluster

c. Bad sector
What is master boot record?
What is booting? Explain the booting process of Window 7 in detail.
What is a file system? Why it is used?

10. Give the details of file systems that different Opa@ystem supports.
11.What is journaling?

12.What are different types of File Systems? Explain inibdeta

13.What is flat file system?
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UNIT I: WINDOWS FORENSICS

1.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Understand and appreciate the need for windows forensics.

Understand various technical terminologies associated to foremsiagindows
systems.

Identify major components and aspects of windows which are releaning
forensics.

Understand basic technologies and tools used to carry out dataecéuor a
windows system during forensic investigation.

Understand basic tools and technologies behind capturing registrynatfon from
windows systems during forensic investigation.

Understand technologies and tools behind data and file recovery iowgnsl/stem
during forensic investigation.

1.2 INTRODUCTION

Computer forensics involves analysis of a computer system andietetraces or evidences
of activities leading to a criminal activity. In a sensecimof the criminal activities in current
world have more than one link to computing environments or at leassdrae or other
relation to computers. Most of the criminal/other investigaterds to find traces of data or
information in a computer system that can lead to conclusion east leads to support a
theory pertaining a criminal offence. Windows forensics involugasysing various aspects of
windows for malicious or suspicious traces of data in order tdraaevidential conclusion
of any case. Windows forensics process is to analyse gathé&adation from activities that
took place in a windows system. Aspects of windows like thetrggides, cookies, bins,
memory status etc. contains initial information that candssl to promise a conclusion.

1.2.1 Background and need for Window forensics
Among the major operating system in use, Microsoft window is tlst widely used

operating system. The Microsoft windows versions that are clyri@enise are; Windows 8
and Windows 10. Microsoft Windows originated in 1985, as an operatingoement

running on top of MS DOS, which was the standard operating system agloppmost of
Intel architecture PCs.

In 1995, Windows 95 was released which only used MS-DOS as drbpotsor backwards
compatibility, Win9x could run real-mode MS-DOS and 16
bits Windows3.x drivers. Windows ME, released in 2000, was theséasion in the Win9x
family. Later versions have all been based on the Windows é\iiek Server editions of
Windows are widely used. In recent years, Microsoft has expesidgeificant capital in an
effort to promote the use of Windows as a server operating syldt@never, Windows' usage
on servers is not as widespread as on personal computers



To know about windows artefacts is quite important for digital facsrexaminers, almost 90
percent of traffic in networks comes from computers using Windmkeir operating system
and the investigators will be most likely to encounter Windomé lzave to collect evidence
from it in most of the cybercrime cases. Below, we dificuss several places from which
evidence may be gathered and ways to collect information\vamdows.

This chapter focuses on Windows forensics. It starts by covémndifferent types of volatile
and non-volatile information an investigator can collect from a Wirsdeygtem. It then goes
into detail about collecting and analysing data in memoryregistry, and files.

1.2.2 Major forensic areas in windows
More generally an investigator likes to access and sedbllowing areas in windows:

a) Volatile information like, system time, logged users, opées finetwork information
and drives that are mapped shared folders etc. Thesearndmore aspects will be
discovered in the next section under the windows volatilenmtion head.

b) Non-volatile information like file systems, registry sedts, logs, devices, slack space,
swap file, indexes, partitions etc. these and many morebeitliscovered in coming
section under the heading non-volatile information.

c) Windows memory like memory dumps and analysing dumps and othetsaspe

d) Caches, cookies and history analysis.

e) Other aspects like recycle bins, documents, short cut fitfaphigs file, executable
files etc.

1.2.2.1 Volatile information
Volatile Information can disappear or be easily modified.tHins its contents while powered

on but when the power is interrupted the stored data is immediast¢lyFollowing are few
methods/tools to acquire some volatile information in a Windgstes.

To get history of commands used on the computer we can use Doskkgy a utility for
DOS and Microsoft Windows that adds command history (seesfigily).

& Administrator: Command Prompt

C: SWi n(_:lows Nsystem32>doskey /history

edit secret.txt
secret.txt
start notepad secret.txt

copy secret.txt D:i\
copy secret.txt E:N
cls

doskey shistory

C:\Hindows\system32>

Figure 1: Doskey utility in Windows command prompt

To get the current uptime and system events and statisttbg dédcal or remote system we
can use a utility called Uptime2.exe. See Figure 2.



C:\Windows\System32>Uptime?.exe /s
This utility is developed by Sitaram Pamarthi®(http://techibee.com’)
Use /nologo parameter to suppress this banner message

[\AWIN-M99EBUSEF1H has been up for: 8 days(s), 5 hour{s), 29 minute(s), 57 second
s

Computer startup at: 12/19/2014 11:43:36 AW

Computer shutdown at: 12/19/2014 9:43:03 AM

Computer startup at: 12/18/2014 11:48:44 PH
Computer shutdown at: 12/15/2014 1:42:20 AM
Computer startup at: 12/13/2014 10:31:57 A
Computer startup at: 12/12/2014 10:35:45 AM
Computer shutdown at: 12/9/201& 7:47:31 PM

Computer startup at: 12/9/2014 3:05:45 PH

Computer startup at: 11/30/2014 10:10:56 AW
Computer shutdown at: 11/29/2014 1:00:33 AM

Figure 2: Uptime2.exe output giving uptimes for wiadows system.

During an investigation we will always need to knatvo all were logged on to the system.
Logging to a system can be remotely or locallyoinfation like these can add logical view to
a context or a situation. The logs can be relate@rt event occurrence. Many tools are
available like PsLoggedon, Netsessions, logonsessietc. to learn the instantaneous
information of the users. These tools can be doaddd from thavindows sysinternalsite.
Pstools in sysinternals are handy in many ways ak.sBee figure 3,4,5.

C:\Users\Administrator>C:\Users\Administrator\Desktop\PsTools\PsLoggedon.exe Adm
inistrator

PsLoggedon v1.34 — See who’s logged on
Copyright <(C) 20008-2010 Mark Russinovich
Sysinternals — www.sysinternals.com

UAYNEHOGGETT\Administrator logged onto ELARA locally.
WAYNEHOGGETT\Administrator logged onto ELARA remotely.
WAYNEHOGGETT\Administrator logged onto I0 locally.
YAYNEHOGGETT\Administrator logged onto I0 remotely.

Figure 3: PsLoggedon output.

WINDOWS\system32 cmd.exe

wl.l
> 2884 B *k Russinovich
= W

Figure 4:LoggedonSessions output.



¢\ Command Prompt -

C:Ntools >net sessions

Computer User nane Client Type Opens ldle time

NN192.168.1.25 ADHINISTRATOR Windows 2062 Seyv ® PB:-82:66
\\192.168.1.28 ADHINISTRATOR Windows 2082 Serv B BB:81:49

The command completed successfully.

Figure 5:Net Sessions output.

Similarly we can also get which files were open at the trhégged users. This is also
important many times as to co-relate whether which usersebably using which files of
the system. Tools that can be used to access informatiompegtapened files are: Netfile,
PsFile, open files etc. Figure 6 gives a taste of how tteede can give out information of
files that we open in the system.

C=~>openfiles
The system global flag *maintain objects list’ needs to be enabled to see
al opened files. See Openfiles »7 for more information.

Files Opened Remotely via local share points:

Open

HOHAMMADHD
MOHAMMADHD

Figure 6: openfiles output.

Tools like NetStat gives access to information partitiomngent network connections to the
host computer. This information will be lost over time and verficdit to trace as time
passes by. Figure 7 gives an output of the NetStat command.ahlsovestigator needs to
discover what processes are running on the system. This systiein can keep clues to a
major crime in form of files or processes that are still l@ dcquired system is potentially
used just before a crime. Information about processes like ekéedile path, commands to
launch the process, time stamps, current modules etc. aldhgcamtexts needs to be
collected. Tools like Tlist, Tasklist, Pslist, ListDk$c. helps us to get all these information.
Windows task manager does give some information but most ofntieeitt does not show
vital information, hence using above tools play significant mkerensics.



C:\Documents and Settings™ admininetstat

Active Connections

Proto Local Address
ICP admin:2

TCP  admin

TCP admin:2233

C:Documents and Settingssadminlinetstat

fictive Connecti
Proto Local Ad Foreign Address State
TCP 192.16B.1. ‘. 142.116:118 TIME_\WA
ICP 192.168.1. 2 508.5:118
ICP 192.168.1.2:223° X ip8.127:1108

C:“\Documents and Settings>admin>

Figure 7: NetStat output.

Information about the status of the network interface cards (b@jected to a system can
be very important. Wireless interfaces are very prominesetdays and physical connection
does not have too much presence. Hence, it's important to know ths staall interface
devices (Network) is important. Tools like ipConfig, promisa2étpromgry helps in getting
the vital information (see Figure 8, Figure 9, Figure 10)pliiards of windows are another
aspect which is of utmost importance to the investigatdipb@ards contain latest copied
area of memory which can be for later use. Clipboards fdeilitsers to move data in some
way between documents or applications. The fact that recempied and pasted items do
remain on clipboard can give clue to vital evidences or circumossaleading to a crime. pclip
is a command-line utility which helps the investigators toees contents of a clipboard.

[ ] C:\ WINNT', System32' cmd.exe

C:~>ipconfig ~all
Windows 2800 IP Configuration

e
Primary DHS Suffix

Mode Type

IP Routing Enahled

WINE Proxy Enabled

DHS Suffix Search List. . . . . . =

Et hernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description
Controller (3C9B5C-TX Compatiblel

Physical Address. . . . . . . . . =

DHCP Enabled H

Autoconf iguration Enabled H

IP Address. . . . . . . . . . . . = 152.7

Subnet Mask

Default Gateway

DHCP Server .

DHS Servers : 152.1.1.286
152.1.1.161

Lease Obtained : Tueszday, November 1°

Leaze Expires . . . . . . . . . . * Monday. January 18,

Figure 8: one of the output of ipConfig command.



=8 Administrator: CAWIndows\syrtem i e =|0O) x

: Adapen

v Filter For the adapter:

a member

a monbar

-

[Querying local system...
: True

InstanceMame :

Microsoft ISATAP Adapter

MEGATIVE: Promiscuous mode currently NOT enabled

: True
InstanceName :
Teredo Tunneling Pseudo—Interface
MEGATIVE: Promiscuous mode currently HOT enabled

fActive: True
InstanceMame =
Realtek PCle GBE Family Controller
|POSITIVE: Promiscuous mode enahled?

Active: True

InstanceName:

AN Miniport (Network Monitowd

MEGATIVE: Promiscuous mode currently HOT enabled

fctive: True

MInstanceMame:

WAN Miniport (IP>

MEGATIVE: Promiscuous mode currently NOT enabled

MEGATIVE: Promiscuous mode currently HOT enabled

fctive: True
nstanceMame =
NRAS Async Adapter
MEGATIVE: Promiscuous mode currently NOT enabled

System Summary
POSITIVE: at least one interface on system was found in promiscuocus mode

Computer name: SOFTPEDIA-OLI
Domain:; SOFTPEDIA

[Computer manufacturer: Dell Inc.

Computer,model:; OptiPlex 398

Primary owner: Softpedia

User currently logged on: SOFTPEDIA-OLISoftpedia
Operating system: Microsoft Windows 7 Professional
(Organization:

Figure 10:Promqgry Command output.



C:tpromgrydprongry /7
Promgry version 1.0 usage

Queries system(s) for interfaces
running in promiscuous mode

To query local system’s interfaces run:
promgry.exe

notes: returns zero if any interfaces found in promiscuous mode

returns 1 if no interfaces found in promiscuous mode
P 99 if » encount

Figure 11: various options with promqry.

Several other information like; mapped drives, sbasr stored folders etc. also needs to be
collected for future tests and analysis. Mappededrio a system are those which the user has
created. These information are volatile but carcdreelated to network connections or drive
activities leading to a crime. A system resourcas lbe shared in many different ways like
shared folders, shared network access etc. Thisnation can be retrieved in many ways
like scanning the registry for shares. Also, comdhiike ‘share’ can be used for the same.

1.2.2.2 Non Volatile information
Non-volatile information remains on a secondaryasie device and persists even after power

is off. This information can be collected lateratfter all perishable information (volatile) can
be collected after the seizure of the system. liga@®rs can collect these information after
procuring the device and doing all the formalitiefs the seizure/procuring/capturing the
device under law so that the discoveries lateraasdot get laid down during hearing. Using
command line ‘dir /o: d’ the examiner can list dbe recent updates that is listed by the
command.

Registry information

Registry information can have a good impact onfénensic analysis and investigation. Tools
like reg (see figurel2,13) andegedit (see figure 14) helps in to get registry entriés v
important keys. Few important keys important kegespnt in registries are runMRU, startup
objects, last accessed key, addresses in intexmdbrer, last saved directory in internet
explorer.



BN Command Prompt
[Return Code: (Except for REG COMPARE>

B - Successful
1 — Failed

[For help on a specific operation type:
REG Operation -7
Examples :

QUERY /7
ADD /7
DELETE /7
COPY 7
SAUE /7
RESTORE -7
LOAD /7
UNLOAD -7
COMPARE /7
EXPORT -7
IMPORT /7
FLAGS /7

Figure 12:Options in reg tool.

. Command Prompt = = “
NUsershaprasadrreg gquery HKEY_LOCAL_MACHINEASOFTWARENMozilla“MaintenanceServic |8

KEY_LOCAL_MACHINE~SOFTWARE“Mozilla“MaintenanceService
Attempted REG_DUORD Bx1
Installed REG_DUORD Bx1

KE%é%gCHL_HHCHINE\SOFTHHRE\HOZilla\HaintenanceSeruice\?ﬁ5h7fc26dad9@d34ﬂd2faﬂa4

Figure 13: example output of reg.

g Registry Editor = ©

File Edit View Favorites Help
4 1% Computer
b HKEY_CLASSES ROOT
HKEY_CURRENT_USER
M HKEY_LOCAL_MACHINE
» [ 1. BCD00D0000D
4. | HARDWARE
§opell AcP
DESCRIPTION
-\, DEVICEMAP
; KeyboardClass
PointerClass

Scsi
SynTP
. VIDEQ
-\, RESOURCEMAP
SAM
SECURITY
SOFTWARE
SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

Computer\HKEY_LOCAL_MACHINE\BCDO000000O

Figure 14:regedit command in windows.

RunMRU stores information about recently typed commands from run wind@stup
objects are those objects or apps that start automaticaltgrdmpsin windows.

Key for RunMRU is:
ComputenHKEY_CURRENT_USER\Software\Microsoft\Windows\Currensi@mExplorer

\RunMRU



Key for startup object is:
ComputenHKCU\<SID>\SOFTWARE\Microsoft\Windows\CurrentVersRan
ComputenHKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

To access the least accessed key in registry use key:
ComputennHKEY_CURRENT_USER\Software\Microsoft\Windows\Currensi@mApplets\
Regedit

To get last typed urls in internet explorer use key:
ComputenHKEY_CURRENT_USER\Software\Microsoft\Internet ExpldrgoedUrls

To get last saved directory in IE use key:
Compute\HKEY_CURRENT_USER\Software\Microsoft\internet  ExploreDownload
Directory

To get security ids Microsoft use:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVsion\ProfileLi

st key

Another area of registry which has valuable information for facerenalysis is the protected
storage area. These storages are encrypted. Howeveanwgetaccess to these areas using
tools like Access Data tool kisee figure 15).

2 AccessData Registry Viewer - [SAM] EI@
File Edit Report View Window Help -[&] x
& OBwEE [B= | 7
-3 sAM ~ | Name Type Data
£+{E3 Domains i3 REG_BINARY 0200 0100 00 00 00 00 26 77 08 87 E6 6D C8 010000 ...
03 Account v REG BINARY 000000 00 BC 00 00 00 02 00 01 00 BC 00 00 00 1400 ..
#1-0 Aliases
+ {1 Groups
& (2 Users
42 000001F4
L[] 000001F5
{21 000003€8
L1 000003EA
[ 000003EB i
E Key Properties -
Last Written Time 13/02/2008 02:17:08 UTC
SID unigue identifier 500 =
User Name Administrator
Description Buitt-in account for administering o
00|02 00 01 00 00 OO 00 00-26 77 08 87 E6 &D C& 01| - seecEW--EmE - s
Logon Count 16 1000 00 00 00 00 00 00 00-28 15 OC DE FC CE C7 01 (- -ate
Last Logon Time 13/02/2008 02:17:05 UTC 20| FF FF FF FF FF FF FF 7F-D0 AF E7 28 E6 6D C8 01 999799 D ¢ 2xk
Last Password Change Time 25/07/2007 20:46:12 UTC 30|F4 01 00 00 01 02 00 00-10 02 00 00 00 00 00 00 |§---------
— 40/01 00 10 00 01 00 00 00-00 00 OD 00 OB 00 G0 00| ----------
Expiration Time Never -
SAM\SAM\Domains\Account' Users\000001F4 Offset: 0

Figure 15:AccessData tool window.

Some time it may be very important to get record what atheatlevices that were connected
to a system. To gain access to this information we can awme like (windows device
console)DevConof Microsoft. Device manager of windows is also availdbtesome Figure
16 shows the output @fevCon



1 hwid

J601 46 L RRE

1l matching de {5} Found.

Figure 16: Devcon output.

1.3 RECOVERING DELETED FILES AND PARTITIONS

1.3.1 Anatomy of a disc drive
A hard disk drive (HDD), hard disk, hard drive or fixed disk idata storage device used for

storing and retrieving digital information using one or more rigitard") rapidly rotating
disks (platters) coated with magnetic material. The phat@re paired with magnetic
heads arranged on a moving actuator arm, which read and ati#dadthe platter surfaces.
Data is accessed in a random-access manner, meaningdivadual blocks of data can be
stored or retrieved in any order rather than sequentially. HB@s stored data even when
powered off. The primary characteristics of an HDD arec#dpacity and performance.
Capacity is specified in unit prefixes corresponding to poweré080: a 1-terabyte (TB)
drive has a capacity of 1,000 gigabytes (GB; where 1 gigabyltéillion bytes). Typically,
some of an HDD's capacity is unavailable to the useausecit is used by the file system and
the computer operating system, and possibly inbuilt redundancy for@oroection and
recovery.

An HDD records data by magnetizing a thin filmfe@fromagnetienaterial on a disk.
Sequential changes in the direction of magnetization represeanty ldatebits. The data is
read from the disk by detecting the transitions in magnetizafieer. data is encoded using an
encoding scheme, such ras-length limitecencodingwhich determines how the data is
represented by the magnetic transitions.

In computer disk storage,sactoris a subdivision of a track on a magnetic disk or optical
disc. Each sector stores a fixed amount of user-accessibla, dedditionally
512 bytes for hard disk drives (HDDs) and 2048 bytes for CD-ROM®SMROMS.
Newer HDDs use 4096-byte (4 KB) sectors, which are known asdbenced Format (AF).



Platter
Actuator Arm

Actuator Axis

Power Connector

Jumper Block
Actuator

IDE Connector
Figure 17: Hard Disk parts

Geometrically, the word sector means a portion dfsk between a center, two radii and a
corresponding arc (see Figure 17, item B), whicshisped like a slice of a pie. Thus, thek
sector(Figure 17, item C) refers to the intersectiomtfick and geometricadector

In disk drives, each physical sector is made ughi@fe basic parts, the sector header, the data
area and the error-correcting code (ECC). The sé&etader contains information used by the
drive and controller; this information includes sybytes,address identificationflaw flag

and header parity bytes. The header may also iaciudalternate address to be used if the
data area is undependable. Huglress identificatioms used to ensure that the mechanics of
the drive have positioned the read/write head twercorrect location. The data area contains
the recorded user data, while the ECC field costamdes based on the data field, which are
used to check and possibly correct errors thatmaag been introduced into the data.

Figure 18: disk layout



1.3.2 Data organization in Windows
Windows organisation data using following structures or elements:

Cluster: Group of sectors form a cluster. Typically clusters camfb@2 kB. Clusters use
logical representation of sectors.

Partition: Logical division of the physical storage. A large physidarage needs to be
partitioned in smaller size so that the OS can use eachqraeg separate entity. However,
smart user hides data into hidden or temporarily deletedipasti

Master Boot Record (MBREvery OS starts with reading a boot record or programme at the
first location of a partition that is mapped to the l@$dware but up sequence.

FAT32: Initially FAT was the widely used allocation systems.TFgtands for file allocation
table and it's a structure that keeps vital Meta datafitd #hat resides on the hard disc or any
other storage. The FAT system uses a certain defines megtsato construct/store a file.
These pre-defined mechanisms are used very nicely by foreaslssto reconstruct file by
forensic tools.

New Technology File System (NTF3he NTFS is a latest standard version introduced by
Microsoft which is little advanced in terms of the allogattable structure as well as keeps
the data compatible foe other OS to work upon. NTFS is currenttywise Window OS. A

file in NTFS is deleted in two steps.

a. The file moved to recycle bin and the meta-data is updated. Tinetsedata can be
read by the forensic tools.
b. The clusters occupied (originally) by the file are then madr&vailable for new file
and the master file table is also updated. When the useresntpé recycle bin the
NTFS marks the clusters as available and considers lgg th be permanently
deleted.
1.3.3 Retrieving deleted files
When a file is deleted, the file system removes trelfigically. That is, it removes all the
meta-data and stamps related to the file. However, thstilileesides in the disk as a physical
entity until it is overwritten. These physical areas can lvg gasily explored and read and
converted to a readable file using forensic application. ¢bbserved that data resides on a
computer for a very long time and are retrieved to a good extent

1.3.4 Retrieving cached files
One can find the webpage visited by the suspect or the victimolynh into the cache. The

cache file of an application can be spread across in thersgsteage. We can confine only
search by using typical keywords elated to the case or pebetlsites.

1.3.5 Retrieving files in unallocated space
In general a deleted file can be searched sequentiallyruntistally by looking for file

headers or extensions. However, certain tools help us to scaockriod broken headers and
use supplementary headers to retrieve data or at leastveetniocks of a lost file for



unallocated space. These retrieved blocks can later bedstanmtiereformed using other tools
to retrieve lost files to a great extent. This is alslted as file carving.

Meta data of the files can be found from the applications useddteche files however there
can be certain tools available to view the metadata ofes like Meta Viewer, Metadata
Analysis, iscrub etc.

1.4 MORE ABOUT RECOVERING LOST FILES/DATA

1.4.1 Slack space, swap file, deleted files
Even these days most of the users aren’t careful and thusrémsit experts get more clues

because of this. The user's ignorance of how computers managerynelisks and related
stuff leaves lots of spaces which are rather invisibléng¢ouser (who can be a subject of an
investigation). Let us look at three potential locations wheranagstigator explores to find
lost data as deleted files and slack space, swap sjgace e

1.4.1.1 Slack Space
Slack Space is the unused space in a disk cluster. The DOS addw¥ifile systems use

fixed-size clusters. Even if the actual data being storgdines less storage than the cluster
size, an entire cluster is reserved for the file. The emhgpace is called the slack space.

DOS and older Windows systems use a 16-bit file allocation (&8&), which results in
very large cluster sizes for large partitions. For exaniplie partition size is 2 GB, each
cluster will be 32 K. Even if a file requires only 4 K, thetie 32 K will be allocated,
resulting in 28 K of slack space. In computer forensics, slaclkespagxamined because it
may contain meaningful data.

1.4.1.2 Swap space
Swap space is the area on a hard disk which is part of theeMMemory of your machine,

which is a combination of accessible physical memory (RAM) thedswap space. Swap
space temporarily holds memory pages that are inactive. Spaye $s used when your
system decides that it needs physical memory for activeegses and there is insufficient
unused physical memory available. If the system happens tonm@edmemory resources or
space, inactive pages in physical memory are then moved swHgespace therefore freeing
up that physical memory for other uses. On a Windows machineswtye space is a file
called Pagefile.sys.

Almost everything on a RAM can be swapped if necessary, beoktisie we can find very
important and forensically interesting things in the swap spazatAom plain-text data of
an encrypted text in a disk file we can even find encryption Kdyshks to flaw-full
weaknesses in some applications that allow unencrypted keyside ne memory. Also, part
of e-mails or matter stored at remote locations mightreide in swap space. And to relief
of all investigators, any standard disk maintenance utiityaccess this information.

On Windows, the swap file is a hidden file found in the root direataligd pagefile.sys. The
registry path for the swap file is (can be subject to change):



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\SessionMgaaMemory
Management.

Several tools are available to retrieve slack spacewad space on windows system. Slack
space can retrieved using a popular tools like DriveSpy, Eretas@ he overall process of
retrieving involves following steps:

a) Connect to the computer.

b) Have a bit level image of original media.

c) Keep a hashed value of all images.

d) Use key word searches and hash analysis etc. usingikeoEnicase.
Tools like DriveSpy can be used to do some of the above pescess

1.4.1.3 File Carving
File carving can be used to recover data from a hard disk vinemmetadata is missing or

damaged, especially by professional data recovery companies.

When a file is deleted, only the entry in the file systenadfeta is removed, while the actual
data is still on the disk. After a format and even a repariitg it might be that most of raw
data is untouched and can be recovered using file carving.

All file systems contain someetadatahat describes the actual file system. At a minimum
the following is stored: the hierarchy of folders and files, waimes for each. For each file is
also stored the physical address on the hard disk where the dtleréd. As explained below,
a file might be scattered in fragments at different gaysddresses.

File carving is the process of trying to recover files withiig metadata. This is done by
analyzing the raw data and identifying what it is (text, ataae, png, mp3, etc.). This can be
done in different ways, but the simplest is to look for headremsinstance, every Java class
file has as its first four bytes the hexadecimal valn€E BA BE Some files contain footers as
well, making it just as simple to identify the ending o fle.

Most file systems, such as FAT and UNIX Fast File Systeork with the concept of clusters
of an equal and fixed size. For example, a FAT32 file systeghtrhe broken into clusters of

4 KB each. Any file smaller than 4 KB fits into a singlaster, and there is never more than
one file in each cluster. Files that take up more than 4 KBllreated across many clusters.
Sometimes these clusters are all contiguous, while othes timg are scattered across two or
potentially many more so calléhgments, with each fragment containing a number of
contiguous clusters storing one part of the file's data. Obvidaugjg files are more likely to
be fragmented.

File carving is a highly complex task, with a potentially hagenber of permutations to try.
To make this taskkactable, carving software typically makes extensive dismauels and
heuristics. This is necessary not only from a standpoint of erectithe, but also for the
accuracy of the results. State of the art file canatgprithms use statistical techniques
like sequential hypothesis testifay determining fragmentation points.



1.4.1.4 Event logs
Event logs are stored in Metadata files. The entries setfiles can be retrieved on a good

way depending upon how refining is carried out by investigators. vidien or suspect
system log entries change rapidly as the new events are recbhgedvent logs can also be
configured minimal to maximum events and durations. We can uselik®IPs log list and
EVT to retrieve event records. See figure 19,20, 21.
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Figure 20: WDumEvt window (showing system).
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Figure 21: WDumEvt window (showing apps).

1.5 SUMMARY

1.

w

Digital Forensic examiners will most likely encounter Windoarsd will have to
collect evidence from it in almost all cyber-crime cases.

Forensics can be looked as Volatile and non-volatile informativvindows.

Volatile Information in Windows can disappear or be easily mediifi

Non-volatile information remains on a secondary storage devideparsists even
after power is off.

Major tools for extracting volatile information are PsLoggedorgtslssions,
logonsessions, doskey uptime etc.

Tools that can be used to access information pertaining openedardesNetfile,
PsFile, open files etc.

Tools like NetStat gives access to information partitioningrerr network
connections to the host computer

Tools like ipConfig, promiscDetect, promgry helps in getting thal \nformation
pertaining network interface cards (NIC) in Windows.

Registry information can have a good impact on the forensic &habsd
investigation and collecting these information would be vel.vit

10.Tools like DevCon,Access Data tool kitteg and regedit helps in extracting non-

volatile information in Windows.

11.Windows organises data using structures or elementlikster, Partition, Master

Boot Record, FAT32, New Technology File System.



12.Files that are deleted, lost, cached or unallocated caretbheved using various
methods and tools.

1.6 CHECK YOUR PROGRESS
1. Fill in the blanks.

a) The Microsoft windows versions that are currently in use are and

b) Major forensics areas in windows are and information

C) is a utility for DOS and Microsoft Windows that adds comrhistaky

d) in windows contain latest copied area of memory which canlatgefor
use.

e) Tools likeregandregedithelps in to get via important keys.

f) In computer disk storage, a is a subdivision of a track on a matjektar
optical disc.

0) is the amount of on-disk file space from the end of thd legical
information to the end of the physical disk record.

h) is the process of trying to recover files without a fiensys
metadata.

2. State True or False.

a) Volatile Information retains its contents even when the powietesrupted the stored
data is immediately lost.

b) System time, logged users, open files, network information anelsdthat are mapped
shared folders are examples of non-volatile information in wisdow

c) Registry information is an example of volatile information

d) Group of sectors form a cluster.

e) When a file is deleted, the file system removes tleeldigically i.e. it removes all the
meta-data and stamps related to the file.

1.7 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a) Windows 8 and Windows 10.
b) Volatile and non-volatile.
c) Doskey.
d) Clipboards.
e) Registry entries.
f) Sector.
g) Slack space.
h) File carving.
2. State True or False

a) (F)
b) (F)
c) (F)



d) (T)
e) (T)
1. 8 FURTHER READINGS

Windows Forensic Analysis Toolkit, Third Edition: Advanced Analysishieques
for Windows 73rd Edition, by Harlan Carvey.
File system forensic analysis 1st edition, by Brian carrie
http://www.gfi.com/blog/top-20-free-digital-forensic-investiget-tools-for-
sysadmins/
Linda Volonino, Reynaldo Anzaldua; Computer Forensics For DummiesyWil
Publishing, Inc.
Investigating Hard Disks, File and Operating Systems: BGRCIl | Press

1. 9 MODEL QUESTIONS
1. State the usage and forensic importance of PsLoggedon, Netseksgjomsessions
tools.
How the deleted and lost files are recovered in a windygatem?
Describe the disk and file structure in a windows system.
What is a slack space, swap space and file carving?
5. How is registry information important in windows forensics?
References, Article Source & Contributors
[1] Disk Sector, https://en.wikipedia.org/wiki/Disk_sector, retribiov 2015
[2] DriveSpy, https://www.digitalintelligence.com/softwaretadfitware/drivespy/,
retrieved Nov 2015
[3] File Carving, https://en.wikipedia.org/wiki/File_carving, ret'ed Nov 2015
[4] Hard Disk Drive, https://en.wikipedia.org/wiki/Hard_disk_drivetrieved Nov 2015
[5] Operating Systems, https://en.wikipedia.org/wiki/Operatingesystretrieved Nov
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[6] What is slack space, A Webopedia Definition,
www.webopedia.com/TERM/S/slack_space
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UNIT II: LOGS & EVENT ANALYSIS AND
PASSWORD CRACKING

2.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Understand registry and fetch various keys in registatedlto event logs.
Understand the event log file structure and know how event infunma&an be
retrieved from log files correlate its use while doing foreissestigation.

Know user account policies, audit policies and mechanisms of icigaagdit policy
and correlate its use while doing forensic investigation.

Know various tools used for log and event analysis.

Know basic ways passwords are stored in Windows and correlatedshilg forensic
investigation.

Understand various ways of password attacks (password hacking) asldteowhile
doing forensic investigation.

Know various tools for password hacking useful in forensic invdgiiga

2.2 INTRODUCTION

In this chapter we will discuss two very important aspectwiotlows and other systems
which plays very vital role in forensics. They are: Eveagsl and Password cracking. In
computer log management and intelligence, log analysis (omsystd network log analysis)

is an art and science seeking to make sense out of computertgémecards (also called log
or audit trail records). The process of creating such recordsllexd data logging. Typical

reasons why people perform log analysis are:

Compliance with security policies

Compliance with audit or regulation

System troubleshooting

Forensics (during investigations or in response to subpoena)

- Security incident response

The Security Log, in Microsoft Windows, is a log that contaimsonmgs of login/logout
activity or other security-related events specified by tiséesn's audit policy. Auditing allows
administrators to configure Windows to record operating systaivitg in the Security Log.
Event logging provides system administrators with informaticefulsor diagnostics and
auditing. The different classes of events that will be loggesdwell as what details will
appear in the event messages, are often considered eahly detvelopment cycle. Many
event logging technologies allow or even require each classof & be assigned a unique
"code", which is used by the event logging software or a sepaeater (e.g., Event Viewer)
to format and output a human-readable message. This fasiliatalization and allows
system administrators to more easily obtain information ohlems that occur.



Windows registry is also a very important source to maintain rmadage logs. As well
registry also has variety of controls/keys where general decpertaining events etc. are
maintained which can be very vital during digital forensics

In cryptanalysis and computer security, password cracking isptbeess of recovering
passwords from data that have been stored in or transmittedcbynputer system. The
purpose of password cracking might be to help a user recover adorgassword (installing
an entirely new password is less of a security risk, but it wegoSystem Administration
privileges), to gain unauthorized access to a system, arpasventive measure by System
Administrators to check for easily crack-able passwordsaQite-by-file basis, password
cracking is utilized to gain access to digital evidence fockvhijudge has allowed access but
the particular file's access is restricted.

2.3 WINDOWS REGISTRY

Windows registry keeps most of the information pertaining polictgus etc. in form of
keys, sub keys and values. Windows registry can be worked upon by adatonithrough
application like ‘regedit’. Windows can also be supplied with aroamd like tool like 'reg’
to help users work on registry. Registry contains hives under vgibhkeys are present.
These hives play important role in the overall functioning of yisées.

2.3.1 Registry and forensics

An investigator can acquire quite a good deal of information by studymaganalysing
registry. Many tools like ProDiscover, ProScript can beyJendy to get a good deal of
analysis of registry entries. Registry entries can be ugedctuire and analyse many
important information necessary for forensics analysis. Th#eemation use system, time
zone, shares, audit policy, wireless SSIDS, auto startidesa user login, activities, USB
removable devices, trusted devices, cache, cookie and hestory

2.3.1.1 System information
Basic information of system can be acquired for registryta@esystem information and its
registry key are listed below:

Table 3: Various important log attributes and resipee registry keys.

$# .3
AX5U0% % L, U% U% : U7 0 %
#H# & 145 % , E W L $
4 " # A7 5 - $* W N
? # # 145 Y% % , W V'
# # # 145 W % , LO L 0 L
T U,/%I>*1U; U; 7 /0
6 ## # AF7>/U5  UV%N%U;, U UW. (X
0" # 38/1&9A%79&57%3" 1, W% % ., U U=*A>
# 38/1&9A%79&57%3L,1*5 W % , W L0 %
g 38/1&9A%79&57%3" 1, 5 (0
# 75U,750( U7 Ul UW>'(X




# # B# , $ 5 - 8 % N UVE u 7z W.I'(X %
# $# L $ 5 - $ % N UVE s (

# $# L $ 5 - $ % N UVE > 5>l
(H#E#H 2 Q## , $ U5 u, 7 U7%5

& # $ %  U38/1&%I>>/*&l,/>U, $ U5

24# # 38/1&9A%79&57%3"I, $ (&) [CHE % N L >

Table 3list out few important keys and their paths. These infdomacquired using these
keys has to be recorded using Encase and can lead to many conchisiergutting up the
case.

‘Computers’ here is the name that the user gives to its aemplhe name of computer
generally is made once in the lifetime usage of the syatehrhence it can be used to trace
various activities on network and internet carried by the usere Bimast shutdown is the
time at which the system was completely shut down. This infawmaan lead us to know the
status of the user and time stamps of various files and@aelate to give an idea of the
mental status of the suspect. Sometime user themsebate shared folders and applications
for others to use over local network or internet (remote deskt®ps information can be
traced out to find and analyse what kind of things or information thiewess trying to share
and thus stamps of the shared files/folders can also be analys#itipolicy information can
be very useful as it can let us know about what types of infavmlatients an investigator
should look for in the event log. Service set identificationd@SSmaintained by Windows
can be useful in situations where unauthorised access is oeegl investigated and IP
addresses needs to be traced.

Artefacts of a USB devices connected to computer are alstenesgl via PnP (plug and play)
manager. The sub key formed for every USB device under thpditkyin table 1 is of the
form Disk &Ven_ ###&Prod_###&Rev##A his and other information can be used to trace
and collect vital evidences pertaining to a case. Simildhescase with mounted devices
information under registry.

Many applications maintain MRU lists i.e. they keep a listredently used files or
opened/created files. Also search assistant MRU lists atge maintained by search
applicants. MRU lists of connected systems etc. are alsutaireed. This information can of
genuine help to understand victim’s state of mind or conditionbgefstre the crime. System
restore points can be studied to understand how and when the uset baekteips. Restore
points can be used to understand long back status of the user work.

Events are any occurrences or triggering of an activity. dgerating system logs some of
these occurrences or events. However, the key PolAdEVt istriegan be used to set audit
configuration in order to log events based on user requirements. Kapheavailable for
logging events is:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Evieagi<Event Log>



One can view events logs from the control panel alsoFigaee 21,Figure 22andFigure 23.
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Figure 22: Event Viewer.

2.4 WINDOWS EVENT LOG FILE

In windows event logs are stored in binary format. Event logstared in form of headers
and set of records. The event logs are in form of headers tapidreeords. The event logs are
in form of pipe or buffer where event addition can lead to sewéralder events out of the
file.



2.4.1 Windows Event Log File Format
Each log file consists of a Header record (giveklaS LOGFILE_HEADERstructure) and

the Body. The body again consists of Event recdtasCursor record and unused space. The
body could form a ring buffer, where the cursororgcwill mark the border between the
oldest and the newest event record. Unused spabe lve empty, slack and padding

Windows Event Log (EVT)- ForensicsWiki,
www.forensicswiki.org/wiki/Windows_Event_Log_(EVT)

The Windows XML Event Log (EVTX) format was introckes in Windows Vista as a
replacement for the Windows Event Log (EVT) format.

Whenever an event has to be written/created/upddied LOGFILE_HEADER and
theELF_EOF_RECORD structures are written in the el@mnt

Whenever and application needs to log (or is setegistry to log an event) it calls
ReportEvent function which adds an EVENTLOGRECORIDdure taking the parameters
from the system (see figure 3).

ReportEvent
Parameters

1] o

Figure 23: Event logs and reporting in windows

The event records are organized in either non-wngpgr wrapping way. The non-wrapping
is a simple one where records are added betweeehaad EOF record structures.

Non-wrapping:

HEADER (ELF_LOGFILE_HEADER)



EVENT 1 (EVENTLOGRECORD)

EVENT 2 (EVENTLOGRECORD)

EOF RECORD (ELF_EOF_RECORD)

Wrapping:
HEADER (ELF_LOGFILE_HEADER)
PART OF EVENT N (EVENTLOGRECORD)
EVENT N+1 (EVENTLOGRECORD)
EOF RECORD (ELF_EOF_RECORD)
Wasted space
EVENT 1 (EVENTLOGRECORD)
EVENT 2 (EVENTLOGRECORD)
PART OF EVENT N (EVENTLOGRECORD)

The Wrapping mode uses circular way of adding new records. $nathiold record is
overwritten as new records come in.

2.4.2 Reading from an Windows event log file
On Windows the event logs can be managed with "Event Viegeréntvwr.msc) or

"Windows Events Command Line Ultility" (wevtutil.exe). EventeMier can represent the
EVTX (XML format) files in both "general view" (or formad view) and "details view"
(which has both a "friendly view" and "XML view"). Note thise formatted view can hide
significant event data that is stored in the event reawidccan be seen in the detailed view.

An event viewer application like Windows Event Viewer or Iqmarser uses
the OpenEventLodunction to open the event log for an event source. Then the viewer
application uses the ReadEventlfagction to read event records from the ldbe following
diagram illustrates this process (see figure 4).
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2.4.3 Using Microsoft log parser
Logparser is a flexibleommand lineutility that was initially written by Gabriele Giuseppini,

aMicrosoftemployee, to automate tests RS logging It was intended for use with
theWindowsoperating system, and was included with the [ISRe6ource Kit ToolsThe
default behavior of logparser works like a "data processing pgeliby taking
anSQL expression on the command line, and outputting the lines containing sméichiee

SQL expression.

hessage
DLL

message for event

Figure 24: Process of viewing Event logs in windows

—+
11

LogFile

Microsoft describes Logparser as a powerful, versatile toati provides universal query
access to text-based data such as log K&l files andCSVfiles, as well as key data
sources on th@indowsoperating system such as teent Log theRegistry the file

system, and\ctive Directory The results of the input query can be custom-formatted in text

based output, or they can be persisted to more specialty tdilge&QL, SYSLOG or

achart

Common usage:

$ logparser <options> <SQL expression>

Example: Selecting date, time and client username acce#siiX-files, taken from allog-
files in the current directory.



$ logparser -i:ISW3C -q "SELECT date, time, cs-usernam®MR.log WHERE cs-uri-
stem LIKE '%.aspx' ORDER BY date, time;"

=+ Command Prompt

IC:“Program Files“Log Parser 2_2>logparser ~h

Microsoft (R} Log Parser Uersion 2.2.18
opyright <C> 2804 Microsoft Corporation. All rights reserved.

lsage = LogParser [—i:<{input_format>] [—o:<{output_format>] <SQL guewry> |
i <guery_filename>[?paraml=valuel+...1]
ormat_options>] [Koutput folmat _options>]
f0FF1]1 [-e:<{max_errors>] [—iwl:zONIOFF11
[:OMIOFF1]1 [saveDefaults] [gueryInfol

LogParser —c —diz{input_format?> —o:{output_format?> {Ffrom_entity>
tity> [{where_clause>] [{input_format_coptions>]
_format Dptlun_‘)] [-multifSite[zONIOFF11
gl= i0FF1]1 [-e:<{max_errors>] [—iwl[:-OHIOFF11]
[—stats[ONIOFF1] [—gueryInfol

—i:{input_format> : one of TISW3C, NCSA. IIS. IISODBC. BIMN. IISMSID.
HITPERR. URLSCAM. CSU. TSU,. W3G, HML. EUT. ETW.
METMOM. REG. ADS. TEXTLIME,. TEATWORD. FS,. COM (if
omitted, will guess from the FROM clause)

—o:{output_format> : one of CSU. TSU, HML. DATAGRID. CHART. SY¥SLOG.
HEUROUIEW, HAT. W3C, 118, SQL, TPL, HULL <(if omitted.

will guess from the INTO clausel

—g[:ONIOFF] : guiet mode; default is OFF

—e{max_errors> : max # of parse errors before aborting; default is —1
{ignore alll

—iwl:=0OMIi0OFF] H ignore warnings; default is OFF

—stats[:ONI0OFF1] H gﬁsplay statistics after executing guery; default is

=B = use built—in conversion guery

—multiSite[=0OMIQOFF] : send BIN conversion output to multiple files
depending on the SitelD value; default is OFF

—saveDefaults : save specified options as default values

—restoreDefaults : restore factory defaults

—querylnfo = display guery processing information <{does not
execute the gueryd

Examples -

LogParser "SELECT date. REUERSEDHS<c—ip> A% Client. COUNT(*) FROM file.log
WHERE sc—status<{>288 GROUF BY date. Client" -e:i8

LogParser file:myQuer 1?mylnput =C:stemp ex*, log+my0utput =results.csv

LogParser —c —i:BIN —o:W3C filel.log file2.log "ComputerMame IS MOT HULL"

Help:
—h GRAMMAR : SQL Language Grammar
—h FUNCTIONS [ <function> 1 : Functions Syntax
—h EXAMPLES Example gueries and commands
—h —i:{input_format> : Help on <input_format>
—h —o:<{output_format> : Help on <output_formatl
-h —¢ : Conversion help

glaglgglam Files~Log Parser 2.2>logparser "Select count<{distinct c—ip> from exB7
COUNT (DI STINCT c—ip>

rocessed: 6384
Elements output: i
Execution time: B.83 seconds

:~Program Files“Log Parser 2.2>

Figure 25: LogParser.

2.4.4 Understanding Windows user account managemelugs
Audit policies in windows can be edited using local group policy edgee figure 2).

Windows user account management security policy setting inforenepg@rating system to
logs when the following user account management tasks arerpedor

On creation, changing, deletion, renaming, disabling, enablwaking out, or

unlocking of an user account.

On user account password change.

On adding of Security identifier (SID) history to an user account

The restore mode password for Directory Services is set.

Permissions on accounts are modifiett.
This policy setting is very useful for investigators in tiagkevents that involve getting sense
of user accounts.



To view complete list of events in user account managemeaselvisit Microsoft site:
https://technet.microsoft.com/en-us/library/dn319091.aspx

2.4.5 Understanding Windows file and other object Acess sets
Objects on internet or computer can be tracked using object guui@ss setting in audit

events. If appropriate object access auditing subcategokiedil@ operations, Registry etc.)
is enabled one can audit attempts to access a file, direotgistry key, or any other object
(see figure 2). Many other subcategories are Audit Applicatiorefaéed, Audit Certification
Services Audit Detailed File Share, Audit File Share, Audit File ®ys, Audit Filtering
Platform Connection Audit Kernel Object, Audit Other Object Access Events, Audit
Registry, Audit Security Account &dhagement etc.

2.4.6 Auditing policy change
We can track the audit policy changes even. a localmystenetwork Policy Change can be

tracked using audit policy change events. Policies are mostlyalierdreated by admin or
privileged users, thus, any changes or attempts to changepblses can be an important
aspect of security management as well as while gatherirgstigative information. Few
subcategories in this are: Audit Policy Change, Audit Authemice®olicy Change, Audit
Authorization Policy Changeé\udit Filtering Platform Policy Change, Audit MPSSVC Rule-
Level Policy Change, Audit Other Policy Change Events

2.5 WINDOWS PASSWORD STORAGE

User and passwords in a window system are stored in eitheo gilaces:

a) SAM(Security Account Manager)

b) AD(Activity directory)
2.5.1 SAM
The Security Account Manager (SAM) is a database fileimddivs XP, Windows
Vista and Windows 7 that stores users' passwords. It candoetasauthenticate local and
remote users. Beginning with Windows 2000 SP4, Active Directougésl to authenticate
remote users. SAM uses cryptographic measures to prevent forlisielento gain access to
the system.

The user passwords are stored in a hashed format in a rduystrgither as a LM hash or as
a NTLM hash. This file can be found in %SystemRoot%/systeraBigzSAMand is
mounted on HKLM/SAM.

In an attempt to improve the security of the SAM databassnsig offline software
cracking, Microsoft introduced the SYSKEY function in Windows NO. #/hen SYSKEY is
enabled, the on-disk copy of the SAM file is partially encryptedthat the password hash
values for all local accounts stored in the SAM are encatypwith a key (usually also referred
to as the "SYSKEY"). It can be enabled by running the syskeygm Since a hash
function is one-way, this provides some measure of securithdéostorage of the passwords.



In the case of online attacks, it is not possible to simply abpySAM file to another
location. The SAM file cannot be moved or copied while Windows is runrgimge the
Windows kernel obtains and keeps an exclusive filesystem lock @#iefile, and will not

release that lock until the operating system has shut down otua '&reen of Death"
exception has been thrown. However, the in-memory copy of the confehts SAM can be
dumped using various techniques (including pwdump), making the password hesitedsie

for offline brute-force attack.

2.5.1.1 Removing LM hash
Most versions of Windows can be configured to disable the creatiostaradje of valid LM

hashes when the user changes their password. This is the dettnlj in Windows Vista,
but was disabled by default in previous versions of Windows. Noteliegahis setting does
not immediately clear the LM hash values from the SAM, hthar enables an additional
check during password change operations that will instead store anyduwalue in the
location in the SAM database where the LM hash is othenteseds (This dummy value has
no relationship to the user's password - it is the same ua&gefor all user accounts.)

2.5.1.2 Related attacks
In Windows NT 3.51, NT 4.0 and 2000, an attack was devised to bypaskctie

authentication system. If the SAM file is deleted from Hzed drive (e.g. mounting the
Windows OS volume into an alternate operating system)attiaeker could log in as any
account with no password. This flaw was corrected with Windowsnkigzh shows an error
message and shuts down the computer. However, there exist safitiliéies which, by the
aforementioned methodology of using either an emulated virtual, dnvieoot disk (usually
Unix/Linux) based environment to mount the local drive housing theeablT FS partition,
and using programmed software routines and function calls from vagsigned memory
stacks to isolate the SAM file from the Windows NT sysiastallation directory structure
(default: %SystemRoot%/system32/config/SAM) and, depending on thieuter software
utility being used, removes the password hashes stored faasemts in their entirety, or in
some cases, modify the user account passwords directlyHrsmnvironment.

This software has both a highly pragmatic and beneficial use password clearing or
account recovering utility for individuals who have lost or forgotteir tvendows account
passwords, as well as a possible use as a malicious sof$eaweity bypassing utility.
Essentially granting a user with enough ability, experience,famdiarity with both the

cracking utility software and the security routines of the Windbi¥skernel (as well as
offine and immediate local access to the target computer)cépability to entirely

bypass/remove the windows account passwords from a potential tamggguter. Only

recently, Microsoft released a utility called LockSmith, wvahis part of MSDart. MSDart is
not freely available to end-users, however.

2.5.2 AD
Active Directory (AD) is adirectory service that Micrdisdeveloped for Windows

domain networks and is included in most Windows Server operatirignsysas a set of
processes and services.



An AD domain controller authenticates and authorizes all wsetscomputers in a Windows
domain type network—assigning and enforcing security policies for aatipaters and
installing or updating software. For example, when a user logs ioboputer that is part of a
Windows domain, Active Directory checks the submitted passwodddatermines whether
the user is a system administrator or normal user.

Active Directory makes use of Lightweight Directory Acs&sotocol (LDAP) versions 2 and
3, Microsoft's version of Kerberos, and DNS.

As adirectory service, an Active Directory instance cirsiof a database and
corresponding executable code responsible for servicing requestsmaimdaining the
database. The executable part, known as Directory System Agyantollection of Windows
services and processes that run on Windows 2000 and later. Oibje&tsive Directory
databases can be accessed via LDAP, ADSI (a component wigjdel interface), messaging
API and Security Accounts Manager services.

2.6 APPLICATION PASSWORDS CRACKERS

A password cracker is a program that can assist users tn oipi@uthorised access to an
application or resources. Also, Password crackers can helptogetsieve lost or forgotten
passwords of any application.

2.6.1 Password cracking methods
Password crackers can use many ways to identify a passWwrdnost important methods

are:
a) Brute force method
b) Dictionary searches
c) Syllable attack
d) Rule based attack
e) Hybrid attack
f) Password guessing
g) Rainbow attack

2.6.1.1 Brute force attack
Brute force attacks work by calculating every possible combimatiat could make up a

password and testing it to see if it is the correct passwarthe password’s length increases,
the amount of time, on average, to find the correct passwordases exponentially. This
means short passwords can usually be discovered quite quickly, but pasgsvords may
take decades.

2.6.1.2 Dictionary attack
In cryptanalysissndcomputer security a dictionary attack is a technique for defeating

acipheror authentication mechanism by trying to determine itsyg¢ion key or passphrase
by trying hundreds or sometimes millions of likely possibilitesch as words in a dictionary.

A dictionary attack is based on trying all the strings in agoranged listing, typically derived
from a list of words such as in a dictionary (hence the phratierdicy attack. In contrast to



abrute force attackwhere a large proportion of they spacés searched systematically, a
dictionary attack tries only those possibilities which are amkbmmost likely to succeed.
Dictionary attacks often succeed because many people havedandgnto choose

shortpasswordghat are ordinary words or common passwords, or simple varianisezhta
for example, by appending a digit or punctuation characterioDaty attacks are relatively
easy to defeat, e.g. by choosing a password that is nop&esiariant of a word found in any
dictionary or listing of commonly used passwords.

2.6.1.3 Syllable attack
It is a combination of the above two password attack. Manystiime passwords does not

contain a dictionary word and in these cases syllables fornorticy words use token and
combined to every possible ways to do brute force searches.

2.6.1.4 Rule Based Attack
The attackers has many/ some preoccupied information using whicettloé rules can be

formed and then the possible searches can be narrowed down to extgaatThis type of
attack is the most powerful one.

2.6.1.5 Hybrid attack and password guessing
It is also based on dictionary attack. In this if the old wass$ is known than concatenating it

with other symbols can yield the right password. In case of gue#s common passwords
that are mostly used by novice users are used to crack.code

2.6.1.6 Rainbow Attacks
Any computer system that requires passvarthenticatiormust contain a database of

passwords, either hashed orpiaintext and various methods password storagexist.
Because the tables are vulnerable to theft, storing thetgkaipassword is dangerous. Most
databases therefore storergptographic hasbf a user's password in the database. In such a
system, no one—including the authentication system—can deterrheteawiser's password

is simply by looking at the value stored in the database. Insideh a user enters his or her
password for authentication, it is hashed and that output is compattesl stored entry for
that user (which was hashed before being stored). If thbasloes match, access is granted.

Someone who gains access to the (hashed) password table canngtanenethe user's
(hashed) database entry to gain access (using the hash asvarghassuld of course fail
since the authentication system would hash that a secondptioteicing a result which does
not match the stored value, which was hashed only once). In oréarmod user's password,
a password which produces the same hashed value must be found.

Rainbow tables are one tool that has been developed in an effigtite a password by
looking only at a hashed value.

Rainbow tables are not always needed, for there are simpdnods of hash reversal
available Brute-force attackanddictionary attacksire the simplest methods available;
however these are not adequate for systems that use lasgepis because of the difficulty



of storing all the options available and searching through suclye database to perform a
reverse-lookup of a hash.

To address this issue of scale, reverse lookup tables wemagehthat stored only a smaller
selection of hashes that when reversed could generate lomg ofigasswords. Although the
reverse lookup of a hash in a chained table takes more computétimmathe lookup table
itself can be much smaller, so hashes of longer passwardsecstored. Rainbow tables are a
refinement of this chaining technique and provide a solution pyoalem called chain
collisions.

A rainbow table is pre-computed tabl®r reversingeryptographic hash functionsisually
for cracking passwortlashes. Tables are usually used in recoveriplgiatext passwordp
to a certain length consisting of a limited set of charactérs a practical example of
aspace/time trade-qgffusing less computer processing time and more storage thrarea
force attackwhich calculates a hash on every attempt, but more processieagand less
storage than a simpleokup tablewith one entry per hash. Use ofkey derivation
functionthat employs galtmakes this attack infeasible.

2.6.1.7 System passwords
Every personal computer and in that matter all computers doesahaystem setting or

controls which are given by the hard core manufacturers to coate#ss to system
configuration and files that are vital to the boot process. In roasgs users set password to
the system control and there can be ways to break theseopdss

One way is to bypass the Bios password. Most of the manudestyprovide backup
passwords. These can be accessed by reading their user docdomeategfully. Like for

example Dell gives backup password as “Dell” similarly Compages as “Compaq”.
However, if these backup passwords are not working one can use anatombiof case
sensitive back up passwords. Backup passwords are called @dglti®d’ passwords. While
typing system passwords it should be known that typing wrong passwan lock the entire
system network and render a unstable device.

Another way is by re writing the CMOS Batter. Many timethé CMOS Battery is removed
and replaced after 20-30 minutes the BIOS passwords resets.

Also, by adjusting the jumper settings on a mother board, all cusstigs, including BIOS
passwords will be cleaned. Location of these jumper settings/arg so we need to refer to
the system documentation.

2.6.2 Tools for passwords cracking
There are several tools /software available to assistvpads recovery or cracking. Few

examples are windows key generator, CMOSPwd, ERD commander.

2.6.2.1 CMOSPwd
CmosPwd decrypts password stored in cmos used to access BIO® S®Dtks with the

following BIOSes - ACER/IBM BIOS - AMI BIOS - AMI WinBDS 2.5 - Award



4.5x/4.6x/6.0 - Compaq (1992) - Compaq (New version) - IBM (PS/8ya#cThinkpad) -
Packard Bell - Phoenix 1.00.09.ACO (1994), a486 1.03, 1.04, 1.10 A03,e4.(0502.943,
4.06 rev 1.13.1107 - Phoenix 4 release 6 (User) - Gateway Solo - ®PHo@mnelease 6 -
Toshiba - Zenith AMI

2.6.2.2 ERDCommander
Microsoft DaRT is a successor of ERD Commander, which wats giathe Winternals

Administrator Packrom Winternals. ERD Commander later became a Microsafperty
with its acquisition of Winternals on 17 July 2006.

Microsoft DaRT is based dWindows Preinstallation Environmenbw referred to as the
Windows Recovery Environment. The tool set includes:

Registry editor: EditVindows Registry

Locksmith: Resets a user account's password

Crash Analyzer: Analyzes crash dumps

File Restore: Restores deleted files

Disk Commander: Repairs volumesaster boot recordsnd partitions

Disk Wipe: Irrecoverably erases data from hard disk

Computer Management: A group of utilities that help retrieveesysnformation,
enable, disable or manage device drivfmdows serviceand software that run
during computer startup, inspect the event logs of the offliséesy and manage
partitions.

Explorer: A file manager

Solution Wizard: A guidance tool that helps user choose the proper tegai

TCP/IP Config: Displays and modifid&CP/IP configuration

Hotfix Uninstall: UninstallsNindows hotfixes

SFC ScanRevives corrupted or deleted system files by copying themim fthe
Windows installation source

Search Searches a disk for files

Defender(formerly Standalone System Sweeper):ativirusthat scans a system for
malware, rootkits, and potentially unwanted software. Uses &nee sengine as
Microsoft Security Essentiabnd other Microsoft antivirus products.

ERD Commander originally included more tools, including a welwber.

2.6.2.3 Office pwd recovery
Office Password Recovery Toolbox is software which recoMest passwordto any

Microsoft Office document effectively. It can also recoresad only files password. It allows
several features to users letting them to set parameténg tsearching password range like
shape and length of the password. It enables users to dearstring documents more
efficiently and quickly. It recovers read only passwords fromrd&ioft Office Access. It is
such type of application that can recover lost or forgotten maidsier Microsoft PowerPoint
presentations, Microsoft Excel spreadsheets, Microsoft Aatasbases, Microsoft Outlook
e-mail accounts, Microsoft OneNote notebooks etc. It can reqasswords instantly and
helps in modifying sheet protection passwords, workbook passwords, ewowlnt



password, database passwords etc. It has user friendlyaggenthich helps in extracting
searches. The Office Password Recovery Tool provides an effiaczess to MS Office
documents.

Features:
It recovers and removes all passwords of MS Excel, MS Outlgtik,Access
documents, MS Word and VBA projects.
It is able to crack all the Office document passwords and endbém for

modifying workbook and worksheet passwords (Excel only), document protection

passwords, database, user work group passwords and VBA projecbimsss
The entire recently opened password protected Microsoft Officantemts is
unprotected by using this software and opens the start uplydirec

It can access server's unique passwords and can break MS EXd& @ord
passwords irrespective of strength and length of password.

It has the ability for protecting Office password Recovery bowlwith password
in order to prevent unauthorized access.

2.6.2.4 Passware kit
Passware Kit Enterprise and Forensics Passware Kit camerethe password of up to 150

different file types. It is trade, not exactly cheap tools, ¢art be very useful in different
circumstances. This complete electronic evidence discas@rtion reports all password-
protected items on a computer and gains access to these iteghthadastest decryption and
password recovery algorithms. Many types of passwords are redomereset instantly, and
advanced acceleration methods are used to recover difficult pdssWwaissware Kit Forensic
introduces a new attacks editor, which sets up the password neqoeeess in the most
precise way to provide the quickest decryption solution possiblehighest performance is
achieved with Distributed Password Recovery, using the computingr pofvenultiple

computers.
Passware Kit Forensic includes a Portable version that runs dr@i8B drive and finds

encrypted files, recovers files and websites passwords withodifyimg files or settings on
the host computer. Perform a complete encrypted evidence digcpuecess without
installing Passware Kit on a target PC.

Passware Kit Forensic, complete with Passware FireWiegendly Imager, is the first
commercial software that decrypts BitLocker and TrueCrypd hdisks of the seized
computers without applying a time-consuming brute-force attack.

Key Features:

Recovers passwords for 180+ file types and decrypts hard disks Neidipg an all-
in-one user interface

Scans computers and network for password-protected files (Encryptiatyzér
Professional included)

Acquires memory images of the seized computers (FireWlemory Imager
included) New!



Retrieves electronic evidence in a matter of minutes fraffiralows Desktop Search
Database (Search Index Examiner included)

Supports Distributed and Cloud Computing password recovery New!

Runs from a USB thumb drive and recovers passwords without atitalbn a target
PC (Portable Version included)

Includes 1-year Subscription to updates

General Features

Instantly recovers many password types

Instantly decrypts MS Word and Excel files up to version 2003 (20 tSriedi
Decryptum attack included)

Resets passwords for Local and Domain Windows Administratdenihs

Recovers encryption keys for hard disks protected with BitLackeminutes,
including BitLocker ToGo New!

Decrypts TrueCrypt volumes in minutes New!

Provides 8 different password recovery attacks (and any condniraitthem) with an
easy-to-use setup wizard and drag & drop attacks editor

Uses multiple-core CPUs and NVIDIA GPUs efficiently tpesed up the password
recovery process by up to 45 times

Uses Tableau TACC hardware accelerators to speed up theopéssaovery process
by up to 25 times

Provides detailed reports with MD5 hash values

2.6.2.5 PDF Password Crackers
CrackPDF, Abcom PDF Password Cracker, and Advanced PDF PdsReocovery can all

be used to access password-protected Adobe PDF files. CraekfeiD¥bcom PDF Password
Cracker use brute force attacks to discover the passwordg mdivManced PDF Password
Recovery simply removes the password protection entirely.

2.7 SUMMARY

1. Eventlogs and Password cracking plays very important rol@italdiorensics.

2. Event logging provides system administrators with informationuli$ef diagnostics
and auditing. Windows registry is also a very important sourcenamtain and
manage logs.

3. Password cracking is utilized to gain access to digitaleeme for which a judge has
allowed access but the particular file's access igatest.

4. Registry entries can be used to acquire and analyze muyadrtant information like
system, time zone, shares, audit policy, wireless SSID®, start locations, user
login, activities, USB removable devices, trusted devicashe, cookie and history
etc.

5. User and passwords in a window system are stored in either tgeAadount
Manager or Activity directory.



6. The most important methods of password cracking are bruterf@tieod, dictionary
searches, syllable attack, rule based attack, hybrickaftassword guessing, rainbow
attack.

7. There are several tools /software available to assistvpass recovery or cracking.
Few examples are windows key generator, CMOSPwd, ERD cndena

2.8 CHECK YOUR PROGRESS
1. Fill in the blanks.

a) and can be very handy to get a good deal of analysis of registry
entries.

b) When an application calls the function to write an entry to ¢he ev
log, the system passes the parameters to the .

c) An event viewer application uses the function to open the egdot |
an event source.

d) SAM Stands for

e) the subcategory needs to be enabled to audit file operations and the
subcategory needs to be enabled to audit registry accesses

2. State True or False

a) In windows event logs are stored in binary format.

b) Policy Change audit events do not allow you to track changes to impedeurity
policies on a local system or network.

c) The Security Account Manager (SAM) is a database file indéivs.

d) Office Password Recovery Toolbox is software which stores lassword to any
Microsoft Office document effectively.

e) Non-wrapping can occur when the event log is created or when the legergt
cleared.

2.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a) ProDiscover, ProScript
b) ReportEvent, event-logging service
c) OpenEventLog
d) Security Account Manager.
e) File System, Registry
2. State True or False

a) True
b) False
c) True
d) False
e) True.
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UNIT Ill: NETWORK FORENSICS

3.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
- Understand basic concepts of networking and its role in fmens
Understand the OSI and TCP/IP Layers and basic protocols whigbegneent for
forensics.
Understand intrusion detection and prevention systems.
Understand ways of capturing of network logs.
Understand ways analysing network time stamps and data logs.
Know and understand usage of various network tools used in fogensi
Know and understand usage of various software tools used in fimensi

3. 2 INTRODUCTION

There are many systems that track and record network adiaitid data. However, there are
still some measures that add up to the forensics on network sy3teensetwork forensics
adds vital information to investigations. Tools can be used timdoline analysis, email re-
construction, Metadata analysis, packet frame analysisemksum on data exchanged.

Another aspect of network forensics is to make/ get capabitfieapturing and investigating
a suspect’s computer over network. There are methods of makingage iof a suspect/
victims computer over network connection form the forensics lalf.itdewever, legal
aspects must be considered before capturing/ intruding over othtamsysletwork
forensics is a sub-branch of digital forensics relating to tlmmitoring and analysis of
computer network traffic for the purposes of information gatheriegal evidence, or
intrusion detection. Unlike other areas of digital forensiesyark investigations deal with
volatile and dynamic information. Network traffic is trangeut and then lost, so network
forensics is often a pro-active investigation. Network forengaserally has two uses. The
first, relating to security, involves monitoring a network foomalous traffic and identifying
intrusions. An attacker might be able to erase all log filea compromised host; network-
based evidence might therefore be the only evidence aeailablforensic analyst&l The
second form relates to law enforcement. In this case analfyseptured network traffic can
include tasks such as reassembling transferred filesghéegrfor keywords and parsing
human communication such as emails or chat sessions. In 2000 thedeBtomputer
hackers Aleksey Ivanov and Gorshkov to the United States foreajfdkinterview. By
monitoring network traffic from the pair's computers, the FRniified passwords allowing
them to collect evidence directly from Russian-based caenput

3.3 NETWORK COMPONENTS AND THEIR FORENSICS
IMPORTANCE
A computer network or data network is telecommunications networkhich allows

computersto exchangeéata In computer networks, networked computing devices exchange
data with each other alomgtwork links(data connections). The connections between nodes



are established using eitteable mediar wireless mediaThe best-known computer network
is thelnternet

Network computer devices that originate, route and terminateldtee are calledetwork
nodes Nodes can includeostssuch as personal computerphonesserversas well
asnetworking hardwareTwo such devices can be said to be networked together when one
device is able to exchange information with the other devicetheh or not they have a direct
connection to each other.

Computer networks differ in theansmission mediased to carry their signals,
thecommunications protocol® organize network traffic, the network's siwgpologyand

organizational intent. In most cases, communications protocolgyaredon (i.e. work

using) other more specific or more general communications proteswispt for the physical
layer that directly deals with the transmission media. @der networks
supportapplicationssuch as access to tWorld Wide Web shared use @pplication and

storage serveys printers and fax machines, and use eofailandinstant

messagingpplications.

3.3.1 Host
A network hosis acomputeror other device connected tacamputer network. A network

host may offer information resources, services, and applicatamsers or other nodes the
network. A network host is a network node that is assigmedvaork layehost address.

Computers participating in networks that uselttiernet Protocol Suitmay also be called IP
hosts. Specifically, computers participating in lthkernetare callednternet hosts, sometimes
Internet nodes. Internet hosts and other IP hosts have one ofRTamidresseassigned to
their network interfaces. The addresses are configured eitwenaity by an administrator,
automatically at start-up by means of Bynamic Host Configuration Protoc@HCP), or
by stateless address auto-configuratioethods.

Every network host is a physicatwork nod€i.e. a network device), but not every physical
network node is a host. Network devices sucmademshubsandnetwork switchesre not
assignedost addressdexcept sometimes for administrative purposes), and are consequently
not considered to be network hosts. Devices such as network praneigardware
routershave IP addresses, but since they are not general-purpose comphegrsare
sometimes not considered to be hosts.

Network hosts that participate in applications that useltaet-server modedf computing,
are classified aserveror clientsystems. Network hosts may also function as nodesen
to-peerapplications, in which all nodes share and consume resourcegqugotent manner.

In operating systems, the tetarminal hostraditionally denotes multi-usercomputer or
software providing services tmmputer terminals, or a computer that provides services to
smaller or less capable devicesjch as anainframe computeservingteletypeterminals

or video terminals. Other examples artelmethost (a telnet server) and an xh@stWindow
client).



3.3.2 Node
In data communication, a physical network node may either be acdataunication

equipment (DCE) such as a modem, hub, bridge or switch; or a dateninal
equipment(DTE) such as a digital telephone handset, a printerhost e&computer, for
example a router, a workstation or a server.

If the network in question is a LAN or WAN, every LAN or WAN nod@bat are at

least data link layer devices) must have a MAC addresscatipione for each network
interface controller it possesses. Examples are computetsetpswitches, xXDSL modems
(with Ethernet interface) and wireless LAN access pointse Nioat a hub constitutes a
physical network node, but does not constitute a LAN network node, aihabbed network
logically is a bus network. Analogously, a repeater or PSTN mdudath serial interface) is a
physical network node but not a LAN node in this sense.

If the network in question is the Internet or an Intranet, manyigadysetwork nodes are host
computers, also known as Internet nodes, identified by an IP addressall hosts are
physical network nodes. However, some datalink layer de\dsoel as switches, bridges
and WLAN access points do not have an IP host address (excepinsesier administrative
purposes), and are not considered to be Internet nodes or hosts, bugiea pbywork nodes
and LAN nodes.

If the network in question is a distributed system, the nodedliangsg servers or peers. A
peer may sometimes serve as client, sometimes sémvaipeer-to-peer or overlay network,
nodes that actively route data for the other networked devices lassvthemselves are
called super nodes.

Distributed systems may sometimes use virtual nodes so ¢haystem is not oblivious to the
heterogeneity of the nodes. This issue is addressed with spimathms, like consistent
hashing, as it is the case in Amazon's.

3.3.3 Router
A router is a networking device that forwadisa packetbetweercomputer networks.

Routers perform the "traffic directing” functions on th&ernet. A data packet is typically
forwarded from one router to another through the networks that conskituiaternetwork
until it reaches its destination node.

A router is connected to two or more data lines from differenvorés (as opposed to
anetwork switch, which connects data lines from one single netw@fkgn a data packet
comes in on one of the lines, the router reads the addresmation in the packet to
determine its ultimate destination. Then, using informationtsmouting tableor routing
policy, it directs the packet to the next network on its journ€gis creates an
overlayinternetwork.

The most familiar type of routers a@meme and small office routetisat simply pass data,
such as web pages, email, IM, and videos between the home csrandehe Internet. An



example of a router would be the owner's cable or DSL routéchveonnects to the Internet
through anlSP. More sophisticated routers, such as enterprise roubarsec large business
or ISP networks up to the powerftdre routershat forward data at high speed along
theoptical fiberlines of thelnternet backbone. Though routers are typically dedicated
hardware devices, use of software-based routers has growasmgly common.

3.3.4 Switch

A network switchalso calledswitching hubpridging hub, officialyMAC Bridge) is

acomputer networking deviddat connects devices together owoanputer network, by
usingpacket switchindo receive, process and forward data to the destination dewvitike U
less advancedetwork hubs, a network switch forwards data only to one or mutlipleces

that need to receive it, rather than broadcasting the gata out of each of its ports.

A network switch is a multiporietwork bridgehat usefhardware address&s process and
forward data at the data link lay@ayer 2) of theDSI model. Switches can also process data
at thenetwork layer(layer 3) by additionally incorporatimgutingfunctionality that most
commonly use$P addresse® performpacket forwarding; such switches are commonly
known as layer-3 switches or multilayer switches.

A switch is a device in eomputer networkhat electrically and logically connects together
other devices. Multiple data cables are plugged into a switch ableercommunication
between different networked devices. Switches manage theoflolata across a network by
transmitting a received message only to the one or more ddaicevhich the message was
intended. Each networked device connected to a switch can b#fiede using aMAC
address, allowing the switch to regulate the flow of traffitis maximizes the security and
efficiency of the network.

3.3.5 Hub
An Ethernet hubactive hubnetwork hubyepeater hubmultiport repeater, or simplubis a

device for connecting multiple Etherrddvices together and making them act as a
singlenetwork segment. It has multiplegput/output(l/O) ports, in which aignal introduced

at the input of anyportappears at the output of every port except the original incorihgb
works at thephysical layer (layer 1) of th®@SlI model. Repeater hubs also participate in
collision detection, forwarding jam signalto all ports if it detects a collision. In addition to
standardBP8C("RJ45") ports, some hubs may also come wiBNL or Attachment Unit
Interface(AUl) connector to allow connection to legat§BASE2or 10BASES5network
segments.

Hubs are now largely obsolete, having been replacatwtwyork switchegxcept in very old
installations or specialized applications.

3.3.6 Network interface card (NIC)
A network interface controller (NIC, also known as a networlerfate card, network

adapter, LAN adapter or physical network interface, and by sineglans) is a computer
hardware component that connects a computer to a computer netwdekick that usually



holds the MAC (Media Access Control) address ofryoomputer that uniquely identifies
your host or computer. The NIC is the physical geidbetween the network and the host. If
you see on the back of your computer a wire witloaarsized phone jack and blinking lights,
itis NIC.

3.4 OSI

The Open Systems Interconnection model (OSI Modsl) a conceptual model that

characterizes and standardizes the communicatioctifuns of a telecommunication or

computing system without regard to their underlyintgrnal structure and technology. Its
goal is the interoperability of diverse communioatisystems with standard protocols. The
model partitions a communication system into alsiva layers. The original version of the

model defined seven layers.

A layer serves the layer above it and is servethbylayer below it. For example, a layer that
provides error-free communications across a netwpr&vides the path needed by
applications above it, while it calls the next lowayer to send and receive packets that
comprise the contents of that path. Two instandesh@ same layer are visualized as
connected by a horizontal connection in that layer.

3.4.1 OSI model
The OSI (Open System Interconnection) is a stanikdaidal view of any networking. It has 7

layers as given irFigure 26 Figure 26 also depicts various form of data formats that are
exchanged between each layers of either side inoranectivity. It also gives main
functionalities of each layer as abstracted.
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Figure 26: OSI Layers

3.4.2 TCP/IP Layers
Although the OSI model is widely used and ofteraitis the standard, TCP/IP protocol has

been used by most UNIX workstation vendors. TCHI&esigned around a simple four-layer



scheme. It does omit some features found under the OSI modelt A¢sobines the features
of some adjacent OSI layers and splits other layers agetfolr network layers defined by
TCP/IP model are as follows (also given in the figure 2):

Layer 1 — Link: This layer defines the network hardware aavice drivers.
Layer 2 — Network: This layer is used for basic communicatamdressing and
routing. TCP/IP uses IP and ICMP protocols at the network.laye
Layer 3 — Transport: Handles communication among programs dwarkeTCP and
UDP fall within this layer.
Layer 4 — Application: End-user applications reside at this la@emmonly used
applications include NFS, DNS, arp, rlogin, talk, ftp, ntp saderoute.
The Internet protocol suite is the computer networking model and sminwhunications
protocols used on the Internet and similar computer networks. tomsmonly known
as TCP/IP, from Transmission Control Protocol (TCP) and tleeret Protocol (IP).

TCP/IP provides end-to-end connectivity specifying how data shouldpdmketized,
addressed, transmitted, routed and received at the destingkiis functionality is organized
into four abstraction layers which are used to sort all relat@ogwls according to the scope
of networking involved. From lowest to highest, the layers theelink layer, containing
communication technologies for a single network segment (link);intemet layer,
connecting hosts across independent networks, thus establishingtinteking;
the transport layer handling host-to-host communication; and the apticlayer, which
provides process-to-process application data exchange.

The TCP/IP model and related protocol models are maintained bgtéineet Engineering
Task Force (IETF).

Encapsulation is used to provide abstraction of protocols and esniitmcapsulation is
usually aligned with the division of the protocol suite into laysrgeneral functionality. In
general, an application (the highest level of the model) ases of protocols to send its data
down the layers, being further encapsulated at each level.

The layers of the protocol suite near the top are logiciilsec to the user application, while
those near the bottom are logically closer to the physiaakmnission of the data. Viewing



layers as providing or consuming a service is ahotetof abstraction to isolate upper layer
protocols from the details of transmitting bits gvéor example, Ethernet and collision
detection, while the lower layers avoid having toow the details of each and every
application and its protocol.
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Figure 27:Internetworking.

Figure 27 depicts two Internet hosts connected via two msuéad the corresponding layers
used at each hop. The application on each hosutsecead and write operations as if the
processes were directly connected to each otheolme kind of data pipe. Every other detall
of the communication is hidden from each proces® nderlying mechanisms that transmit
data between the host computers are located ilower protocol layers.
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Figure 28: Encapsulation of application data destiag through the layers



Applying forensic methods on the Ethernet layer is done by eamsdg bit streams with
tools called monitoring tools or sniffers. The most common tool o tayer
is Wireshark (formerly known as Ethereal) and tcpdump whedutap works mostly
on unix-like operating systems. These tools collect all dathisrayer and allow the user to
filter for different events. With these tools, websites, ie@m@achments, and other network
traffic can be reconstructed only if they are transmittedremeived unencrypted. An
advantage of collecting this data is that it is directly cotateto a host. If, for example the IP
address or the MAC address of a host at a certain time isnkradwdata sent to or from this
IP or MAC address can be filtered.

To establish the connection between IP and MAC address, ifisl i3 take a closer look at
auxiliary network protocols. The Address Resolution Protocol (ARBles$ list the MAC
addresses with the corresponding IP addresses.

To collect data on this layer, thetwork interface car(NIC) of a host can be put into
"promiscuous mode". In so doing, all traffic will be passed toGR&), not only the traffic
meant for the host.

However, if an intruder or attacker is aware that his cormectiight be eavesdropped, he
might use encryption to secure his connection. It is almost ingpse break nowadays
encryption but the fact that a suspect's connection to anothershedsthe time encrypted
might indicate that the other host is an accomplice oftispect.

On the network layer thiaternet ProtocofIP) is responsible for directing the packets
generated by CPthrough the network (e.g., the Internet) by adding source and destinati
information which can be interpreted by routers all over the or&twCellular digital packet
networks, likeGPRS, use similar protocols like IP, so the methods describé feork with
them as well.

For the correct routing, every intermediet@termust have a routing table to know where to
send the packet next. These routing tables are one of the bestssofirinformation if
investigating a digital crime and trying to track down ancéta To do this, it is necessary to
follow the packets of the attacker, reverse the sendiuigg and find the computer the packet
came from (i.e., the attacker).

The internet can be a rich source of digital evidence includirep viorowsing,
email,newsgroup, synchronous chat quekr-to-peetraffic. For example web server logs can
be used to show when (or if) suspect accessed information relatgchiioal activity. Email
accounts can often contain useful evidence; but email headersaaily faked and, so,
network forensics may be used to prove the exact origin of imating material. Network
forensics can also be used in order to find out who is using alpartcomputeby extracting
user account information from the network traffic.



3.5 FORENSICS INFORMATION FROM NETWORK

Major information sources in network are: Host, router, firewoskg@iches, and intrusion
detection and prevention systems, network printers/copiers etless access points. An
investigator needs to collect data from these sources. Tégocaation of these data as well
as way these needs to be collected and analysed is oft inmpostance.

Hosts: Generally forensics makes use of agents (Software) tematid send Host data to
remote forensic server. The agents collect real timestegam passing through the network
interface card (NIC) and send for analysis study.

Routers: Mostly router logs can be useful in many cases. Informatiatatdis details, errors,
IP and MAC addresses getting resolved to other networks or hastisecased to trace a
suspect as well as can be helpful in getting to the chaeveifits while restructuring the
crime.

Firewalls: Firewalls also very importantly maintain logs of every inéef network access by
the host user. These logs can be like dropped packets, un allowechtappl filtered
websites, recognised attacks, etc. at many times the lafe dfost firewall or the network
firewall is enough to trace the logs of the host firewath& network firewall is enough to
trace links to a crime or suspicious activity.

Switch: Switches have a CAM (context addressable memory) which kefepmation about
mappings of MAC address to ports. Also, CAM is used to k&fepmation about VLAN.

Two popular methods that are specifically designed to allow aonetanalyst to monitor
, 10
traffic are

1. Port mirroring — the switch sends a copy of network packets to aaringinetwork
connection.
2. SMON — "Switch Monitoring" is described by RFC 2613 and is a protdool
controlling facilities such as port mirroring.
3.5.1 Intrusion detection/ prevention system
An intrusion detection system (IDS) is a devicesaftware applicatiothat monitors network
or system activities for malicious activities or policiplations and produces reports to a
management station. IDS come in a variety of “flavors” gopr@ach the goal of detecting
suspicious traffic in different ways. There are network basgbD$) and host based (HIDS)
intrusion detection systems. NIDS is a network security systensing on the attacks that
come from the inside of the network (authorized users). Sostensg may attempt to stop an
intrusion attempt but this is neither required nor expected of atoniowgi system. Intrusion
detection and prevention systems (IDPS) are primarily focusedemtifying possible
incidents, logging information about them, and reporting attempt

Though they both relate to network security, an intrusion detectioensy#dS) differs from
afirewall in that a firewall looks outwardly for intrusions in order to stopmthi&om
happening. Firewalls limit access between networks to prentrosion and do not signal an



attack from inside the network. An IDS evaluates a susgewtrusion once it has taken place
and signals an alarm. An IDS also watches for attdeksoriginate from within a system.

The logs generated by the IDS can be very useful for netiwogksics analysis.

Certain times network printers/copiers etc. also log theibes to some extent and can play
vital role in network forensics. However, the logs maintdidepend upon the manufacturer.

3.5.2 Wireless Access Points
At times WAP can also come into play as it also maintkigs of almost all routing type

activities that it does like SSIDs and incoming connectionslteis to be noted, looking at the
amount of traffic that follows in and out of a network it is impattto understand the storage
aspects also. That is, how we will be storing these logsf@tduture analysis as well as
evidence building.

The investigators can use one or more of the available bilkgstaeehnologies like SAN
(storage area network), network attached storage (NAS), ditiecthed storage (DAS) etc.
for the purpose. Also, tape drives are in use since olderatalystill play a vital role in mass
storages.

3.6 LOG ANALYSIS

The analysis of large volumes of data collected during IDP$§pisaily performed in a
separate database system run by the analysis teansyisteans are usually not dimensioned
to run extensive individual analysis without affecting the requdars. On the other hand, it is
methodically preferable to analyze data copies on separatamsysind protect the analysis
teams against the accusation of altering original data.

Due to the nature of the data, the analysis focuses miame @ the content of data than on
the database it is contained in. If the database itsef iisterest theiDatabase forensiege
applied.

In order to analyze large structured data sets with the ioeot detecting financial crime it
takes at least three types of expertise in the team: Aadatgst to perform the technical steps
and write the queries, a team member with extensive experarthe processes and internal
controls in the relevant area of the investigated company amdeasfc scientist who is
familiar with patterns of fraudulent behavior.

After an initial analysis phase using methodgxjlorative data analysibe following phase
is usually highly iterative. Starting with a hypothesis on how plerpetrator might have
created a personal advantage the data is analyzed for sngmwidence. Following that the
hypothesis is refined or discarded.

The combination of different databases, in particular data fréfereint systems or sources is
highly effective. These data sources are either unknown toettpeetpator or he/she cannot
manipulate them afterwards. Data Visualizai®pften used to display the results.



There are many tools that can be used to analyse the logs capitireflabove sources of
information. However, still we need to understand how these sinadye done and how
actually a criminal event can be re-created. Majtvidies during log analysis are:

a) Analysing time stamps

b) Analysing data
3.6.1 Analyzing time stamps
Time and its synchronization in network are very important. Arsoraminal can use certain
methodologies to put false time stamps in their communicationveMer with advent of
technologies like Network Time Protod®TP) this issue is more or less minimized. The
investigator needs to find out whether the NTP has been incegot not before
proceeding into the analysis. Network Time ProtdbliP) is a networking protocol
for clock synchronizatiobetween computer systems opecket-switched, variable-
latencydata networks. In operation since before 1985, NTP is one of the itkaet
protocolsin current use. NTP was originally designedDgyvid L. Mills of the University of
Delaware, who still oversees its development. NTP is ingttmigynchronizeall participating
computers to within a femillisecondsof Coordinated Universal Tim@gTC).

3.6.2 Analyzing data
Data over network in Transmission Control Protocol/ Internet Prot@soP/IP) is broken

into pieces which are further broken into smaller pieces cafieghekets to be transported
over networks. The packets are re-assembled at the otheDiffiedent packets of the same
message might take different paths before reaching at etite This adds to the complexity
of reassembling the packets. To overcome this issue TCP/IBw$ola mechanism of
numbering each packet based on sequences. The receiver nodackEmoadedgment based
on these sequence numbers. The message is reconstructed anchdihg bkest gets

acknowledgement of all the packets sent over the network. ilfes tstamps in these
acknowledgement packets are in GMT (UTC) format and canvifiseclues during analysis.

Other protocol which has to be understood are Address resolution proA®&#®) (hich is
used to map MAC address to an IP and vis-versa. This resolutbocpls can help an
investigator get vital traces into IP addresses and MAC asiyed any individual in a case.
Other protocols/ technologies that need an overview are Interngblcoressage protocol
(ICMP), Internet protocol security (IPSec), BitTorrent, Damaame system (DNS),
Dynamic host configuration protocol (DHCP), File transfer proto¢elR), HyperText
Transfer Protocol (HTTP), Internet message access protocAlR)MNetwork time protocol
(NTP), Post office protocol version 3 (POP3), Secure shell \SShhple mail transfer
protocol (SMTP) etc.

3.7 FORENSICS TOOLS

Forensic tools that are used for forensic activities likeusej capture, analysis etc. in
network can be categorized in two forms:

a. Technology tools
b. Software tools



Technology tools are like methodologies to track, trace or idehtifgen artefacts in any
network system. The software tools are software solutionghwban specifically assist
forensic collection etc.

3.7.1 Network tools used for forensics

Network tap

A network tap is a hardware device which provides a way tesacthe data flowing across
a computer network. In many cases, it is desirable fdrird party to monitor the traffic
between two points in the network. If the network between points A andnBists of a
physical cable, a "network tap"” may be the best way to actsmiblis monitoring. The
network tap has (at least) three ports: an A port, a B portaandnitor port. A tap inserted
between A and B passes all traffic through unimpeded, but alsosdbpiesame data to its
monitor port, enabling a third party to listen.

Network taps are commonly used for network intrusion detection syswai#3 recording,
network probes, RMON probes, packet sniffers, and other monitoringalledtion devices
and software that require access to a network segment. Tapseat in security applications
because they are non-obtrusive, are not detectable on the networkg(havphysical or
logical address), can deal with full-duplex and non-shared netwankiswdl usuallypass
throughtraffic even if the tap stops working or loses power.

Once a network tap is in place, the network can be monitored withteutering with the

network itself. Other network monitoring solutions require in-bamhges to network
devices, which meant that monitoring can impact the devices b@ngored. Once a tap is
in place, a monitoring device can be connected to it as-needéduwiimpacting the

monitored network.

Putting a network tap into place will disrupt the network being toosd for a short time.
Even so, a short disruption is preferable to taking a network dowiphaultnes to deploy a
monitoring tool. Establishing good guidelines for the placement ofvankt taps is
recommended.

Port Mirroring
Port mirroring is used on a network switch to send a copy ofanktpackets seen on one
switch port (or an entire VLAN) to a network monitoring conimtbn another switch port.

Promiscous mode

In computer networkingpromiscuous modgoften shortened to "promisc mode" or "promisc.
mode") is a mode for a wiratetwork interface controllgNIC) or wireless network interface
controller(WNIC) that causes the controller to pass all traffiaeiteives to theentral
processing unifCPU) rather than passing only the frames that the contislletended to
receive. This mode is normally used farcket sniffinghat takes place on a router or on a
computer connected to a hub (instead of a switch) or one being pawbAM. Interfaces
are placed into promiscuous mode by software bridges ofted wgth hardware
virtualization.



Promiscuous mode is often used to diagnose network connectivity. i$fiees are programs
that make use of this feature to show the user all the data tbamsferred over the network.
Some protocols likETPandTelnettransfer data and passwords in clear text, without
encryption, and network scanners can see this data. Therefoygteomsers are encouraged
to stay away from insecure protocols like telnet and use ssm@re ones such 8SH.

3.7.2 Software tools used for network forensics
Wire shark

Wireshark is a free and open-source packet analyzer. led fos network troubleshooting,
analysis, software and communications protocol development, andtieduda@riginally
named Ethereal, the project was renamed Wireshark in20@§ due to trademark issues.

Wireshark is cross-platform, using the GTK+ widget toolkitimrent releases, and Qt in the
development version, to implement its user interface, and psaq@to capture packets; it
runs on Linux, OS X, BSD, Solaris, some other Unix-like operatysgems, and Microsoft

Windows. There is also a terminal-based (non-GUI) versioeddllShark. Wireshark, and
the other programs distributed with it such as TShark, arestritevare, released under the
terms of the GNU General Public. Wireshark is very simitartcpdump, but has

a graphical front-end, plus some integrated sorting and filtexpigpns. Figure 4 depicts a
typical wireshark gui.

Wireshark lets the user put network interface controlletssiypport promiscuous mode into
that mode, so they can see all traffic visible on thatrfate, not just traffic addressed to one
of the interface's configured addresses and broadcast/multiedfst. tHowever, when
capturing with a packet analyzer in promiscuous mode on a port owerketvitch, not all
traffic through the switch is necessarily sent to the port evtitke capture is done, so
capturing in promiscuous mode is not necessarily sufficient talbeetwork traffic. Port
mirroring or various network taps extend capture to any point onetfveork.

Wireshark is software that "understands" the structureafisutation) of different networking
protocols. It can parse and display the fields, along with theanmngs as specified by
different networking protocols. Wireshark uses pcap to captuwleets so it can only capture
packets on the types of networks that pcap supports.

Data can be captured "from the wire" from a live network cotme or read from a file

of already-captured packets.

Live data can be read from a number of types of networks, inclédivegnet, IEEE

802.11, PPP, and loopback.

Captured network data can be browsed via a GUI, or via thentrcommand line)

version of the utility, TShark.

Captured files can be programmatically edited or conveitiedommand-line switches to
the "editcap" program.

Data display can be refined using a display filter.

Plug-ins can be created for dissecting new protocols.



VolIP calls in the captured traffic can be detecté@ncoded in a compatible encoding,
the media flow can even be played.
Raw USB traffic can be captured.

Wireshark's native network trace file format is thmcap format supported by libpcap and
WinPcap, so it can exchange captured network tragts other applications that use the
same format, including tcpdump and CA NetMastercdh also read captures from other
network analyzers, such as snoop, Network Genel@fifffer, and Microsoft Network
Monitor.
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Figure 29: Wireshark GUI

TCPDUMP

Tcpdump is a common packet analyser that runs théezommand line. It allows the user to
display TCP/IP and other packets being transmittececeived over a network to which the
computer is attached. Distributed under the BSenise, tcpdump is free software.

Tcpdump works on most Unix-like operating systehisux, Solaris, BSD, OS X, HP-
UX, Android and AIX among others. In those systemepdump uses the libpcap library to
capture packets. The port of tcpdump for Windowsalked WinDump; it uses WinPcap, the
Windows port of libpcap.

Tcpdump prints the contents of network packetsait read packets from a network interface
card or from a previously created saved packet Tildump can write packets to standard
output or a file.

It is also possible to use tcpdump for the spegitigpose of intercepting and displaying the
communications of another user or computer. A wgén the necessary privileges on a
system acting as arouter or gateway through  whicimencrypted traffic  such



as Telnet or HTTP passes can use tcpdump to view login IBswpeds, the URLs and
content of websites being viewed, or any other unencrypted infiormat

3.8 SUMMARY

1.

Network forensics is a sub-branch of digital forensics relatinthé monitoring and
analysis of computer network traffic for the purposes of infownagathering, legal
evidence, or intrusion detection.

Network components like host, node, router, switch, hub, NIC #thage to be
considered while examining a network forensically.

OSl and TCP/IP layers needs to be understood while doing forensicaetworks.

Applying forensic methods on the Ethernet layer is done by eamsdg bit streams
with tools called monitoring tools or sniffers like wiresharid tcpdump.

Intrusion detection and prevention systems (IDPS) are primadbused on
identifying possible incidents, logging information about them, aaporting
attempts. The logs generated by the IDS can be very usefuletwork forensics
analysis.

In order to analyse large structured data sets with the ioteatidetecting financial
crime it takes at least three types of expertise indamt A data analyst to perform
the technical steps and write the queries, a team menitheextensive experience of
the processes and internal controls in the relevant area aivibgtigated company
and a forensic scientist who is familiar with patternfafidulent behaviour.

There are many tools that can be used to analyse the timesstanwvell as data of the
logs captured durintntrusion detection and prevention systeamsl monitoring above
sources of information (components) in a network.

Technology tools are like methodologies to track, trace or igemtiden artefacts in
any network system. The software tools are software solutibichwan specifically
assist forensic collection etc.

Tools can be used to do time line analysis, email re-construdetadata analysis,
packet frame analysis or checksum on data exchanged.

3.9 CHECK YOUR PROGRESS
1. Fill in the blanks.

Computers participating in networks that useltiiernet Protocol Suiteay also be
called .

Modem, hub, bridge or switches are in a data communication.
Digital telephone handset, a printer or a host computer desl G ina
data communication.




Vi.

Vii.

viii.

A is a networking device that forwatdt packetbetweercomputer

networks. Routers perform the functions omtamet.

A is eomputer networking devidbdat connects devices together on

acomputer network, by usirmgacket switchindgo receive, process and forward data to

the destination device.

A is a computer hardware component that connects a computer to

a computer network.

TCP/IP model has basically 4 layers they are: , ,
Layers.

Applying forensic methods on the Ethernet layer is done by eamsdg bit streams

with tools called :

A switch sends a copy of network packets to a monitoring network coomdsti

called as

are primarily focused on identifying possible incidents,
logging information about them, and reporting attempts.

2. State True or False

Generally forensics makes use of agents (Software) torgatitesend Host data to
remote forensic server.

Routers have a CAM (context addressable memory) which keeps itifmmnadout
mappings of MAC address to ports.

Firewalls are example of IDS.

Network Time ProtocolNTP) is a networking protocol falock
synchronizatiorbetween computer systems opacket-switched, variable-
latencydata networks.

3.10 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a)
b)
c)
d)
e)
f)

0)
h)
i)

)

IP hosts.

data communication equipment (DCE).

data terminal equipment(DTE.

router , "traffic directing".

network switch .

A network interface controller .

Link, Network, Transport, Application.

monitoring tools or sniffers.

Port Mirroring.

Intrusion detection and prevention systems (IDPS).

2. State True or False

M
(F)
(F)
M



3.11 FURTHER READINGS

1. Linda Volonino, Reynaldo Anzaldua; Computer Forensics For DummiessyWil
Publishing, Inc.
2. Investigating Hard Disks, File and Operating Systems: BGACil | Press
3. Gary Palmer, A Road Map for Digital Forensic ResearcipoRdrom DFRWS 2001,
First Digital Forensic Research Workshop, Utica, New Yorkgust 7 — 8, 2001,
Page(s) 27-30
3.12 MODEL QUESTIONS
State and explain various network components and their forernsictance.
How are the network logs captured and analysed? Explain.
What are IDS and IDPS?
State major features of wireshark tool.
What is promiscuous mode in networking?
What do you understand be network tapping and port mirroring?
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UNIT IV: WIRELESS ATTACKS

4.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
Understand wireless networking.
Understand frames and their capturing for forensics.
Understand various attacks in wireless networking and corteldéte forensics.
Understand wireless intrusion detection techniques using bheitzols.

4.2 INTRODUCTION

Wireless forensics is a sub-discipline of network forensidse main goal of wireless
forensics is to provide the methodology and tools required to colldcamealyze (wireless)
network traffic that can be presented as valid digital evideneecourt of law. The evidence
collected can correspond to plain data or, with the broad usageiag-over-IP (VolP)
technologies, especially over wireless, can include voiceersations. Analysis of wireless
network traffic is similar to that on wired networks; howeverrghenay be the added
consideration of wireless security measures. Wirelessonktvwhave entered in a paramount
way in the day to day life of people as well as enterpriSég wireless have added
convenience of mobility and thus introduced risks on the toaditinetworks.

We will first look into wireless technologies (mainly 802.14nouugh the wireless frame layer
(OSI Layer) and understand how they can be captured, extractedalysed. After that we
will learn various wireless attacks and the intrusiona&te systems in wireless layers.

4.3WIRELESS FIDELTY (WI-FI)(802.11)

The Wi-Fi Alliance defines Wi-Fi as any "wireless locaéa network” (WLAN) product
based on the Institute of Electrical and Electronics Engsh¢ifEE) 802.11 standards.[1]
However, the term "Wi-Fi" is used in general English ayraonym for "WLAN" since most
modern WLANS are based on these standards. "Wi-Fi" is artrak of the Wi-Fi Alliance.
Many devices can use Wi-Fi, e.g. personal computers, videe-gansoles, smartphones,
digital cameras, tablet computers and digital audio playdrssél can connect to a network
resource such as the Internet via a wireless network apoéss Such an access point (or
hotspot) has a range of about 20 meters (66 feet) indoors and ar gevaje outdoors.
Hotspot coverage can be as small as a single room with thatiblock radio waves, or as
large as many square kilometres achieved by using multipleappénh access points.

Wi-Fi provides service in private homes, businesses, asaseih public spaces at Wi-Fi
hotspots set up either free-of-charge or commercially, afsémg a captive portal webpage
for access. Organizations and businesses, such as airporis, hoté restaurants, often
provide free-use hotspots to attract customers. Enthusiastshoriae$ who wish to provide

services or even to promote business in selected areas semptiowide free Wi-Fi access. A
service set is the set of all the devices associatédanparticular Wi-Fi network. The service
set can be local, independent, extended or mesh. Each setvies s& associated identifier,
the Service Set Identifier (SSID), which consists of 32 bytes$ identifies the particular

network. The SSID is configured within the devices that aresidered part of the network,



and it is transmitted in the packets. Receiversrgrwireless packets from other networks
with a different SSID.

The 802.11 logical architecture consists of sevewalponents (seegure 30: station (STA),
wireless access point (AP), independent basic smrset (IBSS), basic service set (BSS),
distribution system (DS), and extended service (B8S). STAs and Aps are hardware
devices. The wireless STA has an adapter card, &8, ©r an embedded device to facilitate
wireless connectivity. The wireless AP providesesscto wireless STAs by becoming a
bridge between STAs and the existing network backljor network access.

Figure 30: 802.11 components.

4.3.1 Capturing 802.11 frames
Air being the media, data packets is open for aaytorbe sniffed. The sniffer setup must be

equipped with appropriate hardware and softwaraioda ways of sniffing into wireless
frames are using capabilities of monitor mode, gisgoftware like kismet and packet
analysers etc.

Monitor mode

Monitor mode, or RFMON (Radio Frequency MONitor) aeo allows a computer with
awireless network interface controll@/NIC) to monitor all traffic received from the
wireless network. Unlik@promiscuous mode, which is also usedgdacket sniffing, monitor
mode allows packets to be captured without hawingssociate with asccess poirad hoc
networkfirst. Monitor mode only applies to wireless netk®rwhile promiscuous mode can
be used on both wired and wireless networks. Monitede is one of the seven modes
that802.11wireless cards can operate in: Master (acting ascaess point), Managed (client,
also known as stationAd hoc,Mesh,Repeater, Promiscuous, and Monitor mode.

Software such akisMAC orKismet, in combination witlpacket analysetthat can
readpcapfiles, provide a user interface for passive wirglegtwork monitoring.In many
cases, monitor mode support is not properly implaet: by the vendor. Linux's interfaces



for 802.11 drivers support monitor mode and manyiveds offer that
support.FreeBSDNetBSD,0OpenBSD, andragonFly BSDalso provide an interface for
802.11 drivers that supports monitor mode and nanwers for those operating systems
support monitor mode as well.

Kismet

Kismetis anetwork detectqmpacket sniffer andintrusion detection
systemfor 802.11wireless LANs Kismet will work with any wireless card which
supportgaw monitoring modeand can snif802.11a802.11h802.11g and802.11ntraffic.
The program runs undéinux, FreeBSD NetBSD, OpenBSD, aridac OS X The client can
also run orMicrosoft Windows although, aside from external drones (Sigare 31), there's
only one supported wireless hardware availableaakgi source. Distributed under BG&lU
General Public Licens&ismet isfree software

Figure 31: An explanation of the headings displayelismet.

Kismet in tandem with wireshark can be used towapand analyse wireless packets. Major
attributes that needs to be located and furthdysead are: wireless packets, basic system ID,
Frame Sequence number, WEP etc. Packets capturéiimgt can be saved into pcap files,
which are then analysed by some analyser toolpbyiag those files in an offline mode.

NetStumbler

NetStumbler (also known a&$etwork Stumbler) is a tool faNindowsthat facilitates
detection oWireless LANsusing the 802.11b, 802.11a and 802.11g WLsthhdards. It
runs on Microsoft Windows operating systems fromntdiws 2000 to Windows XP. A



trimmed-down version calledliniStumbleris available for the handheWfindows
CE operating system. No updated version has been develope®6i05.

The program is commonly used for:

i.  Wardriving: Wardriving is the act of searching fdfi-Fi wireless networkdy a
person in a moving vehicle, using a portable compsteartphoner personal digital
assistan{PDA).

ii.  Verifying network configurations

iii.  Finding locations with poor coverage in a WLAN
iv.  Detecting causes of wirelesgerference
v. Detecting unauthorized ("rogue") access points
vi.  Aiming directional antennd®r long-haul WLAN links. A directional
antenna or beam antenna isastennavhich radiates or receives greater power in
specific directions allowing for increased performance and redntarferencerom
unwanted sources.)
Pcap
In the field ofcomputemetwork administratiorpcap(packetcapture) consists of
anapplication programming interfa¢@PI) for capturing network traffidJnix-like systems
implement pcap in thidopcaplibrary; Windowsuses gortof libpcap known asWinPcap.

Monitoring software may use libpcap and/or WinPcap to captacketdravelling over
anetworkand, in newer versions, to transmit packets on a network tkHayer, as well as
to get a list of network interfaces for possible use withdap or WinPcap.

Airodump and aircrack

Airodump-ng is a Packet sniffer, it Places air trafficiRCAP or IVS files and shows
information about networks. Aircrack-g a network software suite consisting of a
detectorpacket snifferWEP andWPA/WPA2-PSKcracker and analystsol
for 802.11wireless LANs. It works with anwireless network interface controllehose
driver supportsaw monitoring mod@nd can snif802.11a802.11band802.11gtraffic. The
program runs unddrinux andWindows.

WEPWedgie

WEPWedgie is a open source toolkit for determining 802.11 WEP keystraad injecting
traffic with known keystreams. The toolkit also includes logic ficewall rule mapping,
pingscanning, and portscanning via the injection channel and a cetiodiem

4.4 WIRELESS SECURITY

Wireless security is the prevention of unauthorized access omlg#gano computers
using wireless networks. The most common types of wirelessiseare Wired Equivalent
Privacy (WEP) and Wi-Fi Protected Access (WPA). WEPaisiotoriously weak security
standard. The password it uses can often be cracked in aifewesnwith a basic laptop
computer and widely available software tools. WEP is an olEIBB2.11 standard from
1999, which was outdated in 2003 by WPA, or Wi-Fi Protected Act¥B#\ was a quick



alternative to improve security over WEP. The current standaWPA2; some hardware
cannot support WPA2 without firmware upgrade or replacement. WPA2aunsescryption
device that encrypts the network with a 256-bit key; the longeldegth improves security
over WEP. Short for Wired Equivalent Privacy (or Wirelessrigpion Protocol), WEP is
part of the IEEE 802.11 wireless networking standard and was dedigmpeovide the same
level of security as that of a wired LAN. Becausealdss networks broadcast messages using
radio, they are susceptible to eavesdropping. WEP providastgdzy encrypting data over
radio waves so that it is protected as it is transmittedr fone end point to another.
WEP was the encryption scheme considered to be the initialasthfar first generation
wireless networking devices. However, it has been found that WIBBt as secure as once
believed.

4.4.1 Attacks
Wireless systems encounter attacks which are in some s&s#ar to network attacks.

However, the attacks which are typically specific to weisslsystems are:

a) Probing and surveillance.

b) Denial of Service.

c) Impersonation or MAC Spoofing.

d) Man in the middle.
Probing and surveillance
Probing or sniffing can be of two types:

a) Active

b) Passive
Attackers can indulge in active probing where they send probe request®ntinuously wait
for a probe response. The response will contain SSID information amg ather information
from nodes or access points in the range. Certain access pointloaked, i.e. they are
configured not to respond with a probe request. In such cases therattaght not get any
active response hence will not be able to probe or sniff inge thecess points.

In passive probing the attacker keeps on listening on all avai{ablistenable) channels for
all the packets that are sent or received. While doinghkisttacker doesn’t have to send a
single packet into the transmission channel. But, cloaked Adeeists with no wireless
activities during the period of the probe would not be detectechugse there is no probes the
cloaked Access Points will not send any packets into the channg| the attacker will never
be able to sniff into those Access Points.

NetStumbler is a good example of a tool that can help in actoeingr is. Kismet is a
software tool that facilitates passive probing. The Dathegad during probing can be saved
into pcap format (see previous section) for future analysis whitéfline mode. On a non-
encrypted stream in the network, the attacker could immedifatelyor probe into a traffic
stream and can easily acquire vital information MAC addi@saddress range, and gateway
etc from the traffic.

In case of encrypted streams like Wireless Encryption RIb{&¢EP), then WEP crackers
which are available with the attacker can be used. For exaaipbelump can be used to



gather all the encrypted packets transmitted and aircraekpfgvious section) is then used to
try to crack the WEP key. If there is no sufficient t@féin the network, certain tools for
packet injection like WEPWedgie (see previous section) candzetosinsert random traffic
into the WEP encrypted network. This will fetch responses fronme¢heork; these response
packets can be collected and given for WEP key cracking.

Denial of Service

DoS type attacks at every wireless layers can be eamitied out in a wireless network.

Noise | the channel can be induced by emitting a very siRaio Frequency interference on
the channel in which the wireless network is operating on thiscauise interference to all

wireless networks that are operating on that channel or nearby thabesain DoS attacks

can utilize packet injection, the attackers will flood tiework connected clients with lots of
disassociate or authentication packets.

Impersonation(spoofing)

Another attack is called as impersonation, where the at@ckange their MAC address in
the transmission packets with an address that he had found whilegrdhis is typically
used by criminals to send derogatory mails like intimidation &tdMAC address might
belong to an authorized client in the network. This is usually done ¢atdée MAC filtering
capabilities of access points where only a list of authoiizd@ addresses are allowed to use
the wireless network. As earlier described, even if thelass network is WEP encrypted, the
MAC address of the sending and receiving party is still viewhpla wireless sniffing tool.
MAC spoofing is a technique for changing a factory-assigned Mactass Control (MAC)
address of a network interface on a networked device. The Middess is hard-coded on
a network interface controller (NIC) and cannot be changed. Howéheze are tools which
can make an operating system believe that the NIC has thedd@@ss of a user's choosing.
The process of masking a MAC address is known as MAC spoofingntiadlye MAC
spoofing entails changing a computer's identity, for any reasahit is relatively easy. MAC
address can be changed in linux using ifconfig command. In windowsimveacthis using
registry.

Man in the middle

A man-in-the-middle attacker entices computers to log into a cempitich is set up as a
soft AP (Access Point). Once this is done, the hacker contoeatseal access point through
another wireless card offering a steady flow of traffic througé transparent hacking
computer to the real network. The hacker can then sniff thectréifie type of man-in-the-
middle attack relies on security faults in challenge and hakegiratocols to execute a “de-
authentication attack”. This attack forces AP-connected compiatehp their connections
and reconnect with the hacker’'s soft AP (disconnects thefragarthe modem so they have
to connect again using their password which one can extract feoredbrding of the event).
Man-in-the-middle attacks are enhanced by software such asacRNjnd AirJack which
automate multiple steps of the process, meaning what once regaimedskill can now be
done by script kiddies. Hotspots are particularly vulnerable to tgkssince there is little to
no security on these networks.



Figure 32: A typical man in middle in wireless gyss

4.5 WIRELESS ATTACKS DETECTION TECHNIQUES

Now that we have a good idea of various attacks wireless system, we should now look
into certain ways that can be employed to detedtireattacks. These detection techniques
can be categorized in following three basic forms:

a. Wireless Access point monitoring

b. Wireless client/node monitoring

c. Wireless traffic monitoring
4.5.1 Wireless Access Point Monitoring
In this the wireless network keeps a list of auttest access points and hardware using the
net with information like respective SSID, MAC adds and other channel information
recorded earlier. The monitoring agent/componentldvaontinuously listen to wireless
frames like beacons, frame probes; responses atgrdications etc. sent out by every
Access Points and compare these with the previaesigrded information. The monitoring
device must listen to every possible channel aedreeall packets for this technique to be
effective. To detect Man-in-the-middle attack, sacmonitoring component needs to detect
that whether there is a sudden introduction of @& @x another channel previously not
present. Though the SSID, MAC address might be fepo(see previous section) by the
attacker in the process of setting up the rouge tAP,channel information in which the
genuine AP was operating from has been changechvgnavides an alert on a possible MitM
attack.

4.5.2 Wireless Client/Node Monitoring
The access point monitoring is much simpler, in wiesless client monitoring a list of

allowed clients’ needs to be maintained. This adpsto lot of administrative overheads,
however, some of the clients aspects can be red@aé monitored. Like, list of blacklisted
clients can be maintained and any movements fromsetmodes can generate alerts for
analysis. Also, all wireless clients with an unawitbed MAC address (MAC address ranges



which have not been allocated out yet) are automatically deniedsaaad an alert send off.
Also, clients sending probes with typical nicknames can alsedwded and alert generated.
One more area where monitoring might be applied is WEP (eedjyaffic is being used to
send/receive, no station should be reusing the same WEP Iati@iizVector (used to
generate keys) over and over again within a very short peritih@f(\WWepWedgie and other
cracking tools use this).

For wireless clients that are legitimate, there iss@quence number field within the IEEE
802.11 header which can be tracked for abrupt changes. Certain tireasimpersonation
attacks are being carried out, the attacker will be abiead the MAC / IP address of the
victim, but it will not be able to continue with the sequence nurabed previously by the
victim, thus by monitoring the sequence number in these clienergeed packets
impersonation attacks can be easily detected.

4.5.3 General Wireless Traffic Monitoring
To detect DoS attacks, Wireless traffic can be monitorecdttempts to flood the network

using deauthentication, de-association, authentication, assogciarroneous authentication.
Frequency and Signal-To-Noise Ratio monitoring could help signal asnong RF based

DOS attack on your wireless network. Failures in authenticasowell as association can
also be monitored and reported.

4.6 WIRELESS INTRUSION DETECTION SYSTEMS
Let us look at few examples of open source wireless Intrusidgaciien Systems that are
available for usage.

4.6.1 Snort-wireless
Snort's open source network-based intrusion detection system (NIBShhdaability to

perform real-time traffic analysis apacket loggingn Internet Protoco(IP) networks.

Snort can be configured in three main modes: sniffer, packgelpgnd network intrusion
detection. In sniffer mode, the program will read network eecland display them on the
console. In packet logger mode, the program will log packets @oditk. In intrusion
detection mode, the program will monitor network traffic and yam®ait against a rule set
defined by the user. The program will then perform a specifiorabased on what has been
identified. Snort-wireless is a wireless intrusion detection systéapt@d from the snort IDS
engine. One can write snort-wireless rules for detectimglegs traffic like one would detect
for IP layer attacks.

4.6.2 WIDZ

WIDZ version 1 is a proof of concept IDS system for 802.11 thards an AP(s) and
Monitors local frequencies for potentially malevolent activitydetects scans, association
floods, and bogus/Rogue AP's. It can easily be integrated WIliRS or RealSecure.

4.6.3 Bro



Originally written by Vern Paxson, Bro is an open source Unix bastdork monitoring
framework. Often compared to a Network intrusion detection sgs{@®1iDS), Bro can be
used to build a NIDS but is much more. Bro can also be used forctoailenetwork
measurements, conducting forensic investigations, traffidibemgeand more. Bro has been
compared to tcpdump, Snort, netflow, and Perl (or any other scripfiggage) all in one. It
is released under the BSD license.

Bro can be conceptualized in two layers

; which analyses live or recorded network traffic or tratesfio generate
neutral events.

Bro uses an engine (written in C++) to generate events wheretlsioigy' happens. This can
be triggered by the Bro process, such as just after initializatr just before termination of
the Bro process, as well as by something taking place on the kefwvairace file) being
analysed, such as Bro witnessing an HTTP request or a newcd@tction. Bro uses
common ports and dynamic protocol detection (involving signaturesshsasvbehavioural
analysis) to make a best guess at interpreting network prot&s@sts are policy neutral in
that they are not good or bad but simply signals to scripttlatidomething happened.

; which analyse events to create action policies.

Events are handled from within Bro policy scripts (written in Theing complete Bro
scripting language). By default Bro simply logs information aleuents to files (Bro also
supports logging events in binary output), however it can be configorde other actions
such as sending an email, raising an alert, executing a sgetemand, updating an internal
metric and even calling another Bro script. The default behayimduces net flow-like
output (conn log) as well as application event information. Bliptscare able to read in data
from external files, such as blacklists, for use within Bobticy scripts.

4.7 SUMMARY

1. Wireless networks have entered in a paramount way in the day tidedaf people as
well as enterprises. The wireless have added conveniencrobility and thus
introduced risks on the traditional networks.

2. The IEEE 802.11 protocol and associated technologies are the basesent day
wireless networking.

3. Various ways of sniffing into wireless frames are by usiagabilities of monitor
mode.

4. WEP is an old IEEE 802.11 standard from 1999, which was outdated in 2003 b
WPA, or Wi-Fi Protected Access. WPA was a quick alteveatd improve security
over WEP. The current standard is WPAZ2.

5. Attacks which are typically specific to wireless systaars Probing and surveillance,
Denial of Service, Impersonation or MAC Spoofing, Man inrtfiddle.



6.

7.

Wireless attack detection technigues can be categorizedllowihg three basic
forms; Wireless Access point monitoring, Wireless client/nodaitoring, Wireless
traffic monitoring.

Few examples of open source wireless Intrusion DetectionrSydteat are available
for usage are Snort-wireless, WIDZ, RealSecure.

4.8 CHECK YOUR PROGRESS
1. Fill in the blanks.

a)
b)

C)

d)
e)
f)
9)

Main components in the 802.11 are :
Various ways of sniffing into wireless frames are using b#ifas of

is the act of searching fWi-Fi wireless network®y a person in a
moving vehicle, using a portable compusmartphoner personal digital
assistan{PDA).

WEP stands for

WPA stands for :

Examples of wireless intrusion detection systems are:

Two ways of DoS attack in wireless systems are

2. State True or False

a)
b)

c)
d)
e)

f)
g)

h)

Monitor mode is one way of capturing packets and applies to both wickdieeless
networks.

pcap(packetcapture) consists of application programming interfa¢aPl) for

capturing network traffic.

WEP enabled node is highly secured.

WPA stands for Wireless Protection and authentication.

Active probing is where an attacker sends probe requests and continvaiidigr a
probe response from an access point.

Impersonation is to use captured MAC address while communicating.

Wireless Access Point Monitoring helps in detecting spoofing andimthe middle
attacks.

In Wireless Client/Node Monitoring the administrator continuouslgdseprobe
packets to clients connected to an access point.

4.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a)

b)
c)
d)
e)

f)

Station (STA), wireless access point (AP), independent basicsaset (IBSS), basic
service set (BSS), distribution system (DS), and extengl®ite set (ESS).

Monitor mode.

Wardriving.

Wired Equivalent Privacy.

Wi-Fi Protected Access.

Snort-wireless, WIDZ, RealSecure.



9)

Inducing strong RF noise, continuously injecting lot of authenticgtzmkets.

2. State True or False.

a)
b)
c)
d)
e)
f)
0)
h)

4.10
a)
b)
c)

d)

e)

f)

g)

(F)
(M
(F)
(F)
(M
M
(M
(F)
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UNIT I: INVESTIGATING WEB ATTACKS

1.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Understand cyber-attacks and cyber warfare.

Know to categorize specific cyber-attacks.

Know basic forensics involved in cyber-attacks investigation.
Know various applications or software used during web forensics.

1.2 INTRODUCTION

The web application plays a very important in today’s peopleésliThe first generation of
web application were limited by static HTML applicationstdraon the internet and web
access became quite ubiquitous and the user's expectations fronappbbation also
increased many folds. Common gateway Interface (CGI) provided keap in the direction
of modern web applications. The users were facilitated withe feaitures like, searching,
hosting uploading etc.The CGI provided more interactive formsiatemet for the users to
interact. Newer more advanced frameworks came into foray Rki#?, ASP.NET, J2EE,
AJAX, Ruby on Rails, and others. These aspects resulted into usereinvolvement and
hence securing these web applications became incredibly impdrestwvas also due to the
fact that the information processed by web applications becaryecxiical to customers,
corporations and organizations including countries. There can be rtcgl anformation
managed through web applications nowadays like financial datacaheéicords, social
securitynumbers, intellectual property and national security. fd&dbapplications needs to
handle this information with utmost care and security.

1.2.1 Cyber-attack
Cyber-attack is any type of offensive manoeuvre employed by individuals or evhol

organizations that targets computer information systems, tinfcasres, computer networks,
and/or personal computer devices by various means of malicicussailly originating from
an anonymous source that either steals, alters, or destrpgsifiesl target byhackinginto a
susceptible system. These can be labelled as eitbgber campaigrcyber warfareor cyber
terrorismin different context. Cyber-attacks can range from instapgwareon a PC to
attempts to destroy the infrastructure of entire nations. Cattecks have become
increasingly sophisticated and dangerous.

1.2.2 Cyber Warfare and cyber terrorism
Cyber warfare utilizes techniques of defending and attacking iatoym and computer

networks that inhabit cyberspace, often through a prolo@gedr campaigmor series of
related campaigns. It denies an opponent’s ability to do the,swmiée employing
technological instruments of war to attack an opponent’s critimadpater systems. Cyber
terrorism, on the other hand, is “the use of computer network tookhut down critical
national infrastructures (such as energy, transportation, igoeert operations) or to coerce
or intimidate a government or civilian population.” That meansetin result of both cyber



warfare and cyber terrorism is the same, to damage trtifrastructures and computer
systems linked together within the confines of cyberspace.

There were two such instances between India and Pakistan thaeoheglverspace conflicts,
started in 1990s. Earlier cyber-attacks came to known ag &aih 1999.Since then, India
and Pakistan were engaged in a long-term dispute over Kashmirh wiiaved
into cyberspace Historical accounts indicated that each country's hackers baea
repeatedly involved in attacking each other's computing datadyssem. The number of
attacks has grown yearly.

1.3 TYPES OF WEB ATTACKS

Firstly, let us have a look into various types of attackstibppen in web arena. Categorizing
all web attacks is quite difficult as more and more differeays of attacking gets introduced
and evolved. While the security is tightened the attackereaslve to find more new ways to

attack into web. Major types of web attacks are:

i.  Spoofing.

i.  Repudiation.

iii.  Privacy attacks.

iv.  Denial of Service.

v.  Privilege escalation.

vi.  SQL injection attacks.
1.3.1 Spoofing
1.3.1.1 Email spoofing
Email spoofing (also discussed in next chapter) is the creatiemaf messages with a
forged sender address. It is easy to do because the core protopotshdwe any mechanism
for authentication. It can be accomplished from within a LANfoom an external
environment using Trojan horses. Spam and phishing emails typiesdl such spoofing to
mislead the recipient about the origin of the message.

When an SMTP email is sent, the initial connection provides pieces of address
information:

a. MAIL FROM: - generally presented to the recipient as theiRRepath: header but not
normally visible to the end user, and by default no checks arettdan¢éhe sending
system is authorized to send on behalf of that address.

b. RCPT TO: - specifies which email address the emalil ivateld to, is not normally
visible to the end user but may be present in the headerstasf pae "Received:"
header.

Together these are sometimes referred to as the "enveldged'saing, by analogy with a
traditional paper envelope.

Once the receiving mail server signals that it accepteset two items, the sending system
sends the "DATA" command, and typically sends severaldrasns, including:



From: Joe Q Doe <joeqdoe@example.com> - the address visible tecipeent; but
again, by default no checks are done that the sending sistanthorized to send on
behalf of that address.

Reply-to: Jane Roe <Jane.Roe@example.mil> - similarly notketec

The result is that the email recipient sees the emallaatng come from the address in
the From: header; they may sometimes be able to find the MRIQM address; and if they
reply to the email it will go to either the address presentetthe MAIL FROM: or Reply-
to: header - but none of these addresses are typically relmabéigmatedbounce
messages may generate backscatter.

Although email spoofing is effective in forging the email addrethe IP address of the
computer sending the mail can generally be identified from tleeéiRed:" lines in the email
header.

1.3.1.2 Website spoofing

Website spoofing is the act of creating a website, as a haidxthe intention of misleading
readers that the website has been created by a differeahmersrganization. Normally, the
spoof website will adopt the design of the target website @ameétmes has a similar URL. A
more sophisticated attack results in an attacker creatinigaald® copy" of the World Wide
Web by having all of the victim's traffic go through the attaiskenachine, causing the
attacker to obtain the victim's sensitive information.

Another technique is to use a 'cloaked' URL.By using domain fdmgror inserting control
characters, the URL can appear to be genuine while concehbngddress of the actual
website.

The objective may be fraudulent, often associated with phishiagmail spoofing, or to

criticize or make fun of the person or body whose website the egppaife purports to
represent. Because the purpose is often malicious, "spoof* (aesexpr whose base
meaning is innocent parody) is a poor term for this activity hed tore accountable
organisations such as government departments and banks tend to ,apoefeiting more

explicit descriptors such as "fraudulent” or "phishing"”.

As an example of the use of this technique to parody an organjsatisnvember 2006 two
spoof websites, www.msfirefox.com and www.msfirefox.net, evgroduced claiming
that Microsoft had bought Firefox and released Microsoft Firefa.

1.3.2 Repudiation
Repudiation makes data or information to appear to be invalid oradiste (Which can even

be worse). For example, someone might access your email samnderinflammatory
information to others under the guise of one of your top manageis.information might
prove embarrassing to your companyand possibly do irreparable harntydéisf attack is
fairly easy to accomplish because most email systemsat@tk outbound email for validity.
Repudiation attacks like modification attacks usually begin essaattacks.



Non-repudiation refers to a state of affairs where the auth@rstdtement will not be able to
successfully challenge the authorship of the statement alityadif an associated contract.
The term is often seen in a legal setting wherein theeatidity of a signature is being
challenged. In such an instance, the authenticity rggdeepudiated".

In a general sense non-repudiation involves associating actionbaoges to a unique
individual. For a secure area, for example, it may be desirtabimplement a key card
access system. Non-repudiation would be violated if it werelsotsastrictly enforced policy
to prohibit sharing of the key cards and to immediately reporblostolen cards. Otherwise
determining who performed the action of opening the door cannot bdlyridetermined.
Similarly, for computer accounts, the individual owner of theant must not allow others to
use that account, especially, for instance, by giving away #wueiount's password, and a
policy should be implemented to enforce this. This prevents the avfrtee account from
denying actions performed by the account.

1.3.3 Privacy attack

Internet privacy involves the right or mandate of personal prigancerning the storing,
repurposing, provision to third parties, and displaying of infolonagtertaining to oneself via
the Internet. Internet privacy is a subset of data privacivady concerns have been
articulated from the beginnings of large scale computerrghari

Privacy can entail either Personally Identifying Informa{iBH) or non-Pll information such
as a site visitor's behaviour on a website. Pl refersyoiformation that can be used to
identify an individual. For example, age and physical address almnd identify who an
individual is without explicitly disclosing their name, as these factors are unique enough
to typically identify a specific person.

Privacy concerns exist wherever personally identifiable inddion or other sensitive
information is collected and stored — in digital form or otheswisnproper or non-existent

disclosure control can be the root cause for privacy issues.pigéy issues can arise in
response to information from a wide range of sources, such as

Healthcare records

Criminal justice investigations and proceedings
Financial institutions and transactions
Biological traits, such as genetic material
Residence and geographic records

Ethnicity

Privacy breach

Location-based service and geo-location

The challenge in data privacy is to share data while protegt@rgonally identifiable
information. The fields of data security and information segaésign and utilize software,
hardware and human resources to address this issue. As thandwsgulations related to



Data Protection are constantly changing, it is importake&p abreast of any changes in the
law and continually reassess your compliance with datagyriaad security regulations.

Social networking sites try to get users to use their reabgaimterests, and locations. They
believe this makes the social networking experience morgstigaand therefore more
engaging for all their users. On the other hand, uploaded photognaphguarded statements
can be identified to an individual, who may regret this expo&mployers, schools, parents,
and other relatives may be influenced by aspects of sotiabrieng profiles that the posting
individual did not intend for these audiences. On-line bullies makenuse of personal
information to harass or stalk users. Modern social networkiglgsites allow fine grained
control of the privacy settings for each individual posting, butelean be complex and not
easy to find or use, especially for beginners.

Photographs and videos posted onto websites have caused particular prablé¢mey, can
add a person's face to an on-line profile. With modern and potetial frecognition
technology, it may then be possible to relate that fack wiiter, previously anonymous,
images, events and scenarios that have been imaged elseBéwaase of image caching,
mirroring and copying, it is difficult to remove an imagernirthe World Wide Web.

1.3.4 Denial of Service
In computing, a denial-of-service (DoS) attack is an attaimphake a machine or network

resource unavailable to its intended users, such as to temparanigefinitely interrupt or
suspend services of a host connected to the Internet. A disttidanial-of-service(DDoS) is
where the attack source is more than one-and often thousands—of ukiique
addresses.Criminal perpetrators of DoS attacks often tsitgetor services hosted on high-
profile web servers such as banks, credit card paymenivayde but motives of revenge,
blackmail or activismcan be behind other attacks.A denial-ofesettack is characterized
by an explicit attempt by attackers to prevent legitimatesuska service from using that
service. There are two general forms of DoS attacks: t#hasecrash services and those that
flood services.

A distributed denial-of-service (DDoS) attack occurs whentipial systems flood the
bandwidth or resources of a targeted system, usually one orwebrservers.Such an attack
is often the result of multiple compromised systems (for @kam botnet) flooding the
targeted system with traffic. A botnet is a network of zondmenputers programmed to
receive commands without the owners' knowledge.When a serverersoamed with
connections, new connections can no longer be accepted.

1.3.5 Privilege escalation
Privilege escalation is the act of exploiting a bug, glediaw or configuration oversight in

an operating system or software application to gain elevatedss to resources that are
normally protected from an application or user. The resulth&g an application with
more privileges than intended by the application developer or systédministrator can
perform unauthorized actions.



Most computer systems are designed for use with multiple W&@rdeges mean what a user
is permitted to do. Common privileges include viewing and editiag, for modifying system
files.

Privilege escalation means a user receives privildgasdre not entitled to. These privileges
can be used to delete files, view private information, oalhsnhwanted programs such as
viruses. It usually occurs when a system has a bug that adleesity to be bypassed or,
alternatively, has flawed design assumptions about how itbeilised. Privilege escalation
occurs in two forms:

Vertical privilege escalation, also known as privilege &fiewm, where a lower privilege user
or application accesses functions or content reserved for highiegeivsers or applications
(e.g. Internet Banking users can access site administrfainctions or the password for a
smartphone can be bypassed).

Horizontal privilege escalation, where a normal user acsdssetions or content reserved
for other normal users (e.g. Internet Banking User A accdbseliternet bank account of
User B).

1.3.6 SQL Injection Attacks

Looking at its wide-spread use in every form of above discussbdattacks SQL injection
attack is kept in an altogether separate category of wabkattSQL injection is a code
injection technique, used to attack data-driven applications, Iichw malicious SQL
statements are inserted into an entry field for executign t@dump the database contents to
the attacker). SQL injection must exploit a security vulneitgbil an application's software,
for example, when user input is either incorrectly filtereor string literal escape
characters embedded in SQL statements or user input is notystiywed and unexpectedly
executed. SQL injection is mostly known as an attack vectowvétisites but can be used to
attack any type of SQL database.

1.4 WEB ATTACK FORENSICS

Although there are mechanisms to protect our applications etc.vieb attacks but it's quite
difficult to find the attacker and book him/her under law. The difficin traceability of the
hackers/offenders prompts them to do more crimes. The majotiebjetweb forensics is to
trace the attacker and in line collect enough evidence #mbe presented and accepted in
the court of law. The aspects of investigation into wedick# can be viewed in two areas; a)
web application forensics and web services forensics.

Although web forensics is a vital necessity the trends areplescmand very vast. The
increasing adaptability of Service Oriented Architecture (BDiA cloud computing scenario
has brought lot of scope to the investigation of web servicaskatthowever, in the current
unit we will be focusing more on web application forensics rathan web services.
However, we will have little discussion on web serviagerfisics as well here.



1.4.1 Web services forensics
The term "Web services" describes a standardized way gfratitey \Web-based applications

using the XML, SOAP, WSDL and UDDI open standards over an Irttpro®col backbone.
XML is used to tag the data, SOAP is used to transfer the \W88L is used for describing
the services available and UDDI lists what servicesaagable.

A Web service is a method of communication between two electderices over a network.
It is a software function provided at a network address over thewWith the service always
on as in the concept of utility computing.Two conceptual elementerlie current web
services:

A. Use of XML (eXtensibleMarkup Language), SOAP (Simple Obfextess Protocol),
and WSDL (Web Service Definition Language) as basic buildiaterial;
B. Complex applications built upon long-running transactions that are cochpbs¢her
web services.
XML format underlies the entire web service architectund ds artefacts. All schemas,
definition files, messages transmitted are formed by the meaXdIL. WSDL, a XML
based definition file, defines the interface of a web serin order for the service to be
invoked by other services in accordance with the specificatiomseshal executions. SOAP,
a XML based protocol, defines the metadata of the messagbs exchanged between
services. WSDL documents define operations; and they are thenechanisms in order for
web services to communicate with each other. Web servicesSGge€® messages by
exchanging them as incoming and outgoing messages through théoogerat

There are many attacks on web services, such as WSDL/U{2Bhning, parameter
tampering, replays, XML rewriting, man-in-the-middle, ealvepping, routing detours etc.

As in a document by NIST [csrc.nist.gov/publications/nistinistir-7559 forensics-web-
services.pdf] we need to provide two features into websforensics:

a) Pairwise evidence generation

b) Comprehensive evidence generation
Pair-wise evidence generationCollect transactional evidence that occur between pairs of
services at service invocation times.

Comprehensive evidence generatior®n demand, compose pairs of transactional evidence
collected at service invocation times and reveal globals/i&f complex transactional
scenarios that occurred during specified periods, and prdwede for forensic examiners.

1.4.2 Web Application Forensics
The Major tasks an investigator needs to do while performingapplication forensics are:

a) Preliminary analysis: where, we need to focus on evidencectiolh and protection
which are in form of logs. Apart from this the investigator ngedsuild in confidence
by using robust supporting forensic tools. Above all it all depends upambilities of
the investigator to procure and correlate all data forémiegs and conclusion.



b) Standard methodology: methodologies that are standard are easipsatide and
heard in the court of law.

1.4.3 Preliminary Analysis

1.4.3.1 Application Forensics Readiness
In this theweb application should be well prepared for a forensics investigalajor

activities in it are evidence collection and evidence protectise of supportive forensics and
investigator abilities and more:

i.  Evidence collection: A proper Evidence collection is to be donederdp prepare a
web application for a forensics investigation.Basically and foostly all the logging
options of the web application are enabled so as to collect maxdigitad evidences.
The application logs have to be set according to the case reguirentenot be left in
default mode which are very basic and might not log importantespe

ii.  Evidence protection: Log files are the main source of digitaence, hence, proper
mechanisms must be incorporated in order to protect these legsafitl ensure that
these are digitally procured and signed to be presented in cowmitiaace. This will
certainly guarantee the accuracy of the digital evidencesdeabvLog files can be
protected using actions like setting permissions of log filesurng out of reach of
these log files from the hackers and following checksumagare integrity.

iii.  Supportive forensics: Mere collection of logs will not helg must see that these
logs are supported by forensics tools evidence gathering. THatassic tools can
help gather those information which might not be recorded in any appiiclogs.
Network or an operating system forensics tools or a third partg kgging facilities
can be utilized to achieve this.

iv.  Forensics investigator abilities: The forensics investigatarstmhave a sound
knowledge and understanding of web application and its architectorebetter
understanding of security aspects and issues pertaining theseaappd will be
required to have a forethought approach in cracking the case.

1.4.3.2 Methodology
Certain prescribed standard methodologies do exist in investigaftimeb application and
these needs to be followed. The cruxes of these standard metjiedalre:

a) Protect the web application (could be several servers) during #msiorexamination so
that their logs etc. can’t be modified.
b) Extract all evidence files needed for the forensics invatstig:
Web servers and application servers logs.
Server side scripts which are used by the web application.
Web servers and application servers configuration files.
All third party software log files.
Operating system log files.
c) After collecting the files we need to perform aanalysighofse files to determine the
sequence of events and the aspects where security was cosgglo@ne way of
carrying out analysis is to divide the log files according to ssssions,by doing this we



will be able to remove distortions and can confine to the culm@ssions. Fingerprints
of a web application security attack needs to be explored. Tlogviiol are examples of
fingerprints and patterns left by web application hackingrgits:

a. Unusual entries in the Logs (GET requests to ASP pages whiotaliypreceive
POST requests).
Script abuse (CMD.exe, Root.exe, Upload. ASP).
Excessive attempts from the same IP address.
Unusually long processing times (SQL Injection attempt)
Files created or modified around the time of the suspetimtkaetc.

® oo

d) Prepare a report based on the data extracted from the web &mpliogs and other
aspects.

1.4.4 Website traffic analysis
Website traffic analysis is produced by grouping and aggregedingus data items captured

by the web server in the form of log files while the websis#or is browsing the website.
Some of the most commonly used website traffic analysisstare listed below:

URL - A Uniform Resource Locator (URL) uniquely identifies tiesource requested
by the user's browser.

Hit - Each HTTP request submitted by the browser is countezh@it. Note that
HTTP requests may be submitted for non-existent content, in whiehteags still will
be counted. For example, if one of the five image filésrred by the example page
mentioned above is missing, the web server will still counHIITP requests, but in
this case, five will be marked as successful (one HTMLAfd four images) and one
as a failed request (the missing image)

Page - A page is a successful HTTP request for a resthateonstitutes primary
website's content. Pages are usually identified by a filension (e.g. .html, .php,
.asp, etc.) or by a missing extension, in which case thectudd the HTTP request is
considered a directory and the default page for this dirett@erved.

File - Each successful HTTP request is counted as.a file

Visitor - A visitor is the actual person browsing the wehsi typical website serves
content to anonymous visitors and cannot associate visitors hé@tladtual person
browsing the website. Visitor identification may be based on tRemddress or
an HTTP cookie. The former approach is simple to implemiauit, results in all
visitors browsing the same website from behind a firewall @lias a single visitor.
The latter approach requires special configuration of the webrsg@re. to log HTTP
cookies) and is more expensive to implement. Note that neithdrechpproaches
identifies the actual person browsing the website and ngitbeides 100% accuracy
in determining that the same visitor has visited the ielagain.



Visit - A visit is a series of HTTP requests submittedabyisitor with the maximum
time between requests not exceeding a certain amount configured Wwehihester,
which is typically set at 30 minutes. For example, if aeisiequested page A, then in
10 minutes page B and then in 40 minutes page C, then this Yiagayenerated two
visits, one when pages A and B were requested and another véhpagé C was
requested.

Host - In general, a host is the visitor's machine running thedar. Hosts are often
identified by IP addresses or domain names. Those web traffigsentdols that use
IP addresses to identify visitors use the words hosts, domairsremddP addresses
interchangeably.

User Agent - User agent is a synonym for a web browser.

1.5 WEB APPLICATION FORENSICS TOOLS

As discussed in the previous section, it is very important te Bagportive tools of forensics
in order to have better grasp over forensics of web applicafi@ads that are useful for web
application forensics are Microsoft LogParser, EventLogArmalyHttp-analyze, Pyflag,
Analog, Open Web Analytics, Mywebalizer, CORE Wisdom, bogj Sawmill, and Lire

1.5.1 Logparser

logparseris a flexible command line utility that was iniiallvritten by Gabriele

Giuseppini, a Microsoft employee, to automate tests for [ISggdt was intended for use
with the Windows operating system, and was included with th&.DResource Kit Tools.
The default behaviour of logparser works like a "data processipeglime”, by taking

an SQL expression on the command line, and outputting the lines contaiaioes for the
SQL expression.

Microsoft describes Logparser as a powerful, versatile toal provides universal query
access to text-based data such as log files,XML filesC8\files, as well as key data
sources on the Windows operating system such as the Eventth®&egistry, the file
system, and Active Directory. The results of the input qearybe custom-formatted in text
based output, or they can be persisted to more specialty tdilgeBQL, SYSLOG, or
a chart.Logparser has been also discussed in previous shapter

1.5.2 EventLog Analyzer
Event log analysis is used for pattern matching, filtering o&nevoccurrences, and

aggregation of event occurrences into composite event occurredoagmnonly,dynamic

programming strategies from algorithms are employed to sauig®f previous analyses for
future use, since, for example, the same pattern may beh méth the same event
occurrences in several consecutive analysis processing.Bgéatalyzer provides the most
cost-effective Security Information and Event Management (SéBfdyare on the market.
Using this Log Analyzer software, organizations can automaterttie process of managing
terabytes of machine generated logs by collecting, analyzimgglating, searching, reporting,
andarchiving from one central location. This event log analydfeérvare helps to monitor file



integrity, conductlog forensics analysis, monitor privilegedersand comply to
different compliance regulatory bodies by intelligently analyzyour logs and instantly
generating a variety of reports like user activity repdritstorical trend reports, and more.

1.5.3 Web log analyzer
Web log analysis software (also called a web log analyzerkind of web analytics software

that passes a server log file from a web server, andl lms¢he values contained in the log
file, derives indicators about when, how, and by whom a web servisited. Usually reports
are generated from the log files immediately, but the leg ian alternatively be passed for a
database and reports generated on demand.

1.5.4 Open Web Analytic$
Open Web Analytics (OWAIs open sourceveb analyticsoftware created by Peter Adams.

OWA is written inPHPand uses aMySQtatabase, which makes it compatible for running
with anAMP solution staclon variousnveb servers.OWA is comparableGmogle Analytics,
though OWA is server software anyone can install and run on theihost, while Google
Analytics is asoftware  servicdfered byGoogle.OWA  supports tracking
with WordPressandMediaWiki, two popular web site frameworks.This applicatiorpislou
keep track of and observe the influx of views on your website. Tdgrgm also tracks your
competitors and their company’s growth compared to yours.

1.5.5 Webalizer

TheWebalizeris aGPL application that generates web pagesardlysis, from access and
usage logs, i.e. it iweb log analysis software. It is one of the most commonlyg wgeb
server administration tools. It was initiated Brsadford L. Barretin 1997. Statistics
commonly reported by Webalizer include hits, visits, refertéies visitors' countries, and the
amount of data downloaded. These statistics can be viewed grbplaicdl presented by
different time frames, such as by day, hour, or month.

1.6 SUMMARY

1. There can be very critical information managed through web apphesahowadays
which needs to handle this information with utmost care atutisg

2. Cyber-attacks have become increasingly sophisticated and dang€ytes-attacks
have evolved into Cyber Warfare and cyber terrorism.

3. Various forms of cyber-attacks are, Spoofing, Repudiation, Priatiagks, Denial of
Service, Privilege escalation, SQL injection attacks.

4. The aspects of investigation into web attacks can be viawesvo areas; web
application forensics and web services forensics.

5. Web services forensics involves pair-wise and comprehensidenee generation.
Web application forensics involves preliminary analysis @aandard methodologies.

6. Tools that are useful for web application forensics are MictosoigParser,
EventLogAnalyzer, Http-analyze, Pyflag, Analog, Open Web it etc.

1.7 CHECK YOUR PROGRESS
1. Fill in the blanks.



a) is the creation of email messages with a forged selddess.

b) and emails are typical means of spoofing.

c) IP address of the computer sending the mail can generallgemtified from the

in the email header.

d) refers to a state of affairs where the author of a estatenti not be
able to successfully challenge the authorship of the statemewalidity of an
associated contract.

e) is where a lower privilege user or application accessgsninc
content reserved for higher privilege users or applications.

f) Application Forensics Readiness involves : :

and
2. State True or False

a) Repudiation does not make data or information to appear to bediovatisleading.

b) User agent is a synonym for a web browser.

c) Open Web Analytics (OWA) is open source web analyticsvsoét created by Peter
Adams

d) Open Web Analytics is written in PHP and uses a MySQéluiege.

e) A distributed denial-of-service (DDoS) attack occurs when pialgystems flood the
bandwidth or resources of a targeted system, usually one enmedx servers

1.8 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a) Email spoofing.
b) Spam and phishing.
c) Received sub-head.
d) Non-repudiation.
e) Vertical privilege escalation.
f) evidence collection, evidence protection, use of supportive foseasid investigator
abilities.
2. State True or False

a) False.

b) True.

c) True.

d) True.

e) True.
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1. 10 MODEL QUESTIONS

What do you mean by "shadow copy" of the World Wide Web and 'cloakid?
Where does it take place? Describe in detail.

2. Describe the Major tasks an investigator needs to do whilerpgrfg web application
forensics?

3. Describe the major types of web attacks in brief.

4. What do you mean by Application Forensics Readiness?

5. Describe any 3 web application forensic tools.
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UNIT II: INVESTIGATING EMAIL ATTACKS

2.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
Understand emailing and email services.
Know the structure of email and correlate it to extractrfsieinformation.
Know and categorize email attacks and crimes.
Know and familiarise with few email forensic tools.

2.2 INTRODUCTION

Email and web based email or web mail has a strong tendersgydad rapidly to a larger
extents. Email is nowadays considered as an evidence and has te@eson for putting good
amount of people(criminals) behind bars. Laws nowadays gives imperta emails and
reviews them with lot of attention.

2.2.1 Email Structure
An Internet email message consists of three components, thsageesvelope, the

messagéeader, and the messdgmly. The message header contains control information,
including, minimally, an originatorsmail addresand one or more recipient addresses.
Usually descriptive information is also added, such as a dulgedler field and a message
submission date/time stamp.

Originally anASCII text-only communications medium, Internet email was extended
by Multipurpose Internet Mail ExtensiofMIME) to carry text in other character sets and
multi-media content attachmenisternational email, with internationalized email addresse
usingUTF-8, has been standardized, but not yet widely adopted.

Internet email messages consist of two major sections, ¢issage header and the message
body. The header is structured ifields such as From, To, CC, Subject, Date, and other
information about the email. The body contains the message, agcturstd text, sometimes
containing asignature bloclat the end. The header is separated from the body by a biank li

2.2.2 Types of email services

2.2.2.1 Web-based email

Many  email providers have a  web-based email client (e.g. AOL
Mail, Gmail, Outlook.com and Yahoo! Mail). This allows ustrdog into the email account
by using any compatible web browser to send and receiveetmaii. Mail is typically not
downloaded to the client, so can't be read without a currenhétteonnection.

2.2.2.2 POP3 email services
The Post Office Protocol 3 (POP3) is a mail access protocdl mse client application to

read messages from the mail server. Received messagaftea deleted from theserver. POP
supports simple download-and-delete requirements for access toeremdboxes IMAP
email servers



2.2.2.3 The Internet Message Access Protocol (IMAP)
It provides features to manage a mailbox from rpldtidevices. Small portable devices

like smartphones are increasingly used to checkilenfdle travelling, and to make brief
replies, larger devices with better keyboard acbessg used to reply at greater length. IMAP
shows the headers of messages, the sender anabjeetsand the device needs to request to
download specific messages. Usually mail is lefoiders in the mail server.

2.2.2.4 MAPI email servers
Messaging Application Programming Interface (MAR)a messaging architecture and an

API based on the Component Object Model (COM) faerbsoft Windows.

2.2.3 Simple Mail Transfer Protocol
Simple Mail Transfer Protocol (SMTP) is an Interrstandard for electronic mail (email)

transmission. SMTP by default uses TCP port 25. pitwocol for mail submission is the
same, but uses port 587. SMTP connections secyf@8Lh known as SMTPS, default to port
465 (nonstandard, but sometimes used for legaspnsa

Although electronic mail servers and other maihsfar agents use SMTP to send and receive
mail messages, user-level client mail applicatityyscally use SMTP only for sending
messages to a mail server for relaying. For resgimessages, client applications usually use
either POP3 or IMAP. Although proprietary systersach as Microsoft Exchange and IBM
Notes) and webmail systems (such as Outlook.comgil@mdYahoo! Mail) use their own
non-standard protocols to access mail box accamtieir own mail servers, all use SMTP
when sending or receiving email from outside tlo@n systems.

Figure 33 gives a typical sequence of events that takespldten sender Alice transmits a
message using a Mail User Agent (MUA) addressdébdé@mail address of the recipient.

Figure 33: SMTP Scenario (from Wikipedia)

The MUA formats the message in email format and uee submission protocol, a
profile of the Simple Mail Transfer Protocol (SMTRp send the message to the
local mail submission agent (MSA), in this casesmtpg.



The MSA determines the destination address provided in the SMTP pr@tot@iom

the message header), in this case bob@b.org. The part trefog@ sign is the local

part of the address, often theusername of the recipient, aparthafter the @ sign is

a domain name. The MSA resolves a domain name to deternarfellr qualified

domain name of the mail server in the Domain NameeBy¢DNS).

The DNS server for the domain b.org (ns.b.org) responds with &nhgelkbrds listing

the mail exchange servers for that domain, in this cade.ong, a Message Transfer

Agent (MTA) server run by the recipient's ISP.

smtp.a.org sends the message to mx.b.org using SMTP. ditver snay need to

forward the message to other MTAs before the message retehdimal message

delivery agent (MDA).

The MDA delivers it to the mailbox of user bob.

Bob's MUA picks up the message using either the Post Officddl (POP3) or

the Internet Message Access Protocol (IMAP).
Alice or Bob may use a client connected to a corporate emaénsysuchas IBM Lotus
Notesor Microsoft ExchangeThese systems often have their own internal email formt a
their clients typically communicate with the email serwging a vendor-specific, proprietary
protocol. The server sends or receives email via the Intdirmigh the product's Internet
mail gateway which also does any necessary reformattiddjcef and Bob work for the same
company, the entire transaction may happen completely withimghe scorporate emalil
system.

Alice may not have a MUA on her computer but instead may contec

a webmail service.

Alice's computer may run its own MTA, so avoiding the tranafestep 1.

Bob may pick up his email in many ways, for example logging inkcbrarg and

reading it directly, or by using a webmail service.

Domains usually have several mail exchange servers sahimatcan continue to

accept mail even if the primary is not available.
Many MTAs used to accept messages for any recipient on theébtand do their best to
deliver them. Such MTAs are called open mail relays. This wery important in the early
days of the Internet when network connections were unreliable. \owthis mechanism
proved to be exploitable by originators of unwanted bulk email andcasisequence open
mail relays have become rare, and many MTAs do not acceagess from open mail
relays.

2.3 EMAIL ATTACKS AND CRIMES

Email crimes or attacks can be a direct one where usersseahem to harass or intimidate a
receiver. There exist lots of crimes which are perpadrakirectly using emails. Also email
attacks can be indirect where emailing is used as one of thetatochpture sensitive
information and perform malpractices or induce malwares intalibet system. Let us look
into few email attacks or crimes.

a. Flaming

b. Email spoofing



Email bombing

Email hacking

Spams

Email frauds

. Email phishing

2.3.1 Flaming

Flammingoccurs when a person sends a message with angry or antagamiséiot.cThe
term is derived from the use of the word Incendiary to desqoarticularly heated email
discussions. Flaming is assumed to be more common today becauke ehse and
impersonality of email communications: confrontations in personiarelephone require
direct interaction, where social norms encourage civilityergas typing a message to another
person is an indirect interaction, so civility may be ébrgn.

@~ oao0

2.3.2 Email spoofing
It occurs when the email message header is designed to makestegenappear to come

from a known or trusted sourdeémail spamandphishingmethods typically use spoofing to
mislead the recipient about the true message origin.

2.3.3 Email bombing
It is the intentional sending of large volumes of messagesatget address. The overloading

of the target email address can render it unusable and canasnthe mail server to crash.

2.3.4 Email hacking
It is illicit access to aemailaccount or email correspondence.

2.3.5 Spams
Attackers often send massive email broadcasts with a hiddenisleading incoming IP

address and email address.Some users may open the spai ardpaossibly be tempted by
whatever wares or schemes are offered.

2.3.6 Phishing
This type of attacks uses email messages from legitimagmesses that the user may be

associated with. Although the messages look authentic witheatidrporate logos and similar
format as the official emails, they ask for verificatiof personal information such as the
account number, password, and date of birth. 20% of unsuspectimysviespond to them,
which may result in stolen accounts, financial loss and itgeheft.

2.3.7 Email fraud
It is the intentional deception made for personal gain or to danaagther individual

throughemail Almost as soon aamailbecame widely used, it began to be used as a means
to defraudpeople. Email fraud can take the form ditan game'or scam Confidence tricks
tend to exploit the inherent greed and dishonesty of their viclitves.prospect of a 'bargain’

or 'something for nothing' can be very tempting. Email fraudyitts other bunco schemés
usually targets naive individuals who put their confidenceeirrigh-quick schemes such as



'too good to be true' investments or offers to sell popular itermispossibly low' prices.
Many people have lost their life savings due to fraud.

2.3.8 Phishing emails
It may contain links to websites that are infected \m#iwarePhishing is typically carried

out byemail spoofingr instant-messagingnd it often directs users to enter details at a fake
website whoséook and feebre almost identical to the legitimate one. Phishing isxample

of social engineerintechniques used to deceive users, and exploits the poor usability
current web security technologies.

2.4 PRIVACY IN EMAILS

2.4.1 Email privacy
It is the broad topic dealing with issues of unauthorized accessspelction of electronic

mail. This unauthorized access can happen while an emaitranisit, as well as when it is
stored on email servers or on a user computer. In countries withséitutional guarantee of
the secrecy of correspondence, whether email can be equatedetiérs and get legal
protection from all forms of eavesdropping comes under question beafatise very nature
of email. This is especially important as more and more conwaion occurs via emalil
compared to postal mail.

Email has to go through potentially untrusted intermediate comgp(d#enail servers, ISPs)
before reaching its destination, and there is no way toiftel was accessed by an
unauthorized entity. This is different from a letter sealednreavelope, where by close
inspection of the envelope, it might be possible to tell ifesmme opened it. In that sense, an
email is much like a postcard whose contents are visil@edryone who handles it.

There are certain technological workarounds that make unauthorizessao email hard, if
not impossible. However, since email messages frequently oetssn boundaries, and
different countries have different rules and regulations governhm can access an email,
emalil privacy are a complicated issue.

A significant fraction of email communication is still uneymted. In general, encryption
provides protection against malicious entities. However, a couer might force the
responsible parties to hand over decryption keys;

Email privacy, without some security precautions, can bepcomised because:
Email messages are generally not encrypted.

Email messages have to go through intermediate computers betarieing their
destination, meaning it is relatively easy for othersitercept and read messages.
Many Internet Service Providers (ISP) store copies of emedisages on their malil
servers before they are delivered. The backups of teseemain for up to several
months on their server, despite deletion from the mailbox.

The "Received:"-fields and other information in the email caenoftdentify the
sender, preventing anonymous communication.



2.4.2 Email tracking
It is a method for monitoring the email delivery to intended reaipi Most tracking

technologies use some form of digitally time-stamped reaordveal the exact time and date
that an email was received or opened, as well the IP adufréssrecipient.

Email tracking is useful when the sender wants to know if thendet® recipient actually
received the email, or if they clicked the links. Howedere to the nature of the technology,
email tracking cannot be considered an absolutely accurate tordib@t a message was
opened or read by the recipient.

2.5 EMAIL FORENSICS

2.5.1 Forensically important email parts
Basically emails information which will be interestirggthe investigators are:

a) Email header
b) Body of Emails
c) The information hidden in the email packets
d) Attachments
The message header must include at least the follovelus fi

From: The email address, and optionally the name of the author(slang email clients
not changeable except through changing account settings.

Date The local time and date when the message was writilea the From: field, many
emalil clients fill this in automatically when sending. Theipent's client may then
display the time in the format and time zone local to him/her.

The message header should include at least the followidg:fie

Message-ID Also an automatically generated field; used to prevent meltleliveries
and for reference in In-Reply-To: (see below).

In-Reply-To Message-ID of the message that this is a reply to. Wselchk related
messages together. This field only applies for reply messag

RFC 3864 describes registration procedures for message healdlsr dt the IANA, it
provides for permanent and provisional message header field ,nhamksgling also fields
defined for MIME, netnews, and http, and referencing releva@sREommon header fields
for email include:

To: The email address(es), and optionally name(s) of the messagient(s). Indicates
primary recipients (multiple allowed), for secondary recipisets Cc: and Bcc: below.
Subject A brief summary of the topic of the message. Certain aldirens are
commonly used in the subject, including "RE:" and "FW:".

Bcc Blind carbon copy; addresses added to the SMTP delivery lisiob@tisually) listed
in the message data, remaining invisible to other recgient



Cc: Carbon copy; Many email clients will mark email in one's inboKerintly
depending on whether they are in the To: or Cc: list.

Content-Type: Information about how the message is to be displayeglyus
a MIME type.

Precedence commonly with values "bulk", "junk”, or "list"; used to indieathat
automated "vacation" or "out of office” responses should not be rdttonthis mail, e.g.
to prevent vacation notices from being sent to all other sulessribf a mailing
list. Sendmail uses this header to affect prioritization of quieweail, with "Precedence:
special-delivery" messages delivered sooner. With modern baigbwidth networks
delivery priority is less of an issue than it once was.rdioft Exchange respects a fine-
grained automatic response suppression mechanism, the X-Auto-ReShpmmsess
header.

Referencedviessage-ID of the message that this is a reply to, anthélssage-id of the
message the previous reply was a reply to, etc.

Reply-To Address that should be used to reply to the message.

Sender Address of the actual sender acting on behalf of the austed lin the From:
field (secretary, list manager, etc.).

Archived-At A direct link to the archived form of an individual emaiéssage.

SMTP defines thé&race informationof a message, which is also saved in the header using the
following two fields:

Receivedwhen an SMTP server accepts a message it insertsattesrecord at the top of
the header (last to first).

Return-Path when the delivery SMTP server makes final deliveryof a message, it
inserts this field at the top of the header.

Other header fields that are added on top of the header by #iginmgcserver may be
calledtrace fields in a broader sense.

Authentication-Resultsvhen a server carries out authentication checks, it @am the

results in this field for consumption by downstream agents.

Received-SPFstores results of Sender Policy FramewdlK) checks in more detail
than Authentication-Results.

Auto-Submittedis used to mark automatically generated messages.

VBR-Infa claims VBR whitelisting. Vouch by Reference (VBR) is atpcol for adding

third-party certification to email.



Figure 34: Tracing spoofed sender.

The trace information of an email can provide tftslues to the investigators.

The email packets can be captured using packdessibftware. The email packets can be

read very easily unless the user is having emaityption. The encrypted emails are read

using the password cracking methodologies as discum earlier chapters. The trace of an

email, headers and even sometimes the body ofitladl ean be used detect a spoof attack as
shown inFigure 34

2.5.2 Email forensics investigation
Email forensics involves capturing, securing andlgsing and reporting the email evidences.

E-mail forensics aims to study the source and custd e-mail messages for evidence, this
included identification of the actual sender, reap, date and time when it wassent, etc.
Email Forensic analysis aims at discovering théohysofa message and confirming identity
of all involved entities. Apart from message an&lyse-mailforensic also involves
investigation of clients or server computers susggif being used or misused to carry out e-
mail forgery. It might involve inspection dfiternetfavoritesCookies, History, Typed URL's,
Temporary Internet Files, Auto-completionEntriespBmarks, Contacts, Preferences, Cache
etc. Several OpenSource software tools are availahich helps to perform e-mail header
analysisto collect evidence of e-mail fraud.



2.5.3 Analyzing an emalil
A sample header set of an e-mail message sentdmy@xyz.compretending to be
alice@alice.comand sent tibbob@bob.cons shown in figure 3.

Figure 35: Elaborate email header of a spoofed eénfadapted from: [6])

The HeadeiX-Apparently-Toshown in Figure 35 is relevant when mail has been sentas a
BCC or to recipients of some mailing list. This field in thosthe casescontain the address as
in Tofield. But if mail has been sent to a BCC recipientrogdling list, X-Apparently-Tas
different from TO field. Some may showiOwhile others may not show it. Thux-
Apparently-Toalways shows the e-mailaddress of recipient regardless dhevhenail has
been sent usingO, BCC, CCaddresses or by the use of some mailing list.

The Return-Pathheader is the e-mail address of the mailbox specified bertdes in the
MailFromcommand. This address can also be spoofed, if noauthenticatehamsm is in
place at the sending server it is not possible to determinegerass of Return-Path header
through header analysis alone.TReceived-SPFpecifies thatthe mail has come from a
domain which either does not have a SPF record or isnot ystgndted permitted sender.

If there are some spam filtering software of the receigeiyeror MUA the spam score is
contained inX-Spam-Ratidield. If this value for the e-mail under study ratio exd®eertain
pre-defined threshold, emailwill be classified as spam.



X-Originating-1P specified the IP address of the last MTA of the sending SB&f\er, which
has delivered the e-mail to the server lmdb@bob.com In thesample e-mail it is
[a2.b2.c2.d2] as shown in item 5. This address is alsocontained inR#éeeivedheader
field.X-Sieveheader specifies the name and version of message fil®ratgm. Thispertains
to the scripting language used to specify conditions for messtymf@and handling. In the
sample e-mail the name of the message filtering softie@®IU Sieveand its version is
2.3.X-Spam-Charsetseader specifies the character set used for filtering ékeages. The
value for this field in sample e-mail at item 7 indicates #witUnicode Transformation
Format UTF) has been used by bob’s server. UTF is avariable lengthctliaset having a
special property of being backwardcompatibleto ASCResolved-Taddress is the e-mail
address of the mailbox to which the mail hasbeen deliveye@dDA of bob’s server. In most
cases, it is the same as XDelivered-To fideDelivered-Tas the address of the mailbox to
which themail has been delivered by MDA of bob’s server. In shmple e-mail both
XResolved-To and X-Delivered-Bddresses areob@bob.conas in item 8 and X-Mail-
From header specifies the e-mail address of the mailbox spediffethesender in the
MailFromcommand which in the sample e-mail asice@alice.conThe Authentication-
Resultsheader in item 11 indicates th&tl1294.mail.mud.bob.comeceived mail from
alice.comdomain which neitherhas DomainKeys signature nor DKIM signateme 12 is the
secondReceivedheader field containing the trace informationindicatir®y.0.0.1as the IP
address of the machine that send the message. Thismachutaally namednailbox-us-s-
7b.xyz.comand has IP addres®.b2.c2.d2 It has usedEHLO SMTP command to send the
mail. The mail wasreceived bytal294.mail.mud.bob.comsing SMTR. The message has
beenreceived omue, 30 Nov 2010ate a07:36:34time. The clock is 8 hrs behindGreenwich
Mean Time. Item 13 is the firstReceived header field representing the trace
informationindicatingMTBLAPTOPas the names of the machine that send the message.
Thismachine is not known to the receiver but has an IP adaltdst.c1.dlandabc@xyz.com
is the owner of the mailbox who has sent the message. TheMu# follow some
authentication mechanism to identify its mailbox usersotherwis not possible to include
authenticated sender’'s mailbox address withRereivedfield. The message has been
received bymailbox-us-s-7b.xyz.camming ESMTPA protocol which has been running a
program calledPostfix Themessage is fdrtob@bob.conmand has an ID 08FOAE139002E
The message hasbeen receivedoe, 30 Nov 2010 at 15:36:23he clock is set according
toGreenwich Mean Time.

The From, Subjectand Tdlines respectively are the e-mail address of the authorcduddjéhe
message, and the e-mail address of the intended recifidrjecand Toare specified by the
sender, and therom address is taken by the systemfrom the current logged inHs&ever,
Fromheader can very easily bespoofed as has been dome in this eamgile The items 14,
15 and 16 inthe sample e-mail show the values of these tieles. fThe Fromaddress
hasbeen spoofed to carry an addrdlise @a.comwith a user friendly nam@lice.Content-
Type, MIME-Version, Content-Transfer-Encoding and Content-lengtlemst17, 18, 19 and
20 are the MIME headers describing the type of MIMEcontent, femeacoding, its version
and length so that the MUA’s can performproper decoding to renderdksage successfully
on client.This is the address, sender of this e-mail wanigieat to use for sending replyin
response to this e-mail. Normally, this is used by the senaeend replies.Carefully crafted




sender spoofing combined with fakeply-Toe-mail addresscan lead to serious information
leaks. TheReply-Toaddress'Smith"smith@smith.conm item 21 is an arbitrary address that
may belong to some userwho may not be related to the sendenimagany

Organization header field indicates that the organization of claimed semsfdices
Organization Organizationheader field is an information fieldrepresenting the orgamizati
of a sender. It can be misused by the spammer togive a falsessigor about a sender as has
been done in this e-mail.

Dateheader indicates that the e-mail was composed and submittediverylehTue, 28 Nov
2010 21:06:22 +0530which is not in conformity with the date intiReceivedield of Para

23 Return-Receipt-Tdield indicates the e-mail address, MSA, MTA and MDA musticr
sending delivery notifications such as successful or failure icattdns.The address
mentioned for this field in item 24 is again an arbitrary addiestsnay belong to some user
who may not be related to the sender in any B@position-Notification-Tdield indicates

an e-mail address, MUA must usewhen submitting a messagatindithat the message has
been displayed. This address specified in item 25 is alsdodarasy address that does belong
to someuser who may not be related to the sender in any wag6teontains th&lessage-Id

of the message which is

20101130153623.8FOAE139002E @mailbox-us-s-7b.xyz.caemerally, adomain name is
appended with a unique number by the sending server to foMesisage-IdIn the above
sample e-mail message, several fields have been spoofed whlwh detected easily because
the firstReceivedield shows the address ofauthenticated sender which is diffieoen the
sender of the message. However,address of authenticated saydeotbe always included
with theauthentication results (in case no authentication mesrhans adhered to
orannomizers strip this line). Further, date is also incamists can be noted fromthe
comparison of timestamp iReceivedheaders and the date field. Some headerfields with
context to authentication and above analysed e-mail measadjecussed further hereby:

SPF mechanismscan be used to describe the set of hosts which are designatedoutbound
mailers for the domain. The test besides success orefailay alsoresult intsoftfail, neutral,
none, permerrasr temperror For example, asuccessfRleceived-SPFentry could be as
follows:
Received-SPF pass (mtall04.mail.mud.xyz.com: domain of abc@xyz.com designate
a2.b2.c2.d2 as permitted sender)Here, thi&a1104.mail.mud.xyz.com MTAotifies its
recipient througReceived-SPRhat domain of abc@xyz.com i.&yz.comwhich has an
IPaddress2.b2.c2.d2s a permitted sender designated by Sender Policy Framelvarése,
the domainalice.comhad usedDomainKeys and DKIM complaint andhad passed these tests,
it could have been as follows:
Authentication-Resultsmtal1294.mail.mud.bob.com from=alice.com;
domainkeys=pass (0k); from=a.com; dkim=pass (0k)
In this case, it could have included DKIM-Signature and/orDomairfBigpature
fields as follows:
DKIM-Signature: v=1; a=rsa-shal; c=simple; d=alice.com;
h=from:to:subject:date:message-id:content-type q=dns/txt; s=s512;



This is the DKIM Signature signed with SHA1 algorithm. DKIMses the

emailheaders and body to generate a signature. If the heagleswvatten or text is

appended to the message body after it has been signed, thve \Kificationfails.

DKIM is backward compatible with the DomainKeys system. Wae emailmessage

is signed with DKIM, it will include a number of “tags” whoséwes contain

authenticating data for the message being sent. In the exampléheader in figure

3, the tags used are:

v= This tag defines the version of this specificatiort #pgplies to thesignature record.

a= The algorithm used to generate the signature (plain-text/REED). It supports

"rsa-shal" and "rsa-sha256", Signersusually signs usingHe2b6".

c= It is the canonicalization algorithm 1.e. the method by whichethders and

content are prepared for presentation to the signingalgorithm.

d= It is the domain name of the signing domain.

h= It is a colon-separated list of header field names ttexitify theheader fields

presented to the signing algorithm.

g= It specifies the query method used to retrieve the publievkechby default is dns.

s= It is the selector used in the public key.

bh= The signature data or public key, encoded as a Base64 string.

The example of DomainKeys signature is given below. Domainksgysaturehas

been signed with SHA1 algorithm.

DomainKeys-Signaturea= rsa-shal; q=dns; c=simple; s=s512;

d=alice.com; b=XXX......cccoiiiiiiiiii e =

When an e-mail message is signed with DomainKeys, it wdlude a number

of‘tags” whose values contain authenticating data for the agesbeing sent. In

theexample above, the tags used are:

a= It is the encryption algorithm used to generate the signathich bydefault is

"rsa-shal".

g= It specifies the query method used to retrieve the pubjievkéch bydefault is dns.

c= It is the canonicalization algorithm 1.e. the method by whichethgers and

content are prepared for presentation to the signingalgorithm.

s= It is the selector used in the public key.

d= It is the domain name of the signing domain.

b= The signature data or public key, encoded as a Base64 string.
Date headerrepresents the date e-mail was composed and submitted forylelogever,
this filed can also be spoofed as has been done in thissampé message. It can be easily
noticed by comparing its value in item 23with the dateserRéceivecheader fields.
Message-lds the message Identification attached to the e-mail mesExgry e mail has a
unique message ID that helps the administrators to locate el éaserver log. Usually
every sending server uses its own custom algorithm togenerateaurttjue number and
append domain name to this to make it uniqueon the internetlDban also help to identify
the domain of the sender but itcan also be forged to confuse/tstigators.
The first Receivecheader field representing the trace information containgRhddress of
the machine used to send the e-mail message. On trackind®#udréss several cases as
explained below are possible:



i.  The IP address in thHeeceivedeader field maps to directconnection having a static IP
address. In this case, this address isthe address of the'seodgouter. However, if
the IP address isdynamic then the logs of the proxy or SMTP rsaeed to
beobtained for continuing the e-mail tracking.

ii.  The IP address contained in tReceivecheader corresponds tosome proxy server. In
this case, proxy server's log must be obtainedto track the seDgen. proxy server
may raise some issues for theinvestigators because they dwmim&in a strict log of
activities.In case SSL is used to log orHOTP based e-mail server, proxycannot be
an issue because IP address of the client shall berecordgmhr&erproxy servers
may not be strictly timesynchronized as they may be using NetWiane Protocol
(NTPxanNd thus may impede the investigatid8P proxy servers usuallymaintain a
strict and time synchronized log (usBiIBIME protocol)and have a clear devised
policy to cooperate with the investigators.

iii.  The tracked IP address maps to some tunnelling server. Iragdagracking source of
e-mail will be difficult because tunnelling maybe done in ddférways and some are
not logged.

iv.  The IP address in thReceivedheader field maps to SMTP server.In this case, the
SMTP server log must be obtained. IP address maymap td*3diver belonging to
ISP, or some corporate or anopen relay. In all cases, logsl starst be obtained. If
the logs arestrictly time synchronized, then the sender caratieetr easily.ISP and
corporate SMTP servers can provide further details abouttheypartuser such as his
contact details and credit card number.

v. The IP address contained in tReceivedield resolves to Annomizers or re-mailers.
In this case, investigators must obtainlogs and original €-massage from the
anonymous SMTP orHTTP servers. Further, in case the anonyratyaid service,
useraccount details must also be obtained. It is also possiatidtone or more false
Receivedheaders in the data field ofthe message with an intentionegzdrthe
investigation. Investigators must paycareful attention to iald$ of theReceived
headers with respect to each otherespecially in terms iwedemethods and date &
time. If the delivery methodsvary or the time & date diffensiderably, then false
headers can be easilyidentified. Otherwise, the invetigahall have to investigate
all IP addressesand request logs from all servers. Ithmayery difficult to track a
sender fromthe IP address if the sender has tampered IPsadtpecket level. Once
the source of the e-mail message under investigation has beendeteor someone
is strongly suspected for being the source, his or hercomputeil el@nt software,
web browser, etc. are investigated for traces ofevidence.

2.5.4 Instant Messages

Instant Messages (IM) (as mostly referred as chatspéas becoming very popular among
users. Emails are mostly attached to inboxes whereas tharivbased on text cells or forms.
Texting on mobile devices has become very popular nowadaysppthlike Whatsapp.

IMs too are very important to forensic examiners because nowadayznies are using this
form of communicationfor real-time customer service and interdalsiness
communication.On the peopleperspective, IMs are used t@bbat everything from recipes



to personal attributes or opinions. Chats are relayed by way ofier.s8ame goes for IMs
too. IM software are structurally same as e-mail systémmsonly difference is that IMs are
done in real time.

at real-timesits necessary to logthe data (communicatiah)salseing typed. Recovering chat
sessions is a matter of chance because the caching abilittescomputer is the elementthat
is required to re-create the chat sessions. Some IM seftags conversations, but generally
people don’t activate the logs. IMsare migrating to mobile @sviilke google hangouts etc.,
IMs in mobiles are somewhat differentfrom desktop computeing. Mobile devices are
limited in resources or power of conventional desktopcomputers andtlieesfore use
memory differently. Mobiledevices do not cache data in theesemy asdesktops;hence,
retrieving chats are much more difficult in mobile devicesvdfare recording the IMs we can
get all the chats. However, it is very difficult looking @he power and other
limitations.Logging the activities on client device might phdbut finding a complete
conversationin memory is almost impossible unless chat loggempisied.

2.6 EMAIL FORENSIC TOOLS

Various software tools have been developed to assist e-mailsfomvestigation. These
include eMailTrackerPro(http://www.emailtrackerpro.com/indTracer (http://www.cyber
forensics. in), Adcomplain(http://www.rdrop.com/users/billmcéadplain.html), Aid4Mail
Forensic(http://www.aid4mail.com/), AbusePipe(http://www.datstimycom/
abusepipe.html), AccessData’'s FTK (www.accessdata.comBnCase Forensic
(http://www.guidancesoftware.com), FINALeMAIL(http://firddta2. com), Sawmill-
GroupWise (http://www.sawmill.net), Forensics Investigation  oolKit
(FIT)(http://www.edecision4u. com/FIT.html), Paraben (Network) E-mail
Examiner(http://www.paraben.com/email-examiner.html);. eThese analyse headers of
emailmessages to detect the IP address of the originatichime. These toolsoften have
abuse reporting features, e-mail classification option, suppottpheehcryption techniques
like Credant, SafeBoot, Utimaco, EFS, PGP, GuardianEdgddS Enterprise and S/IMIME.
Its current supported e-mail types are:Lotus Notes NSF, OutlodkO%3, Exchange EDB,
Outlook Express DBX,Eudora, EML (Microsoft Internet Mail, Eark]i Thunderbird,
Quickmail, etc.),Netscape, AOL and RFC 833. Some of thesm ¢b be vetted by courts
asstandard digital investigation platforms.

We will discuss eMailTracker Pro and EmailTracer itiditletail.

2.6.1 eMailTrackerPro®

Email trackingis a method for monitoring the email deliveryirtended recipient. Most
tracking technologies use some form of digitally time-stampedrd to reveal the exact time
and date that an email was received or opened, as wéP thddress of the recipient.

Email tracking is useful when the sender wants to know if thendet® recipient actually
received the email, or if they clicked the links. Howewdere to the nature of the technology,

http://www.emailtrackerpro.com



email tracking cannot be considered an absolutely accurate tordit@t a message was
opened or read by the recipient.

eMailTrackerPro Standard lets you trace email back to itepwhile also scanning each
email message to filter out spam and harmful payloads.

Using information contained in the email header, eMailTracke8tandard can effectively
locate the city or town that an email originated from, ineigdiVhois information that you
can use to report abuse and shut them down for good. The proceakifelisws:

1. Trace an email using the headerTo make the best use of eMailTrackerPro it's
important to trace the email header, and not the email adémessnail address, such
as anyone@hotmail.com will just run a trace on hotmail.com, amy siuggle time
you'll get the same result. An email header is a virtuapfadttelling the user where
an email has travelled. Each step along the way is redo®pammers often try and
remove/add lines to confuse where it was sent from. eMak@&rBeco can pick up on
patterns and inconsistencies and mark the email as suspeabtedtlis isn't an exact
science so anomalies can occur. An example header canrbers#e right, split up
into separate lines for understanding purposes.

2. Report Abuse: Abuse reporting is a useful feature for users that want toatakere
proactive approach to dealing with spam. EmailTrackerPro pro@ddatform that
auto-generates an abuse report and opens a new email (may not wallkefoail
clients) with the 'to' address filled out to the email spam addtetected (as shown on
the right). Once the abuse report has been sent to the emadepritvis then up to
them to take the next steps to shut the account down. Each acadggtthshut down
is one more step closer to stopping spam in the long run!

3. Spam Filter: The most valuable feature is the ability to trace more thanli®ne
address or domain name at a time. Trace as many |IP addaessdemain names as
required and either output the results to a new tab oxegl/HTML file.

2.6.2 Online EMailTracer

Resource Centre for Cyber Forensics (RCCF) is a pioneeritigui@s pursuing research
activities in the area of Cyber Forensics. The centrededgated to the nation by the then
Honorable union minister in August 2008. EmailTracer developed in RE€&Fool to track
email sender’s identity. It analyzes the email header gives the complete details of the
sender like IP address, which is key point to find the culprit andatie followed by the
mail, the Mail Server, details of Service Provider déimailTracer traces up to Internet
Service Provider level only. Further tracing can be done vhiéh help of ISP and law
enforcement agencies. The message-id will be useful foyznglthe mail logs at ISP.

2.7 SUMMARY

1. Laws nowadays give importance to emails and review themletiof attention.

2. Email services can be Web-based email, POP3 email sgyvitie Internet Message
Access Protocol (IMAP), MAPI email servers. Most widased protocol in emailing
is simple mail transfer protocol (SMTP).



Few email attacks or crimes are Flaming, Email spoofingaiEbombing, Email

hacking, Spams, Email frauds and Email phishing.

Email privacy is the broad topic dealing with issues of unawédriaccess and
inspection of electronic mail.

Emails information which will be interesting to the investigatare Email header,
Body of Emails, The information hidden in the email pasletd Attachments.

Email forensics involves capturing, securing and analysing epdrting the email

evidences. E-mail forensics aims to study the source and coofeswmail messages
for evidence.

Various software tools have been developed to assist e-maiisforinvestigation.
These include eMailTrackerPro, EmailTracer.

2.8 CHECK YOUR PROGRESS
1. Fill in the blanks.

a)
b)

c)
d)
e)

An Internet email message consists of three components, , and .
Many Message Transfer Agents used to accept messages foecyignt on the
Internet and do their best to deliver them. Such MTA<galled

____occurs when a person sends a message with angry or ani@agonisit.
eMailTrackerPro Standard is a tool which lets you traceldraek to its

IM stands for

2. State True or False

a)

b)

c)
d)

e)

f)

9)

The Post Office Protocol 3 (POP3) provides features to maaagmilbox from
multiple devices. (F)

Although electronic mail servers and other mail transfer agese SMTP to send and
receive mail messages, for receiving messages, @pplications usually use either
POP3 or IMAP. (T)

MUA stands for multiple user access. (F)

Email bombing is the intentional sending of large volumes of messega target
address. (T)

Precedence in email header is used to set prioritization afequemail wheras
references are used to set perspective of replies. (T)

Vouch by Reference (VBR) is a protocol for adding third-partyifceation to email.
The VBR-info header contains the third party information which banvery
important in tracing the email. (T)

Forensic analysis aims at discovering the history of a seattear than the message.

(F)

2.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a)
b)
c)
d)

The message envelope, the message header, and the nhessage
Open mail relays.

Flaming

Source



e) Instant Messaging.
2. State True or False

a) (F)

b) (T)

c) (F)

d) (T)

e) (T)

f) (T

9) (F)
2.10 MODEL QUESTIONS

1. Describe the structure of SMTP messaging with a neatadiagr

Which headers in SMTP useful in tracing a message satatdity?
List and describe atleast 4 email attacks.
How is privacy a big issue in emailing?
5. What are the various types of email services?
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UNIT 1ll: MOBILE DEVICE FORENSICS

3.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Understand Mobile communication and need for mobile forensics.
Know various ways of capturing evidences from a mobile device.
Understand various forms of logs in mobile.

Know the process of mobile forensics.

Learn few mobile forensic acquisition tools.

3.2 INTRODUCTION

Mobile device forensics is a branch of digital forensics iredab recovery of digital evidence
or data from a mobile device under forensicallysound conditions phitese mobile device
usually refers to mobile phones; however, it can also relateytdigital device that has both
internal memory and communication ability, including PDA devices, @&&es and tablet
computers.

The use of phones in crime was widely recognized for some yearhebiatrensic study of
mobile devices is a relatively new field, dating from #erly 2000s. A proliferation of
phones (particularly smartphones) on the consumer market causedaaddém forensic
examination of the devices, which could not be met by existing compoitensics
techniques|1].

Mobile devices can be used to save several types of peisfoahation such as contacts,
photos, calendars and notes, SMS and MMSmessages. Smartphoraiditiagally contain
video, email, web browsing information, location information, aswtial networking
messages and contacts.

There is growing need for mobile forensics due to severabmsaand some of the prominent
reasons are:

Use of mobile phones to store and transmit personal and ctapai@mation
Use of mobile phones in online transactions
Law enforcement, criminals and mobile phone devices.

3.3 CHALLENGES IN MOBILE FORENSICS

Evidential and technical challenges exist. For example sitellanalysis following from the
use of mobile phone usage coverage, is not an exact sciéansequently, whilst it is
possible to determine roughly the cell site zone from whichlaveal made or received, it is
not yet possible to say with any degree of certainty, that denaione call emanated from a
specific location e.g. a residential address.

To remain competitive, original equipment manufacturers frequehange mobile phone
form factors, operating system file structures, data gégreervices, peripherals, and even pin



connectors and cables. As a result, forensic examiners muatdierent forensic process
compared to computer forensics.

Storage capacity continues to grow thanks to demand for more fpbwer
"minicomputer" type devices.
Not only the types of data but also the way mobile deviesisgd constantly evolve.
Hibernation behaviour in which processes are suspended when the idepavered
off or idle but at the same time, remaining active.
As a result of these challenges, a wide variety of texilst to extract evidence from mobile
devices; no one tool or method can acquire all the evidencedlta®avices. It is therefore
recommended that forensic examiners, especially those wigshglify as expert witnesses
in court, undergo extensive training in order to understand hawteacand method acquires
evidence.

3.4 MOBILE COMMUNICATION

Mobile communication means can be categorized in basita#g imodes:
a) 802.11or WiFi
b) Bluetooth
c) Infrared(IrDA)

3.4.1 802.11 or WiFi
A wireless network is any type of computer network that usesess data connections for

connecting network nodes.Wireless networking is a method by which homes,
ecommunications networks and enterprise (business) installationstagaidstly process of
introducing cables into a building, or as a connection between various emtifmoations.
Wireless telecommunications networks are generally implemestel administered using
radio communication. This implementation takes place at thegathysvel (layer) of the OSI
model network structure. Wi-Fi (or WiFi) is a local areaeliss computer networking
technology that allows electronic devices to connect to the netWdrFi is the name of a
popular wireless networking technology that uses radio waves to previeless high-speed
Internet and network connections. A common misconception is thatrtheNeFi is short
for "wireless fidelity," however this is not the case-Fis simply a trademarked phrase that
means |IEEE 802.11x.The Wi-Fi Alliance, the organization that clvesWi-Fi registered
trademark term specifically defines Wi-Fi as any "vasd local area network (WLAN)
products that are based on the Institute of Electrical arair&tecs Engineers' (IEEE) 802.11
standards." Initially, Wi-Fi was used in place of only th4GHz 802.11b standard; however,
the Wi-Fi Alliance has expanded the generic use of the Wi to include any type of
network or WLAN product based on any of the 802.11 standards, inclddhglb, 802.11a,
dual-band, and so on, in an attempt to stop confusion abouésdgreAN interoperability.

3.4.2 Bluetooth
Bluetooth is defined as being a short-range radio technology (elessrtechnology) aimed at

simplifying communications among Internet devices and between devidethe Internet. It
also aims to simplify data synchronization between Interngtele and other computers.



Bluetooth products i.e. products using Bluetooth technology must be cilizdifie pass
interoperability testing by the Bluetooth Special Interest Groupr poi release. Bluetooth's
founding members include Ericsson, IBM, Intel, Nokia and Toshilvew version of the
Bluetooth wireless device-to-device technology that offergnistantly lower
powerconsumption than previous versions. Also referred to as Bluetanth Hnergy,
Bluetooth 4.0 achieves its reduced power consumption by enabling deviessdin paired,
or connected to each other, without requiring a continual streamtaftalde transferred
between the devices.

3.4.3 Infrared (IrDA)
Short for Infrared Data Association, a group of device manuistuthat developed a

standard for transmitting data via infrared light wavesrdasingly, computers and other
devices (such as printers) come with IrDA ports. This enafdasto transfer data from one
device to another without any cables. For example, if both your laptoputer and printer
have IrDA ports, you can simply put your computer in front of phater and output a
document, without needing to connect the two with a cable.IrDA gagport roughly the
same transmission rates as traditional parallel ports.omherestriction on their use is that
the two devices must be within a few feet of each other and thest be a clear line of sight
between them.

3.5 EVIDENCES IN A MOBILE DEVICE

As mobile device technology advances, the amount and types dhdatzan be found on a
mobile device is constantly increasing. Evidence that can ity recovered from a
mobile phone may come from several different sources, includimdskamemory, SIM card,
and attached memory cards such as SD cards.

Traditionally mobile phone forensics has been associated watdveeng SMS and MMS
messaging, as well as call-logs, contact lists and phorid/B8N information. However,
newer generations of smartphones also include wider varieti@goomation; from web
browsing, Wireless network settings, geo-location informatioolfding geo-tagscontained
within image metadata), e-mail and other forms of rich mgemedia, including important
datasuch as social networking service posts and contactsnavedeta smartphone ‘apps'.

3.5.1 Service provider logs
Although not technically part of mobile device forensics, the deaflail records (and

occasionally, text messages) from wireless carriers giteve as "back up" evidence obtained
after the mobile phone has been seized. These are usefultiwéheall history and/or text
messages have been deleted from the phone, or when location-bagss$ see not turned
on. Call detail records and cell site (tower) dumps can show thes mivamer's location, and
whether they were stationary or moving (i.e., whetheptiane's signal bounced off the same
side of a single tower, or different sides of multiple ta&long a particular path of travel).
Carrier data and device data together can be used to corrobdoateaion from other
sources, for instance, video surveillance footage or eyessitaecounts; or to determine the
general location where a non-geo-tagged image or video was take



The European Union requires its member countries to retainrcégtacommunications data
for use in investigations. This includes data on calls madeeiridved. The location of a
mobile phone can be determined and this geographical data reasbelretained. In the
United States, however, no such requirement exists, and no standaeis gow long
carriers should retain data or even what they must retaireXamnple, text messages may be
retained only for a week or two, while call logs may be nethianywhere from a few weeks
to several months. To reduce the risk of evidence being &gtehforcement agents must
submit a preservation letter to the carrier, which they tmeist back up with a search
warrant.

3.5.2 Subscriber identification module
A subscriber identity module (SIM) is a smart card inside @%M cellular phone that

encrypts voice and data transmissions and stores data abopetifec siser so that the user
can be identified and authenticated to the network supplying the phareesé&ihe SIM also

stores data such as personal phone settings specific to thandsphone numbers. If the
phone not uses SIM cards then the identity information is storedeirplione hardware
itself. This identification information can be used to tracgctim using service provider logs.

3.5.3 Mobile Logs
Mobile phones many a times are capable to maintain logslsfticat were made, missed and

received. This information can be crucial forensically. Otlbgs that are also maintained
mostly in the background are GPSinformation, connection informatimeta Using these
we can track the locations of mobile phones quite easily.

3.5.4 Phone books/contact lists
Phonebook names and numbersoften give investigative leads to poteitiedses and

victims.Phone book can have typical information such as e-mailagdrelsome addresses,
phone numbers, profile photographs, and even alternative phonenumbers.

3.5.5 Text messages
Text messages can have bits of evidence as well as datenanstamps, which can be very

valuable to investigators. Often deleted messages can deered along with time stamps
and can be used into establishing leads in an investigation.

3.5.6 Application files
Nowadays smart phones etc. have an operating system and thatapimstalled on these

operating systems maintain lots of files and data logs wtachbe vita sometimes during
forensic investigations.

Other forensically important data sources in a mobile devicebedPalendars and event's
organizers, E-mail, Instant messages, Photos, Audio recoetings

3.6 MOBILE FORENSIC PROCESS
a) Seizure
b) Acquisition



c) Analysis
3.6.1 Seizure
Seizing mobile devices is covered by the same legal consafeyaas other digital media.
Mobiles will often be recovered switched on.As the aim @fuse is to preserve evidence, the
device will often be transported in the same state to avsitliown, which would change
files. In addition, the investigator or first responder waigll user lock activation.

However, leaving the phone on carries another risk the device sthnmake a
network/cellular connection. This may bring in new data, ovengrigvidence. To prevent a
connection, mobile devices will often be transported and examioed Within aFaraday
cage(or bag). Even so, there are two disadvantages to this méiinstil.it renders the device
unusable, as its touch screen or keypad cannot be used. Secondgess dmarch for a
network connection will drain its battery more quickly. Whilevides and their batteries can
often be recharged, again, the investigator risks thgiltbee's user lock will have activated.
Therefore, network isolation is advisable either through platieglevice in Airplane Mode,
or cloning its SIM card (a technique which can also be useful Wieeddvice is missing its
SIM card entirely).At all costs, you must keep new data femntaminating the mobile
deviceatfter it has been seized, for a couple of reasons.

Mobile devices can be isolated in many ways; followingsvegn be used to isolate a mobile
on seizure:

a. lIsolating its wireless features:By using a Faraday bag or a jamming device mobile
phones can be isolated to network till the battery drains complé&sfices increase
their strength to search a network; this drains the bategyfast

b. Switch off the device:This method is fine however, on switching on the phone lock
or sim lock can be activated which can lead the phone unusable. Unlaekinige
possible but is quite tricky.

c. Airplane mode: Airplane mode is a setting available on many mobile phones and
other electronic devices that, when activated, suspends matimg afevice's signal
transmitting functions, thereby disabling the device's capazipface or receive calls
or use text messaging — while still permitting use of other fonstihat do not require
signal transmission (e.g., games, built-in camera, MP3 play¢hen the "airplane
mode" is activated, it will disable all cellular seesc(GSM, UMTS, LTE) as well as
other signal-transmitting technologies such as Wi-Fi and BluetodthFi and
Bluetooth can be enabled separately even while the devicairplane mode.

3.6.2 Acquisition

The second step in the forensic process is acquisition, inabésusually referring to retrieval
of material from a device (as compared to the bit-copy imagsegl in computer forensics).
Due to the proprietary nature of mobiles it is often not posgiblacquire data with it

powered down; most mobile device acquisition is performed liveh Wibre advanced

smartphones using advanced memory management, connectingéicttaeger and putting it
into a faraday cage may not be good practice. The mobile dewide recognize the network
disconnection and therefore it would change its status informid@bican trigger the memory



manager to write data. Most acquisition tools for mobile dexdcesommercial in nature and
consist of a hardware and software component, often autdmate

Acquiring data from mobile phones can be very tricky and need statining and expertise.
The acquisition can vary from mobile device to mobile device.d@syisuch as cameras, are
treated as storage devices in much the same way as US.dMobile phones, require
specific forensic software tools to extract data in a foremsig. Basic guidelines while
handling digital forensic data is to be careful and see thatatzeon the original media is not
altered in any way either by chance or intentionally. Seconddyneed to document every
aspect of the investigation. Most importantly, we need to Kaegs centralized with proper
responsibility attached to all investigators and companiesveasol

Fundamentally we are looking into three components in a mobile diéndgeare Read only
Memory (ROM), Random Access Memory (RAM) and Data Stordbese components and
their forensics can be very similar to that of windows or operagygiem forensics as
discussed in Block II.

Acquiring data from mobile phones can be very tricky and needfstatining and expertise.
The acquisition can vary from mobile device to mobile device.d@syisuch as cameras, are
treated as storage devices in much the same way as US.dMobile phones, require
specific forensic software tools to extract data in a foremsig. Basic guidelines while
handling digital forensic data is to be careful and see thatatzeon the original media is not
altered in any way either by chance or intentionally. Seconddyn@ed to document every
aspect of the investigation. Most importantly, we need to Keegs centralized with proper
responsibility attached to all investigators and companies\vegol

Fundamentally we are looking into three components in a mobile diénvdgeare Read only
Memory (ROM), Random Access Memory (RAM) and Data Stordbese components and
their forensics can be very similar to that of windows or operagygiem forensics as
discussed in Unit II.

Acquisition involves following things to be done:

a) Type of Cellular Network, Code Division Multiple Access (CDMA&slobal System
for Mobile Communication (GSM), Integrated Digital Enhanced NetW®iEN) (A
proprietary system, developed by Motorola, that uses advancec&td (USIMs)
and is expected to replace both CDMA and GSM).

b) Manufacturer Information of the mobile phone can be identified byoso&erial
numbers, manufacturing codes (like IMEI: International Mobile popant Identifier)
etc. It is advisable to cross verify the facts through Intefinoen online databases of
the manufacturer or contact the manufacturers.

c) Phone characteristics of the device can be found from the manefaativertisements
blogs etc. The characteristics can also guide us find areamifiat search for
evidence. Some of these characteristics can be Operatitemsy@/ireless access



methods (Bluetooth, WiFi, or infrared),Camera, manufacturericgtigns, internet

access methods, messages etc.
3.6.3 Examination and Analysis
Mobile phone forensics analysis involves the technical exaimmat mobile phones and the
retrieval of data from these devices. Data for analyais lee obtained from SIM cards,
memory cards and from the phone handset itself. Forensic msnalysobile phones can be
carried out on various forms of data, including textual (SMSddgss),Graphic (Images),
Audio Visual (Videos) and Audio (Sound recordings). Rapid advancementshite phone
technology and the introduction of smart phones to the market by compgacless Apple
and Blackberry providing large storage capacities has ntieainincreasingly, larger amounts
of personal information is now being stored on these devices. dodigi are now becoming
increasing reliant on their mobile phones as part of theily daies. The variety of
applications and facilities these devices provide including Inte¥NeFi, email, document
viewing and editing software along with the more common mobile pHeatres of
phonebook, call history, text messaging, voice mail, built in caraed audio facilities have
seen it overlap with computer technology. The existing generafiamobile phones is
sophisticated and increasingly difficult to examine however tray dtimately provide
valuable evidence in prosecuting individuals. Quite often thenrdton obtained from a
phone, after intensive analysis techniques proves to be adeguatednviction of a criminal
by detectives involved with the case. Internal memory and exteeraory as well as the call
and text records can all be analyzed to gain an insight intacthdties of the mobiles owner
as well as who they have been speaking or exchanging messalgeShetarea is ever
expanding and allows for cutting edge technology to be used to keephuiihnevivergrowing
array of mobile phones on the market today and the ever increasingef list of these
phones. Mobile forensic analysis will continue to be a specialigd ¥hile technology
progresses rapidly with the sheer number of phones to be examined aatiallenge for the
police.

3.7 FORENSIC ACQUISITION TOOLS

There are two categories of forensics acquisition tools. @hey
a) Hardware acquisition tools.
b) Software acquisition tools.

3.7.1 Hardware acquisition tools
We will require certain hardware to carry out acquisit®ome of the important ones are:

a. Faraday bagA Faraday bag keeps a mobile device from communicating with an
external wireless device, by intercepting radio waves #edtrely acting as a large,
external antenna that redirects the radio energy away thiendevice. Faraday bags
work to keep data from reaching the mobile device and keep the ndebilee from
transmitting any data outward. A Faraday bag can be as améfie device you're
isolating to as large as a tent when you need to do field work addimésolate the
device and your acquisition equipment at the same time. In tislenforensic
environment, isolating the device is of prime importance when yveawn-scene.



The last thing you need is the device synchronizing on its ownayyofva wireless

link and changing all kinds of data.

SIM card reader:Found in any computer supply store, a card reader is used to read
SIM and USIM cards without having to use the handset. Some calerseare built

into the computer platform, and other card readers use a USBaete

Cable connectionswith the multitude of mobile devices now on the market, having
just one mobile device connector seriously hampers your ability &m dovestigation.
Different mobile device manufacturers have not only diffedata cable connections

but also different power connection interfaces. At the top of ysusliould reside the
standard USB cable followed by the USB cable with a mini-d8mection.

3.7.2 Software acquisition tools
Certain software tools which are quite helpful while acquisisian

a.

www.MobileForensicsCentral.com: This web site provides adceassomprehensive
database of phones supported by various software suppliers. A tisewab site can
enter a model of a phone and the site will return a detaifgattref which software
and cables support it, as well what information can be rettieroen the device with
the software. The goal of the site is to enable ugsersdre efficiently find the right
tool for the device they are confronted with.

BITPIM®: Allows you to view and manipulate data on LG vx4400/vx6000 and many
SANYO sprint cell phones. This includes the phonebook, calenddipapers,
ringtones (functionality varies by phone) and the filesystem for QasiLCOMM
CDMA chipset based phones.

CELLDEK?® The revolutionary celldek has been developed in cooperation with the
UK's forensic science service. The portable celldekacquatesfibm over 200 of the
most popular cell phones and PDA's. Built to perform in the fieodt just in the lab),
investigators can immediately gain acces to vital inforomatsaving days of waiting
for a report from a crime lab.

Cell Seizuré”: Cell seizure allows you to acquire, analyze, and report orphetie
data for certain models of GsmSim Cards, Nokia, Samsung, Mat@ohy-Ericsson,

Lg, And Siemens cell phones. It can also acquire data from AADMMA phones.
Designed for computer forensic examiners, cell seizure softemplete forensic
examinations that can be presented in court with md5 & shal haskateif| write
protection, html reporting, and full data dumps on some models.
Version 3.0 adds support for LG, updates model support for other manefactmd
updates sim card support.

Mobilyze®: Mobilyze is a mobile data triage tool, designed to give uisemsediate
access to data from iOS and Android devices. Specifically mesigith ease of use in
mind, Mobilyze was built to respond to the mounting backlogs of evidgntiabile
devices in law enforcement agencies, both domestically andeaserThe Mobilyze
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http://bitpim.sourceforge.net/

http://www.logicubeforensics.com/products/hd_dugtiien/celldek.asp
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application runs on either Mac or Windows and can be effectiebloyed in the
field or within a forensics lab. Once Mobilyze has been irestalsimply plug the
smartphone or tablet into a USB port, and Mobilyze will begin coiig all relevant
user data. This data is then available for viewing, seagchand filtering within
minutes. Through its incredibly simple and intuitive user experiéviobjlyze allows
users of all technical abilities to quickly ascertain whethdewce contains relevant
forensic evidence, whether immediate action needs to be takdrfgr whether the
device needs to be sent to a forensics lab for a comprehensiysian@hce relevant
data is discovered, Mobilyze provides one-click reporting in ancland easily
readable format. If further analysis is required, usarsseamlessly import Mobilyze
data into BlackLight for a more comprehensive forensic arglysi

f. Oxygen Phone Manager Il (Forensic Versidn)A special software for police
departments, law enforcement units and all government sethiaesiish to use the
power of Oxygen Phone Manager llfor investigation purposes. Foreuion
secures phone data to remain unchanged during extraction and exporting

g. Oxygen Phone Manager®li Oxygen phone manager ii offers management for
phonebook, call register, calendar, todo lists, SMS and MMS gesskagos, tones,
GPRS and WAP settings, profiles, phone dictionary, FM statitada games and
applications.

h. Paraben's SIM Card Seizire Paraben's SIM card seizure takes the SIM card
acquisition and analysis components from paraben's cell seizurpusdt into a
specialized SIM card forensic acquisition and analysis tool. &l seizure includes
the software as well as a forensic SIM card readstoufalready have cell seizure &
the cell seizure toolbox, there's no need for you to get SIM seimlire as well
because they contain the components to perform a forensic Stivacauisition and
analysis. This tool is for the investigator who only wants to aeg8IM cards and
does not want to perform forensic exams of all cell phone data.

i. Paraben's PDASeizffe Paraben's PDA seizure is a commercially availablenfice
software toolkit that allows forensic examiners to acqaité examine information on
PDA s for both the pocket pc (PPC) and palm OS platforms 4. Pésam@duct
currently supports palm os up to version 5, pocket pc 2000-2003 (umtiWs CE
4.2), activesync 3.7, and hotsync. PDA seizure's featurkslenthe ability to acquire
a forensic image of palm OS, pocket PC, and Blackberry dgvime perform
examiner-defined searches on data contained within acquired géegrate hash
values of individual files and to generate a report of the fisdiRPA seizure also
provides book-marking capabilities to organize information, alony witgraphics
library that automatically assembles found images under a saailty, based on the
graphics file extension of the acquired files.

http://www.opm-2.com/forensic/
0

http://www.opm-2.com/OPM2/
http://www.paraben-forensics.com/catalog/produdo.php?cPath=25&products_id=289

http://www.paraben-forensics.com/handheld_forenistos



j. The forensicsim toolkit: The forensicsim toolkit gives today's law enforcement
agencies the capability to safely and confidently recowgitadlievidence from GSM
SIM and 3G USIM devices. Acquisition, analysis and reportorgy the three key
stages of the forensically sound process that will saveadritne and provide a cost
effective solution to SIM card examinations. As an increasing eurob mobile
devices use high-level file systems, similar to the fjigtems of computers, methods
and tools can be taken over from hard disk forensics or ont/sligit changes.
Different software tools can extract the data from the mgnmmage. One could use
specialized and automated forensic software products or géifenewers such as any hex
editor to search for characteristics of file headers. dtheantage of the hex editor is the
deeper insight into the memory management, but working with a htor edtans a lot of
handwork and file system as well as file header knowledgeoritrast, specialized forensic
software simplifies the search and extracts the data buhotdind everything. Since there is
no tool that extracts all possible information, it is advisableige two or more tools for
examination.

3.8 SUMMARY

1. Forensic study of mobile devices is a relatively new field.

2. There is growing need for mobile forensics due to severaonsalike personal
information in mobile devices; criminals as well as lawrages use mobile devices,
online transactions with mobile devices.

3. Original equipment manufacturers frequently change mobile phone thdiys
forensic examiners must use a different forensic process cedgar computer
forensics.

4. Mobile communication means can be categorized in 802.11or WiFi, dBlinet
Infrared(IrDA)

5. Mobile phone forensics involves recovering and analyzing SMS an& khiglssaging,
call-logs, contact lists and phone IMEI/ESN information, webwsing, Wireless
network settings, geo-location information, e-mail and other fasimsch internet
media such as social networking, Service provider logs, applicies etc.

6. Mobile Forensic process involves seizure, acquisition, asaly$he seizure and
acquisition are relatively different than that in windows esystAnalysis is more like
any other digital forensic analysis.

7. Forensic analysis of mobile phones can be carried out on various &drista,
including textual (SMS Messages),Graphic (Images), Audio Vi¢ualeos) and
Audio (Sound recordings).

8. Forensic acquisition tools can be categorized in Hardware aaguisdols and
Software acquisition tools. For example faraday’'s bag is @zae acquisition tool
whereas CellDek and CellSeizure are software toolscipuisition.

3.9 CHECK YOUR PROGRESS
1. Fill in the blanks.

http://www.radio-tactics.com/forensic_sim.htm
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2. State True or False.

a) Bluetooth is defined as being a long-range radahrelogy (or wireless technology)
aimed at simplifying communications among Interdevices and between devices and
the Internet.

b) Network isolation is advisable either through phacihe device in Airplane Mode, or
cloning its SIM card.

c) Devices, such as cameras, are not treated as estdeagces in much the same way as
USB drives.

d) Celldek has been developed in cooperation withJiis forensic science service.

e) Call detail records and cell site (tower) dumpsncarshow the phone owner's location

3.10 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.
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2. State True or False.

a) False.

b) True.

c) False.

d) True.

e) False.
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3.12 MODEL QUESTIONS
a) What are the major sources of evidences in a mobile devicé&ifExp
b) Describe the mobile forensic process.
c) What are the different mobile device logs important during maloitguisition?
d) How text messages be analysed in forensics?
e) Explain various types of mobile communications and relate this tendar
investigation.
f) What are the various ways in which mobile devices casdiated?
g) Write the steps involved in mobile acquisition.
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UNIT IV: INVESTIGATIVE REPORTS, EXPERT
WITNESS AND CYBER REGULATIONS

4.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:

Understand the importance of forensic reports and expert witnes
Know basic structure and do’s and don’ts while preparing a foresysictr
Know the legal aspects in computing and cyber laws in India lanodhe
Know the basic laws in IT Act of India.

Know the basic offences categorized in IT Act and amendments

4. 2 INTRODUCTION

One of the most important considerations that a Forensic investigegeeds to make while
investigating is how to render and communicate the informatitimeged to the intended
audience. The investigator needs to have a best approach of mgnderieporting the
findings in a manner that would be categorical, technically soundetrebgily readable and
understandable. A good technical report would facilitate the jugica@ess. A poor technical
report would hamper the process and at many times induces latabiduities which can
lead to the acquittal of the culprit.

As in [5] Digital forensic reports can be produced for investiggturposes, separately from
reports designed for litigation or electronic discovery. OfteasintE-Investigations reports on
facts for internal review and investigation. Who used tiygdp and for what purpose? Who
hacked the server? Was the hacker based inside our organizationttoe attack come from
outside the network?

An expert witness is a very powerful source of evidence in cdeports on data
electronically discovered by computer forensics methods are iampdrécause they provide
strong evidence in court documents and in overall analysis in iae &wsuit or settlement.
An expert witness is one who allegedly has specialized knowletiyame to the matter of
interest, which knowledge purportedly helps to either make senskesfesidence, including
other testimony, documentary evidence or physical evidence (diggeaprint). An expert
witness may or may not also be a percipient witness, aslactar or may or may not have
treated the victim of an accident or crime. In a court proogedi withess may be called
(requested to testify) by either the prosecution or the def@ingeside that calls the witness
first asks questions, in what is called direct examinatibe. dpposing side then may ask their
own questions in what is called cross-examination. In some, gasi®ct examination may
then be used by the side that called the witness, but uswualyto contradict specific
testimony from the cross-examination. An expert report isudysivritten by one or more
authorities that states findings and offers opinions.



In law, expert reports are generated by expert withesses aastigators offering their
opinions on points of controversy in a legal case, and are typshlysored by one side or
the other in litigation, in order to support that party'snofai The reports state facts, discuss
details, explain reasoning, and justify the experts' conclusi@hsinions.

4.3 REPORT PREPARATION

4.3.1 Gathering the data
It is highly important that the investigator has a right apgroand proper planning with

perspective of the case and the report that he/she is gofagnish after all findings being

made. The investigator should have a priori view or idea aboutfamathe is going to use
while presenting. The right form of report would enhance the aaloiipt and adaptability of

the audience towards right direction in the case. Documentation sheulisciplined and

organized. Also,this well prepared approach is essential to ssfatdorensic technical

writing. Every aspect should be well written so that it islgamderstandable to all. It is
advised not to use too many shortcuts or short hands as it can bringog/auwang foot many

times while comprehending and can Kill lot of efforts.Precidear and an explanative
approach of writing can avoid lots of confusion to either you or the awdsna later stage.
As suggested in [sans] we must be disciplined and the approackesvibcumenting

everything elaborately as we move forward in the case igagisin and findings. Also we
need to keep in mind the representation of the data and findings fimahreport. Thus, any
need for additional forensic data will be revealed beforéaitemsic program is completed.

4.3.2 Analyzing the results
The analysis of the result involves following steps:

a. Assumptive conclusions for lead

b. Expert report and opinion

c. Conclusive opinion

d. Data consistency and labeling

e. Hash records of the findings.
Analyzing the results is probably the most difficult because Wwereeed to have a thorough
understanding about the point and opinion that we intend to give and the papeotsahat
the audience as well as the case requires. This stagapsvére gathering data stage in the
beginning parts, the initial analysis will guide us further aratilus to newer approach or
ideas, thus newer set of findings and details might be reqiedlata analysis should begin
as the data are collected). During the analysis and eeatw, conclusions should be drawn
because the conclusions are the reason for the report and thdobake technical report
preparation. However, we must be careful while drawing cormiasiA conclusion with very
few supportive data can lead to incorrectness. The incorrectusoms are that they can
create a potential for “reasonable” doubt in the courtroom. Theretois best to document
the conclusions in this phase (Analyzing the Results), sinceaghti®e data has already been
gathered. Once the conclusions are drawn, it is advisablésttahem in an order of
importance with highest important conclusion first and so on.



A report offering a conclusion (an opinion) is referred to asxqert report The investigator
from law enforcement agencies are generally trained tolynetage the facts in their reports
rather giving conclusions. Once the case goes under triakasforanalyst will be called to
provide valuable suggestions. The technical witness or the forameslgst will provide facts
as found in the forensic investigation. The analyst will and camneent on the
methodologies of the collection of the evidence. The forensicysinaloes not offer
conclusions, only the facts. However, an expert witness, (whachbe another forensic
analyst)can have opinions and conclusions about what was found as evidenapinions
and conclusions are based on experience and the facts found during thie fovessigation
and examination of the data obtained. Forensic analysts areyusemliested to give an
opinion in court about the evidences and the conclusions that can be fdoawthem. In
most cases, the forensic analyst's professional opinion aboseasctne most useful item in
any case.

It is also very important to keep data in a consistent fornthéeecords must be referenced
properly with proper labels assigned to every item. Thus refethiege items using labels
will always help the reader to be consistent in their undedstg.

Finally, we need to create MD5 hashes of the collectededédances and record the MD5
hashes as metadata for every file so that they can beicithé forensic report. Creating
MD5 hashes ensures the integrity of the collected data anenéragtes a good deal of
confidence among the readers about the manner in which thegatiest is being handled.

4.3.3 Outlining and organizing the report
The report outlines needs to be adhered to and the subject linesandeutline have to be

addresses with proper entries and supportive write-ups. Many a tiraewvhole case goes
under confusion and jeopardy if an un-experienced forensic analyss raakery mediocre
report of the findings. A unclear and improper report can ctetitd confusion leading to the
loss while claiming conclusions and while performing act recocison. In the above two
phases we needed to concentrate on what results have todmecbiind reported (Gathering
data and Analysis phase). In the outline phasewe need to concentfadev the results be
presented so that the conclusions can be drawn and believed Jnsoif@ests an initial
template of the report and the investigator or experts can modggljust this according to
their need. The outlines of this template are:

a. Executive Summary: Contains mainly the background of the invéstigike, who
authorized the forensic investigation, description of why a faremsamination of
computer media was necessary, give a listing of what signififindings were found,
signature block for the examiner(s) who performed theinveriiggt. information of
all people involved in the investigation along with important datfsertinent
communications are also included.

b. Objectives: All the tasks of the investigation are outlinedvel as a proper list of
objectives as decided for the investigation needs to be kept h



c. Computer Evidence Analyzed: All the evidences collected andpmeted are
introduced in this section. Better way is to tabulate the agikein form of evidence,
date of collection, interpretation, expert opinion etc.

d. Relevant Findings: A summary of the findings of value are indudehis section.
This is the conclusions and opinions of the forensic analyst. €btfos tries to put
the findings on the table for the reader. The reader caargédea about what are
results drawn from the evidences analyzed. It is advisedep tkem in an order of
increasing importance or relevance for the case.

e. Supporting Details: The findings listed in the relevant findireggisn is supported in
a descriptive and in-depth fashion. The descriptive part suggedtemphasizes on
how we reached to the conclusions in the previous section. Itlnsgauch as tables
and figures can be very good in this section.

f. Investigative Leads: Many times because of time conssrétietinvestigator could not
proceed for further investigation though he might be having importagis| These
leads can be very importantly kept in this section. The coutherclient can also
permit more investigation in a later stage where we cart staving further
spontaneously using the leads mentioned here.

g. Subsections: In cases of computing attacks, the readers nmayoMenow the exact
attack that was performed, for this we might require anadya binary. So, a section
“Binary Analysis” may be appropriate to the investigationmitirly, based on
requirement we can add more sub sections in other sectionsséid@isove.

4.3.4 Writing and Revising a Rough Draft

With a logical template for computer forensic reports, writing rough draft will be much

easier. However, because many technical materials atgl@ttin forensic reports, we will be
having many versions of the report. Hence we need to keep on waitinggh report and

revising it. Mostly we need many reading and revising épont many times before coming
to final version. Lastly we need to format the report in rappearance using available
editors. Figure 1 describes a template for a forensics report



Figure 36: A digital forensic Report fornfat

4.4 Expert Witness
In litigations, experts have become very important. Expems iavolved in testimony,

consultation and expert opinion.An expert witness, professionalssitmejudicial expert is a
witness, who by virtue of education, training, skill, or experée is believed to have
expertise and specialized knowledge in a particular subjeontdethat of the average person,
sufficient that others may officially and legally rely upon thiness's specialized (scientific,
technical or other) opinion about an evidence or fact issue withiacthge of his expertise,
referred to as the expert opinion, as an assistance to tHentlr. Expert withesses may also
deliver expert evidence about facts from the domain of their gsperAt times, their
testimony may be rebutted with a learned treatise, sometimeake detriment of their
reputations.




Typically, experts are relied on for opinions on severity afrinj degree of sanity, cause of
failure in a machine or other device, loss of earnings, @asts, and the like. In an intellectual
property case and an expert may be shown two music scores, bookrtextsyit boards and
asked to ascertain their degree of similarity. In the ngj@i cases the expert's personal
relation to the defendant is considered and irrelevant.

The tribunal itself, or the judge, can in some systems ancupah experts to technically
evaluate a certain fact or action, in order to provide the edgtirta complete knowledge on
the fact/action it is judging. The expertise has the leghlevof an acquisition of data. The
results of these experts are then compared to those bypibeseof the parties.

4.4.1 Finding an expert
While finding an expert in an area of investigation we need teebecareful. Lots of people

can claim to be experts in the field. It is very vitaldok at the experience and expertise of an
individual. The affiliation of the individual might be trivial. Agidrom ability to retrieve data,
a forensic analysis with expert view is more important.

The expert will likely be called to testify in court andewplain what he or she did to the
computer and its data. The court will weigh the fact thatxie¢had a proper training and
experience, Least is the affiliation weightage in the miridbe court. The experience of an
expert should be specifically in computer forensics, as skilh wibmputers does not
necessarily translate to forensic expertise. Proper consulteds rie be done with litigators
who have used the expert before or have seen the expdyirigst the court.

4.4.1.1 Testifying v. Consulting
The fact that attorneys use expert witnesses for purposdiofdages. However, nowadays in

cyber cases it is becoming more common to use experts for cdossl@nd not as testifying
experts.The non-testifying experts often provide technical asexpkrt guidance for the
attorneys to progress in the line of litigations. There canmamy cases where the
attorneys/investigators might not have know-how as well as skilarry out investigation or
building the case. Generally, the consulting experts need not e\ disclosed since a
consultant is not a person having knowledge of any discoveraltier imathe case.

4.4.2 What Can (and Can't) an Expert Do?

The primary purpose of testifying experts in a given litigatisnto apply scientific or
technical expertise to the facts of the case and rendeantlepinions that assist the trier of
fact in understanding complicated or confusing matters. For instanftensic computer
scientist will often testify to a sequence of events thek tplace on a given computer or
network of computers. Without the expert’'s testimony, the systgs, file system time
stamps, and other application metadata that reveal this sequérevents, is extremely
difficult to compile and present effectively. Furthermotiee expert's special knowledge
allows interpretation of the underlying data that would othertwessenadmissible. Whereas a
forensic computer expert might be able easily to determirexjaeace of events that took
place on a given computer, it is sometimes much harder to cothuset events with a
particular individual. What if the computer at issue in a ¢aseccessible by many people?



What if the opposing party contends he was not “at the keyboardi avpertinent event took
place? A forensic computer scientist may be able to provwiderostantial evidence regarding
the party who appeared to be using the computer. This might be ba$eduser logged in to
the system. It could also be indicated by something like an individWas-based email
session simultaneously open at the time of other events. tBese events are less tied to the
forensic computer scientist's domain of expertise, establishrokrihe party using aa
computer at a given time may need to be established by othesniBranging in a computer
expert for consultation early on can be extremely beneficial. ¥ample, consider the issue
of preservation. Every case an attorney is involved withiesagvith it a duty to preserve
potentially relevant evidence. When that evidence is stored @aymauter, the method of
preservation becomes critical. The first issue an expertude gou through is to explain the
different preservation options available for electronically stanéormation (ESI). The safest
option is generally forensic imaging of the storage media oreteeant computers. Forensic
images are bit-for-bit copies of an entire storage medinciyding space on the medium that
may not currently hold any active files. This differs from syn@bpying all of the files on a
given medium, since the inactive sections of the image eoayain portions of previously
deleted files, files that are still discoverable. So trst thing your expert can do is save you
from falling victim to under-preservation by making an inadequate a¢dipgr the consulting
expert has explained the effectiveness of different presenvatechanisms, that expert can
then further explain the impact of such preservation on your clieatigouter systems. For
example, large servers may be in near constant use, ancergpecial provisions may need
to be made prior to acquiring a forensic image from them. Furtirerrtheir storage systems
may be complicated or very large, which can necessitateateg time of unavailability. On
the other hand, forensic imaging of laptop or desktop computersften be accomplished in
only a few hours, often with little or no interruption to the dieuse. These issues are
difficult to navigate without a firm grasp of the underlying htiealogy, the specialized
knowledge a consulting expert can bring to bear.

4.4.3 Why Use an Expert
An effective attorney knows the facts of the case. That reegdasp the facts of the case is

the key reason why an attorney should use an expert. In a tadec#se, the attorney must
prove that protected information was unlawfully obtained. How hahlde done if the trade
secret is a customer list stored in an Excel spreadsheet®parn ean help obtain access to
the computing equipment of the opposing party through discovery, and pbtdinth that
the spreadsheet in question was copied to a USB flash drive or bora&X-R. Sometimes,
the expert can even find that the trade secret spreadshedebtes], recover it and provide
the time of the deletion.

4.5 LEGAL ASPECTS OF COMPUTING

IT law consists of the law (statutes, regulations, and tasg which governs the digital
dissemination of both (digitalized) information and softwarelfit@=e history of free and
open-source software) and legal aspects of information technabogg broadly. IT law
covers mainly the digital information (including informatiorecarity and electronic
commerce) aspects and it has been described as "paseifor a "paperless environment".



Cyber law or Internet law is a term that encapsulatedetha issues related to use of the
Internet. It is less a distinct field of law than intelledtproperty or contract law, as it is a
domain covering many areas of law and regulation. Some leading toicde internet
access and usage, privacy, freedom of expression, and juoisdict

In various countries, areas of the computing and communication irdustre regulated,
often strictly by government bodies.

There are laws on censorship versus freedom of expression, omulgsiblic access to
government information, and individual access to information heldean Hy private bodies.
There are laws on what data must be retained for law enierde and what may not be
gathered or retained, for privacy reasons.

In certain circumstances and jurisdictions, computer communisatmay be used in
evidence, and to establish contracts. New methods of tapping andlaureemade possible
by computers have wildly differing rules on how they may be usedibgidorcement bodies
and as evidence in court.

4.5.1 Jurisdiction
Jurisdiction is an aspect of state sovereignty and it refergudicial, legislative and

administrative competence. Although jurisdiction is an aspecsowkreignty, it is not
coextensive with it. The laws of a nation may have extitdgel impact extending the
jurisdiction beyond the sovereign and territorial limits of thaioma This is particularly
problematic as the medium of the Internet does not explicitypgnize sovereignty and
territorial limitations. There is no uniform, international igalictional law of universal
application, and such questions are generally a matter of aooffliaws, particularly private
international law. An example would be where the contents of a itelare legal in one
country and illegal in another. In the absence of a uniform jurisdalt code, legal
practitioners are generally left with a conflict of lasue.

Another major problem of cyberlaw lies in whether to treat titvermet as if it were physical
space (and thus subject to a given jurisdiction's laws) or tasatthe Internet is a world unto
itself (and therefore free of such restraints). Those who féneotatter view often feel that
government should leave the Internet community to self-regulaten Perry Barlow, for
example, has addressed the governments of the world and SiMeele there are real
conflicts, where there are wrongs, we will identify themad @address them by our means. We
are forming our own Social Contract. This governance will &@m®rding to the conditions
of our world, not yours. Our world is different".

With the internationalism of the Internet, jurisdiction is acim more tricky area than before,
and courts in different countries have taken various views on whibiehave jurisdiction
over items published on the Internet, or business agreementsdeimt® over the Internet.
This can cover areas from contract law, trading standards agdthirough rules on
unauthorized access, data privacy and spamming to more pdalitezd such as freedom of
speech, censorship, libel or sedition.



In practical terms, a user of the Internet is subject tdaiws of the state or nation within
which he or she goes online. Thus, in the U.S., Jake Baker daosidal charges for his e-
conduct, and numerous users of peer-to-peer file-sharing softwaee subject to civil
lawsuits for copyright infringement. This system runs into castlibowever, when these
suits are international in nature. Simply put, legal conduct innatien may be decidedly
illegal in another. In fact, even different standards concertiaedourden of proof in a civil
case can cause jurisdictional problems. For example, an Ameedglrity, claiming to be
insulted by an online American magazine, faces a difficak t winning a lawsuit against
that magazine for libel. But if the celebrity has tiegrenic or otherwise, to England, he or
she can sue for libel in the British court system, where #ralatd of "libelous speech" is far
lower.

4.5.2 Net neutrality
Network neutrality is the principle that all Internet traffehould be treated equally.

According to Columbia Law School professor Tim Wu, the best wagxplain network
neutrality is that a public information network will end up being musstful if all content,
sites, and platforms are treated equally. A more detpilepgosed definition of technical and
service network neutrality suggests that service network tigutiathe adherence to the
paradigm that operation of a service at a certain layeotinfluenced by any data other than
the data interpreted at that layer, and in accordance vétlpribtocol specification for that
layer.

4.5.3 Open Internet
The idea of an open Internet is the idea that the full resoofcé® Internet and means to

operate on it are easily accessible to all individuals antgpaaies. This often includes ideas
such as net neutrality, open standards, transparency, lackeohdt censorship, and low
barriers to entry. The concept of the open Internet is sometr@essed as an expectation of
decentralized technological power, and is seen by some as ctetsld to open-source
software.

Proponents often see net neutrality as an important component of mrintgeet, where
policies such as equal treatment of data and open web staniitardthase on the Internet to
easily communicate and conduct business without interfereane drthird party. A closed
Internet refers to the opposite situation, in which establishedonmerscorporations or
governments favor certain uses. A closed Internet may hatrectexs access to necessary
web standards, artificially degrade some services, or ékpfitter out content.

As of 2015, India had no laws governing net neutrality and these I@en violations of net
neutrality principles by some service providers. While thedah Regulatory Authority of
India (TRAI) guidelines for the Unified Access Service licepsomote net neutrality, they
do not enforce it. The Information Technology Act, 2000 does not prolabipanies from
throttling their service in accordance with their businessestsr In India, telecom operators
and ISPs offering VolP services have to pay a part of tiveenues to the government.



In March 2015, the TRAI released a formal consultation papdRegulatory Framework for
Over-the-top (OTT) services, seeking comments from the pubite.consultation paper was
criticised for being one sided and having confusing statemliémtas condemned by various
politicians and internet users. By 24 April 2015, over a milliomiésyhad been sent to TRAI
demanding net neutrality.

4.5.4 Indian Information Technology Act(IT Act) 2000°
An example of information technology law is India's Information Technolagl 2000,

which was substantially amended in 2008. The IT Act, 2000 cameadrde 6n 17 October
2000. This Act applies to whole of India, and its provisions also appbny offense or
contravention, committed even outside the territorial jurtgmhicof Republic of India, by any
person irrespective of his nationality. In order to attract piavssof this Act, such an offence
or contravention should involve a computer, computer system, or comptwarikéocated
in India. The IT Act 2000 provides an extraterritorial applicapiid its provisions by virtue
of section 1(2) read with section 75. This Act has 90 sections.

India's The Information Technology Act 2000 has tried to assenliaal principles available
in several such laws (relating to information technology) edaetglier in several other
countries, as also various guidelines pertaining to informatidmodagy law. The Act gives
legal validity to electronic contracts, recognition of elewic signatures. This is a modern
legislation which makes acts like hacking, data theft, spmgadf virus, identity theft,
defamation (sending offensive messages) pornography, child pornograpéy teayorism, a
criminal offence. The Act is supplemented by a number of nulgsh includes rules for,
cyber cafes, electronic service delivery, data secuslbcking of websites. It also has rules
for observance of due diligence by internet intermediarieR'g]$etwork service providers,
cyber cafes, etc.). Any person affected by data theft, hgckpreading of viruses can apply
for compensation from Adjudicator appointed under Section 46 as welleaa Giriminal
complaint.

The original Act contained 94 sections, divided in 19 chapters antietiides. The laws
apply to the whole of India. Persons of other nationalities canls indicted under the law,
if the crime involves a computer or network located in India

The Act provides legal framework for electronic governance iwng recognition to
electronic records and digital signatures. The formation of rGitent of Certifying
Authorities was directed by the Act, to regulation issuing of aligignatures. It also defined
cybercrimes and prescribed penalties for them. It alsblestad a Cyber Appellate Tribunal
to resolve disputes arising from this new law.

Commission of cybercrime may be divided into three basiaps:

Individual
Organization
Society at Large
The following are the crimes which can be committed agaiediifowing groups.



4.5.4.1 Against Individual
Harassment via Emails

Cyber Stalking

Dissemination of obscene material
Defamation

Hacking/Cracking

Indecent Exposure

4.5.4.2 Individual Property
Computer Vandalism

Transmittiming a Virus

Network Trespassing

Unauthorized Control over Computer System
Hacking/Cracking

4.5.4.3 Against Organisation
Hacking & Cracking

Possession of unauthorised Information

Cyber- Terrorism against Government Organisation

Distribution of Pirated Software Etc
4.5.4.4 Against Society at Large

Pornography

Polluting the youth through indecent exposure

Trafficking
The Act also amended various sections of Indian Penal Code, 186y IBdidence Act,
1872, Banker's Book Evidence Act, 1891, and Reserve Bank of India98zt,to make them
compliant with new technologies.

4.5.5 Amendments— Indian IT Act (2008)
A major amendment was made in 2008. It introduced the Section 66A \pleicalized

sending of "offensive messages". It also introduced the Sectionhé&h gave authorities the
power of "interception or monitoring or decryption of any informaticough any computer
resource". It also introduced penalties for child porn, cybeoriem and voyeurism. It was
passed on 22 December 2008 which any debate in Lok Sabha. The nexwasyp#ssed by
the Rajya Sabha. It was signed by the President of 5 Fel#20@8y The following are the list
of offences and penalties.

Table 4: List of offences and the correspondingpjiers

Section Offence Description Penalty

. L f knowing| .
65 Tampering with . a. person nowingly o Imprisonment up to three

intentionally conceals, destroys . :
computer source . ) years, or/and with fine
alters or intentionally o



66

66B

66C

66D

66E

66F

documents

Hacking with

computer system

Receiving
computer
communication

device

stoler
or

Using password o
another person

Cheating
computer resource

using

Publishing private
images of others

Acts

of

cyber

knowingly causes another | upto 200,000
conceal, destroy or alter al

computer source code used fo

computer, computer programn

computer system or comput

network, when the comput

source code is required to be k¢

or maintained by law for the tim

being in force.

If a person with the intent to cau
or knowing that he is likely t
cause wrongful loss or damage

the public or any person destra .
Imprisonment up to three
or deletes or alters ar

information  residin in ¢ oS orfand with fin
g “up to 500,000

computer resource or diminish
its value or utility or affects i
injuriously by any means
commits hack.

A person receives or retains

computer resource ¢ Imprisonment up to three
communication device which |years, or/and with fine
known to be stolen or the pers/ up to 100,000

has reason to believe is stolen.

A person fradulently uses tt
password, digital signature
other unique identification ¢
another person.

Imprisonment up to three
years, or/and with fine
up to 100,000

If a person cheats someone us Imprisonment up to three
a computer resource (years, or/and with fine
communication. up to 100,000

If a person capturee, transmits
publishes images of a perso|
private parts without his/he
consent or knowledge.

Imprisonment up to three
years, or/and with fine
up to 200,000

If a person denies access to |mprisonment up to life.
authorised  personnel to
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67A

67B

67C

68

terrorism

Publishing
information  which
is obscene in
electronic form.

Publishing image:
containing sexual
acts

Publishing child
porn or predating
children online

Failure to maintair
records

Failure/refusal tc
comply with orders

computer resource, accesses
protected system or introduc
contaminant into a system, whit
the intention of threatening tf
unity, integrity, sovereignty @
security of India, then he commi
cyberterrorism.

If a person publishes or transm

or causes to be published in t

electronic form, any materi

which is lascivious or appeals

the prurient interest or if its effel Imprisonment up to five
is such as to tend to deprave ¢ years, or/and with fine
corrupt persons who are likel up to 1,000,000

having regard to all releval

circumstances, to read, see or h

the matter contained or embodi

in it.

If a person publishes or transm Imprisonment up to
images containing a sexu seven years, or/and with
explicit act or conduct. fine up to 1,000,000

Imprisonment up to five
If a person captures, publishes years, or/and with fine
transmits images of a child in up to 1,000,000 on first
sexually explicit act or conduct. ' conviction.
a person induces a child into Imprisonment up to
sexual act. A child is defined ¢ seven years, or/and with
anyone under 18. fine up to 1,000,0000n

second conviction.

Persons deemed as intermedial

(such as an ISP) must maint¢ Imprisonment up to three
required records for stipulate years, or/and with fine.
time. Failure is an offence.

The Controller may, by orde
direct a Certifying Authority ol _ )
any employee of such Authori YEEls, elae wiln g
to take such measures or ce UP t0 200,000

carrying on such activities &

Imprisonment up to three



69

70

Failure/refusal
todecrypt data

Securing access (
attempting to secur
access to a protecte
system

specified in the order if those a
necessary to ensure compliar
with the provisions of this Act
rules or any regulations mal
thereunder. Any person who fal
to comply with any such orde¢
shall be guilty of an offence.

If the Controller is satisfied that
iS necessary or expedient so to
in the interest of the sovereign
or integrity of India, the securit
of the State, friendly relatior
with foreign Stales or public ord¢
or for preventing incitement to tk
commission of any cognizab
offence, for reasons to L
recorded in writing, by orde|
direct any agency of th
Government to intercept ar
information transmitted throug
any computer resource. TI
subscriber or any person in chai
of the computer resource she
when called upon by any agen
which has been directed, mu
extend all facilities and technic|
assistance to  decrypt tl
information. The subscriber ¢
any person who fails to assist t
agency referred is deemed to he
committed a crime.

The appropriate  Governme
may, by notification in the
Official Gazette, declare that ai
computer, computer system
computer network to
protected system.

The appropriate  Governme
may, by order in writing
authorise the persons who ¢

Imprisonment up to
seven years and possible
fine.

Imprisonment up to ten
years, or/and with fine.



authorised to access proteci
systems. If a person who secu
access or attempts to secl
access to a protected system, t|
he is committing an offence.

If anyone makes an

misrepresentation to, (

suppresses any material fact fra Imprisonment up to three
71 Misrepresentation | the Controller or the Certifyini years, or/and with fine

Authority for obtaining any up to 100,000

license or Digital Signatur

Certificate.



4.6 SUMMARY

1. Expert reports are generated by expert witnesses and investigdfering their
opinions on points of controversy in a legal case

2. The right form of report would enhance the acceptability and dulfpteof the
audience towards right direction in the case.

3. A report offering a conclusion (an opinion) is referred to as an exgeort. During
the analysis and data review, conclusions should be drawn bébausmclusions are
the reason for the report and the basis for the technical reppdration. However,
we must be careful while drawing conclusions.

4. The outlines of a typical expert report can have sections in seglige; Executive
Summary, Objectives, Analyzed Computer Evidence, Relevant Findduggorting
Details, Investigative Leads and other Subsections.

5. We need many reading and revising the report before coming tordirsson and also
we need to format the report in nice appearance usinblaeditors

6. The tribunal itself, or the judge, can in some systems arndupah experts to
technically evaluate a certain fact or action, in ordemptovide the court with a
complete knowledge on the fact/action it is judging.

7. An expert witness, professional witness or judicial expertvistiess, who by virtue
of education, training, skill, or experience, is believed to haxpertise and
specialized knowledge in a particular subject beyond that @visage person.

8. Cyber law or Internet law is a term that encapsulatesetia Issues related to use of
the Internet. In various countries, areas of the computing andmanivation
industries are regulated, often strictly by government bodies.

9. An example of information technology law is India's Information TeatmplAct,
2000, which was substantially amended in 2008.

4.7 CHECK YOUR PROGRESS
1. Fill in the blanks.

a) An is a very powerful source of evidence in court.
b) A conclusion with very few supportive data can lead to
c) The IT Act, 2000 came into force on
contains mainly the background of the investigation.
IT Laws has been describedas”___ "fora" )
2. State True or False

a) The IT Act 2000 has 80 sections.

b) The descriptive part of the report suggests and emphasizes onehozaehed to the
conclusions in the previous section.

c) Without the expert’s testimony, the system logs, file system stamps, and other
application metadata that reveal this sequence of everdsficsilt to compile and
present effectively.

d) An expert witness, professional witness or judicial expert isitaess, who has

in his domain.

e) Network neutrality is the principle that all Internet traféhould have same speed.



4.8 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.

a)
b)
C)
d)
e)

Expert witness
Incorrectness
17 October 2000

Paper laws ,paperless environment

2. State True or False

a) False.
b) True.
c) True.
d) True.
e) False.

4.9 FURTHER READINGS

1.

w

Becoming a Forensic Investigator - SANS Institute, httpasveans.org/reading-
room/.../forensics/forensic-investigator-1453. pdf

Vivek Sood, Cyber Law Simplified, Tata McGraw-Hill Educati@®08

PavanDuggal, Cyberlaw: the Indian perspective, SaakshaPualications, 2002
Philip J. Candilis, Robert Weinstock, Richard Martinez, Rsi@ Ethics and the
Expert Witness, Springer Science & Business Media, 2007

Faust F. Rossi, Eleanor M. Fox, James T. Halverson , Experé$8es, American Bar
Association.

Becoming a Forensic Investigator - SANS Institute, httpamivgans.org/reading-
room/.../forensics/forensic-investigator-1453.pdf

Computer Forensics Report Template - Privacy Resources, caompute
forensics.privacyresources.org/forensic-template.htm.

When to Hire a Computer Expert Witness,web.interhack.com/ptiblisavhen-to-
hire.pdf

4.10 MODEL QUESTIONS

1.

bk owN

Describe the major amendments in the INDIAN IT Act (200Bgscribe some
offences and the corresponding penalties.

Commission of cybercrime may be divided into how many groDeseribe them.
What do you mean by net neutrality and open internet?

Why the testimonies of the experts are becoming increasimglgriant these days?
Describe the various steps of report preparation in detail.
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